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1 INTRODUCTION 

 

As a significant public body, the Scottish Fire and Rescue Service (SFRS) faces a 

diverse range of risks, which result from factors both internal and external to the 

service and have the potential to impact on the service’s ability to discharge its 

statutory duties and disrupt the achievement of its strategic aims and objectives. 

 

SFRS will use the process of Risk Management to evaluate, control and monitor 

the risks attached to its strategic aims and objectives.  By doing so, the service will 

take better informed decisions and improve the probability of achieving its 

strategic aims and objectives. 

 

Risk Management is an integral part of an organisation’s system of internal 

controls, and will have a key role to play in the successful corporate governance of 

SFRS, therefore giving assurances to the Board of SFRS, the Scottish 

Government and other key stakeholders that the service is managing its business 

in an efficient and effective manner. 

 

The implementation of a successful risk management policy, by SFRS will deliver 

many benefits, the key ones being: 

 

 Compliance with legislation and regulations 

 Assurance regarding the management of significant risks and uncertainty 

 Improved decision making by paying full regard to risk considerations 

 Efficiency and effectiveness in service delivery by providing less disruption 

to normal operations 

 

2 PURPOSE AND SCOPE 

 

The purpose of this policy is to state SFRS’s formal approach to risk management.  

The policy reflects the principles of risk management outlined within the Scottish 

Public Finance Manual (SPFM) and also follows recognised Risk Management 

Standards such as ‘A Risk Management Standard’ published by the Institute of 

Risk Management (IRM), the Association of Insurance and Risk Managers 

(AIRMIC) and ALARM the National Forum for Risk Management in the Public 

Sector. 
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The Policy will extend to cover the management of both strategic and operational 

risks that may have an impact on any of SFRS’s strategic aims and objectives.  

The policy does not cover the risk management processes used on the incident 

ground or for general Health and Safety in the Workplace.  Whilst such areas are 

now intertwined with one another because of their links to internal control and 

corporate governance, SFRS policies covering these areas are separate and more 

specialist in nature. 

 

3 POLICY AIMS AND OBJECTIVES 

 

3.1 Aim 

 

The aim of the policy is to ensure that every effort is made by SFRS to manage 

risk appropriately to maximise potential opportunities and minimise the adverse 

effects of risk on the service’s strategic aims and objectives.  Every organisation 

needs to identify its appetite for risk and so it is not the intention of the policy to 

have risk eliminated completely from the service’s activities. 

 

3.2 Objectives 

 

The objectives of this policy are to: 

 

 Communicate to stakeholders, the service’s approach to risk management 

 Ensure consistency throughout the service in the management of risk 

 Preserve and protect the service’s assets, reputation and staff 

 Promote good corporate governance by integrating risk management and 

internal control 

 Ensure the process for identifying, evaluating, controlling, reviewing, 

reporting and communicating risks across the service is implemented and 

understood by all relevant staff 

 Fully integrate risk management into the culture of the service and into the 

service’s business planning process 

 Ensure that the Strategic Leadership Team (SLT), the Board of SFRS and 

external stakeholders such as the Scottish Government are provided with 

the necessary assurances that the service is managing risk effectively, 

and thus complying with good corporate governance practice. 
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4 DEFINITIONS 

 

4.1 General 

 

This section provides definitions of the terms used within this policy.  The adoption 

of these standard terms will allow the service to apply the policy in a consistent 

manner and help embed a risk aware culture as outlined in Section 9 of this policy. 

 

4.2 Risk 

 

Risk is defined as: “the combination of the probability of an event occurring and its 

consequences” (ISO/IEC Guide 73). 

 

4.3 Risk Management 

 

Risk Management is defined as: “the process of identifying risks, evaluating their 

potential consequences and determining the most effective method of controlling 

them or responding to them” (Accounts Commission for Scotland publication 

‘Shorten the Odds’ July 1999). 

 

4.4 Risk Appetite 

 

Risk appetite can be described as: “the amount and type of risk that an 

organisation is prepared to seek, accept or tolerate”. (BS 31100). 

 

4.5 Strategic Risks 

 

Strategic risks are those which have a direct impact on the achievement of the 

strategic aims and objectives of the service. 

 

4.6 Operational Risks 

 

Operational risks are those that impact on the achievement of functional or Local 

Senior Officer aims and objectives and may therefore impact on a more discrete 

part of the service. 



NOT PROTECTIVELY MARKED 
 

Finance&Contractual Services/Policy/Risk Management Policy             Page 8 of 22                         Version 1.0: (Date 14/02/2014) 

4.7 Risk Register 

 

A risk register is a profile and record of risks faced by an organisation, with 

particular emphasis on the significant risks, the controls currently in place, 

additional controls that have been identified and responsibility for control 

measures.  SFRS will host two types of risk register – a Corporate Risk Register 

(for strategic risks) and a Functional Risk Register (for operational risks). 

 

4.8 Corporate Governance 

 

Corporate Governance consists of a set of activities and policies that control the 

way in which an organisation is directed, administered and/or controlled. 

 

4.9 Internal Controls 

 

Internal controls are those elements of an organisation (including resources, 

systems, processes, culture, structure and tasks) that, taken together, support 

people in the achievement of objectives. 

 

 

5 ROLES AND RESPONSIBILITIES 

 

5.1 General 

 

SFRS’s approach to risk management seeks to ensure that risk management 

flows from the most senior level down through directorates, service delivery areas 

and staff of SFRS.  Therefore all SFRS employees and Board Members should be 

aware of their responsibilities in identifying and managing risk, including the risk 

levels they are empowered to manage, risks that should be avoided and those 

that need to be escalated. 

 

5.2 The Board 

 

The Board shall ensure that the risks that SFRS faces are dealt with in an 

appropriate manner, in accordance with relevant aspects of generally recognised 
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best practice in corporate governance, and develop a risk management strategy 

consistent with the Risk Management section of the SPFM.  The Board will be 

responsible for understanding the most significant risks, considering the risk 

implications of decisions on the achievement of the service’s strategic aims and 

objectives and for ensuring that the service as a whole deals appropriately with all 

risks. 

 

5.3 Audit and Risk Assurance Committee 

 

The Audit and Risk Assurance Committee will advise the Board and Accountable 

Officer (Chief Fire Officer) on the arrangements for risk management and will have 

oversight of the service’s Corporate Risk Register. 

 

5.4 Service Transformation Committee 

 

A programme of service transformation is being overseen by the Service 

Transformation Committee in order to ensure that the service is on track to deliver 

the benefits of reform.  Significant programme risks will be escalated to the 

Corporate Risk Register for review by the Audit and Risk Assurance Committee.  

The Audit and Risk Assurance Committee will escalate risks as appropriate to the 

Board of the SFRS for consideration. 

 

5.5 Chief Officer 

 

The Chief Officer holds specific responsibility to ensure robust risk management 

arrangements are in place that support the achievement of SFRS’s aims and 

objectives and that facilitate comprehensive reporting to the Board of SFRS, the 

Scottish Government and wider public.  The Chief Officer will also champion the 

importance of risk management in supporting the achievement of the service’s 

strategic aims and objectives throughout SFRS. 

 

5.6 Strategic Leadership Team (SLT) 

 

The identification and management of strategic risks will be the primary 

responsibility of the Strategic Leadership Team.  The SLT will undertake to 
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monitor and review strategic risks regularly, and take appropriate action to control 

risks.  The SLT will also champion the importance of risk management in 

supporting the achievement of the service’s strategic aims and objectives 

throughout the SFRS. 

 

5.7 Risk Manager 

 

The Risk Manager will set policy for risk management, build a risk aware culture, 

coordinate service wide risk management activities, and regularly review, manage 

and report risks within the service area. 

 

5.8 Internal Audit 

 

Internal Audit will audit the effectiveness of the service’s risk management 

process, provide assurance on the management of risk to the Board of SFRS, and 

help support the risk management process and coordination of risk reporting. 

 

5.9 Heads of Functions/Local Senior Officers (LSO) 

 

The identification and management of operational risks will be the primary 

responsibility of Heads of Function/LSO’s.  They will undertake to monitor and 

review operational risks regularly, and take appropriate action to control risks. 

Heads of Function/LSO’s will also champion the importance of risk management in 

supporting the achievement of the service’s strategic aims and objectives 

throughout SFRS. 

 

5.10 Other Managers and Employees 

 

Effective risk management depends on the commitment and cooperation of all 

managers and employees.  Individual managers and employees are each charged 

with the effective management of the risks associated with their particular roles 

and duties, and which may impact the delivery of the service’s aims and 

objectives.  Consequently, all managers and employees are responsible for 

adherence to the principles outlined in this policy. 
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6 RISK APPETITE 

 

6.1 General 

 

In line with other public sector organisations, the risk appetite of SFRS can be 

summarised as low to medium.  Out-with these risk levels, then SFRS will put in 

place appropriate actions and control measures to manage the risk to an 

acceptable level.  SFRS’s approach to managing and controlling risk is outlined in 

Section 7.3. 

 

6.3 Prohibited Risks 

 

Where risks may result in physical harm, non-compliance with legislation and 

regulation, or non-compliance with SFRS policies, rules and procedures, then 

these risks are not acceptable. 

 

6.4 Quantifying Risk Appetite 

 

SFRS’s risk appetite is summarised and quantified in Table1 below.  It will be used 

in conjunction with the risk assessment and evaluation matrices detailed in 

Appendix 1 and will be the starting point for managing and controlling risks to an 

acceptable level. 

 

Table 1 – Risk Appetite Action Guide 

Risk Level Score Action required 

High Risk 16-25 

Unacceptable - action required 
immediately to reduce the risk to an 
acceptable level and reviewed 
monthly 

Medium Risk 

10-15 

Unacceptable - action required 
within three months to reduce the 
risk to an acceptable level and 
reviewed quarterly. 

4 - 9 

Acceptable - the service is willing 
to accept this level of risk, but 
subject to periodic monitoring and 
reviewing. 

Low Risk 1-3 
Acceptable - the service is willing 
to accept this level of risk. Risks 
reviewed annually. 
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6.5 Reviewing the Risk Appetite 

 

SFRS’s risk appetite will be reviewed at least annually and considered by the 

Board to check that the risk appetite remains appropriate to deliver the service’s 

intended strategic aims and objectives in light of internal and external drivers and 

constraints. 

 

 

7 RISK MANAGEMENT PROCESS 

 

The SFRS risk management process is based on best practice, including ‘A Risk 

Management Standard’ (IRM/AIRMIC/ALARM: 2002).  The process consists of the 

following 6 stages: 

 

 Identifying risks 

 Assessing and evaluating risks 

 Managing and controlling risks 

 Compiling the Risk Register 

 Monitoring and reviewing risks 

 Reporting and escalating risks 

 

 

7.1 Identifying Risks 

 

Risk identification should be approached in a methodical way to ensure that all 

strategic and operational risks that may impact on the service’s aims and 

objectives are identified.  Risks will be classified into 6 categories (outlined below) 

and SLT, Directorate and Functional/LSO service planning workshops will be used 

to ensure that the business of identifying strategic and operational risks is 

integrated with the service planning process. 
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Risk Categories 

 

 People Risks - those associated with staffing levels, pay and conditions, 

staff development 

 

 Operations Risks  - those associated with effectiveness of operational 

deployments, policies, practices and equipment 

 

 Finance Risks - those associated with financial planning and the ability of 

the Service to operate within budget 

 

 Legal and Regulatory Compliance Risks - those associated with 

possible breaches of legislation and Regulations 

 

 Reputational/Stakeholder Confidence Risks – those associated with 

the perception that others have about the service. Any risk to the services 

reputation means the risk of losing public confidence 

 

 Service Transformation Risks - those associated with the delivery of the 

Service Transformation Programme and the work of individual Service 

Transformation Projects 

 

 

7.2 Assessing and Evaluating Risk 

 

Once strategic or operational risks have been identified they need to be assessed 

in terms of their probability and their potential impact on the delivery of aims and 

objectives.  It is therefore important to use a process that measures impact and 

probability consistently and enables the development of a hierarchy of risks.  

Without this consistent approach the comparison and allocation of resources to 

manage risk becomes more difficult and the outcomes less measurable. 

 

The adoption of the risk assessment and evaluation matrices (detailed in 

Appendix 1), and the standard electronic risk register adopted by SFRS (outlined 

in Section 7.4), will enable the consistent evaluation of risk across SFRS. 



NOT PROTECTIVELY MARKED 
 

Finance&Contractual Services/Policy/Risk Management Policy             Page 14 of 22                         Version 1.0: (Date 14/02/2014) 

7.3 Managing and Controlling Risk 

 

Having identified and evaluated the risks, the arrangements for managing the risks 

to a tolerable level need to be in place.  Strategic and Operational risks will 

therefore be managed in accordance with the Risk Appetite Action Guide (See 

Table 1). 

 

7.3.1 Unacceptable Risks 

 

High Risks and Medium Risks (with a scoring of 10-15) are deemed unacceptable.  

These risks must be recorded on the risk register and action taken to manage the 

risk down to a risk level deemed acceptable (See Section 7.3.2).  In some cases, it 

may not be possible to reduce risks any further and so scores will remain at High 

Risk and Medium Risk (with a scoring of 10-15).  Similarly, the requirement for 

action immediately, or within three months, may not be possible.  In such 

circumstances, any decision to accept the risk level will be carefully documented 

in the risk register and escalated as per the procedures in Section 7.6.2. 

 

In broad terms, the actions taken to manage unacceptable risks fall into the four 

categories, which are outlined below: 

 

 Terminate - Involves deciding to eliminate the risk by ceasing the activity 

or the pursuance of the objective that presents the risk 

 

 Transfer - Involves deciding to pass the risk or costs of the impact outside 

the service, that is contract out the risk or take out insurance to cover the 

costs of the impact 

 

 Treat – Involves implementing control measure to reduce the risk be 

lessening the impact.  This can involve improved procedures, training, 

investing in new equipment etc.  The greatest number of risks will be 

addressed by Treatment 

 

 Tolerate - Involves accepting the risk and its impact as it stands that is 

self-insure or decide to cover any losses.  The cost of taking action may 

be disproportionate to the potential benefits gained. 
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Arrangements for managing risks scored as High and Medium Risk (with a scoring 

of 10-15) should also cover allocating ownership of the risk to the appropriate 

member of staff as well allocating duties and responsibilities to staff who are 

tasked with undertaking the actions to control risks  These arrangements must be 

documented in the risk register. 

 

7.3.2 Acceptable Risks 

 

Low risks and Medium Risk (with a scoring of 4-9) are deemed to be within the 

SFRS’s risk appetite.  Low risks do not require to be recorded in the risk register; 

however, they should be reviewed annually.  Medium Risks (with a scoring of 4-9) 

should be recorded in the risk register and monitored and reviewed periodically. 

 

7.4 Compiling a Risk Register 

 

A single ‘Corporate Risk Register’ will be maintained for recording ‘Strategic Risks’ 

that have been identified by the SLT, the Service Transformation Committee and 

Audit and Risk Assurance Committee. 

 

A ‘Functional Risk Register’ will also be maintained for recording ‘Operational 

Risks’ by each Head of Function/LSO. 

 

SLT Members and Heads of Functions/LSO’s will be responsible for ensuring that 

any new risks they have ownership over, are documented and existing risks are 

reviewed and updated on their respective Risk Register.  This task may be 

delegated to an appropriate member of staff. 

 

A standard electronic risk register has been developed for the purposes of 

recording risks and can therefore be used as the service’s Corporate Risk 

Register (for recording strategic risks) or adapted for use as a Functional Risk 

Register (for recording operational risks).  The risk register is illustrated in 

Appendix 3 and will be made available by contacting the service’s Risk Manager, 

who will also provide guidance and support on how to compile and maintain the 

risk register. 
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7.5 Monitoring and Reviewing Risks 

 

Risks on the Corporate Risk Register and Functional Risk Registers will be 

monitored regularly and reviewed in line with the minimum timescales set out in 

the Risk Appetite Action Guide (See Table 1). 

 

Reviews of the Corporate Risk Register should be carried out to coincide with a 

scheduled SLT Meeting and reviews of Functional Risk Registers should be 

carried out to coincide with a scheduled Function/LSO Meeting.  During the risk 

review, thought should be given to each risk to ensure that the risk is still relevant 

and applicable and that the risk register is fully complete (new strategic or 

operational risks should be considered at this point). 

 

It is good practice for SLT, Directorate and Functional/LSO Management groups to 

note emerging risks for consideration and discussion during their regular meetings 

by having risk management as a standing item on their agendas. 

 

7.6 Reporting and Escalating Risks 

 

7.6.1 Reporting risks 

 

Directors will receive quarterly reports during the year on the control of operational 

risks from their Functional Managers/LSO’s.  The Deputy Chief Officer will submit 

quarterly reports on the control of strategic risks to the Audit and Risk Assurance 

Committee who in turn will report to the Board of SFRS.  The Chief Officer will 

submit an annual report on the control of strategic risks to the Board of SFRS for 

consideration. 

 

7.6.2 Escalating risks 

 

There may be certain circumstances when a risk shows particular cause for 

concern and needs to be escalated to the appropriate level for consideration and 

decision on the action(s) to be taken.  The following points therefore highlight the 

circumstances for escalation of strategic and operational risks. 
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 Any operational or strategic risk that has been scored as High Risk and 

Medium Risk (with a scoring of 10-15) and it has not been possible to 

reduce the risk through control measures 

 

 The failure of any risk control measure(s), causing the risk score to 

increase the level of risk to High Risk or Medium Risk (with a scoring of 

10-15) 

 

 Service Transformation Programme risks deemed to be significant by the 

Service Transformation Committee 

 

7.6.3 Escalating operational risks 

 

Operational risks should be escalated immediately to the respective Director for 

consideration and decision.  The Director may decide that the operational risk is of 

a significant nature, and subject to approval from the SLT, upgrade the risk to a 

strategic risk for recording in the Corporate Risk Register. 

 

7.6.4 Escalating strategic risks 

 

Strategic risks should be escalated at the earliest opportunity to the Audit and Risk 

Assurance Committee who in turn will advise the Board of SFRS.  The Audit and 

Risk Assurance Committee will alert the Board if it considers significant risks with 

wider implications should be notified to the relevant Scottish Government Audit 

and Risk Committee. 

 

7.6.5 Escalating Service Transformation Risks 

 

Transformation Programme Risks deemed significant will be escalated as per the 

procedures detailed in the Service Transformation Committee Terms of 

Reference.  The Audit and Risk Assurance Committee in turn will make 

arrangements to record the risk on the Corporate Risk Register and escalate it to 

the Board of SFRS for consideration. 
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8 AUDITING THE EFFECTIVENESS OF THE RISK MANAGEMENT 

PROCESS 

 

In accordance with the Public Sector Internal Audit Standards and the Internal 

Audit Section of the SPFM, an audit of the effectiveness of the service’s Risk 

Management Process will be undertaken annually by the SFRS Internal Audit 

Team and the outcomes reported to the Board of SFRS and Scottish Government. 

 

The audit will seek to get assurances that service’s risks are being properly 

identified, managed and reported appropriately, and will also include a report on 

the risks identified within the Corporate Risk Register. 

 

 

9 DEVELOPING A RISK AWARE CULTURE 

 

9.1 General 

 

SFRS is no newcomer to dealing with risk.  It is well versed in risk assessment, 

particularly in the area of dynamic risk decision making on the incident ground.  

However, there is now a real commitment from the service to broaden its 

understanding of risk, from one that has naturally needed to focus on incident 

ground based risk management, to one that considers risk management to be an 

integral part of the way everyone in the service will work to support the 

achievement of the service’s strategic aims and objectives.  It is therefore a long 

term aim of the SFRS to create a risk aware culture. 

 

 

9.2 Principles of a Risk Aware Culture 

 

SFRS will develop a risk aware culture built on the five principles of leadership, 

involvement, learning, accountability and communication (LILAC). 
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 Leadership - Strong leadership within the service in relation to strategy, 

projects and operations 

 Involvement - Involvement of all staff in all stages of the risk management 

process 

 Learning - Emphasis on training in risk management procedures and 

learning from events 

 Accountability - Absence of an automatic blame culture, but appropriate 

accountability for actions 

 Communications - Communication and openness on all risk 

management issues and lessons learnt 
 

Strategic risks are owned by the SLT, and operational risks are owned by Heads 

of Function/LSO’s.  This clearly demonstrates top-down commitment and support 

at executive and senior level.  This leadership will demonstrate the importance of 

risk management throughout SFRS and communicates that it is the role of all staff 

to contribute to the effective management of risk. 

 

Leadership will also be provided by the service’s Risk Manager who will be 

responsible for developing and promoting the learning, accountability and 

communication principles of a risk-aware culture.  These three principles are all 

highly relevant to risk training and communication.  The Risk Manager will 

therefore develop and facilitate the service’s annual risk training and development 

programme and ensure that the service’s risk communication strategy is effective 

at communicating risk issues to the service’s key stakeholders. 

 

10 REFERENCES 

 

 Scottish Public Finance Manual (Scottish Government) 

 A Risk Management Standard (IRM/AIRMIC/ALARM: 2002) 

 Risk Management Strategy (Middlesbrough Council) 

 Risk Management Policy (Heriot Watt University) 

 Risk Management Policy (Exeter City Council) 

 Risk Management Strategy (London Fire Brigade) 

 Risk Management Policy (Scottish Natural Heritage) 

 On Board – a Guide for Board Members of Public Bodies in Scotland 

(Scottish Government. 
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APPENDIX 1 – RISK ASSESSMENT AND EVALUATION MATRICES 

Each strategic or operational risk will be scored by multiplying the probability of 

occurrence rating by the severity of impact rating.  

Probability of Occurrence Rating 

Probability Rating  Descriptor 

1 Very Low – Where an occurrence is improbable or very unlikely 

2 Low - Where an occurrence is possible but the balance of probability is against 

3 Medium - where it is likely or probable that an incident will occur 

4 High - where it is highly probable that an incident will occur 

5 Very High - where it is certain that an event will occur 

 

Severity of Impact Rating 

Impact 
Rating 

People Operational Financial Legal and 
Regulatory 
Compliance 

Reputational/ 
Stakeholder 
Confidence 

1 Little impact on our 
staff. No adverse 
motivational or 
welfare concerns 

No negative impact 
on our ability to 
deliver the service 

No impact on our 
ability to deliver a 
balanced budget 

No or minimal 
impact or breach of 
regulations/ 
Statutory 
legislation  

Rumours, with 
potential for local 
public/political 
concern 

2 Staff motivation 
affected. Minor 
reduction in output 
from staff 

There will be very 
minimal impact on 
our ability to 
deliver the service. 

Our ability to 
deliver a balanced 
budget will be 
realised with 
minimal 
adjustment 

Breach of statutory 
legislation. 
Reduced 
performance rating 
from external 
auditors, if 
unresolved. 

Some negative 
Local press interest 
or Local 
public/political 
concern. 

3 Staff attendance 
rates reduced. 
Health issues 
arising. Impact on 
functions to deliver 
against plans 

There will be 
reduction in the 
ability for us to 
deliver our services 
and there may be 
minor service 
reduction. 

Action required to 
ensure delivery of 
a balanced budget. 
Potential adverse 
impact on service 
delivery. 

Single breach in 
statutory duty. 
Challenging 
external 
Recommendations
/improvement 
notice. 
 

Limited damage to 
reputation. 
Extended negative 
local press interest. 
Some regional 
public/political 
concern. 

4 Staff leave the 
service. Inability for 
functions to meet 
objectives. SFRS 
unable to deliver 
strategic priorities. 

Service disruption 
for an extended 
period. Major 
consequences. 

Insufficient 
finances available, 
leading to some 
parts of our service 
delivery being 
adversely affected. 

Enforcement 
action. 
Multiple breaches 
in statutory duty. 
Improvement 
Notices. 
Critical report 
 

Loss of credibility 
and confidence in 
the service. 
National negative 
press interest.  
Significant 
public/political 
concern. 

5 Unable to deliver 
against strategic 
plan or ministerial 
expectations. 

Failure to deliver 
our service. 

Failure to live 
within our means, 
all parts of our 
service delivery will 
be affected, 
Government 
intervention 
required. 

Prosecution 
Imprisonment of 
person held liable 
Multiple breaches 
in statutory duty 
Severely critical 
report. 
 

Full Public Inquiry. 
International 
negative press 
interest. 
Major 
public/political 
concern. 
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APPENDIX 2 – STANDARD ELECTRONIC RISK REGISTER 

 


