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PUBLIC MEETING - AUDIT AND RISK ASSURANCE COMMITTEE
THURSDAY 23 JANUARY 2020 @ 1300 HRS
BRAIDWOOD SUITE, SCOTTISH FIRE AND RESCUE SERVICE HEADQUARTERS,
WESTBURN DRIVE, CAMBUSLANG, G72 7NA
AGENDA
1

CHAIR’S WELCOME

2

APOLOGIES FOR ABSENCE

3

CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE

4

DECLARATION OF INTERESTS
Members should declare any financial and non-financial interest they have in the items of
business for consideration, identifying the relevant agenda item, and the nature of their
interest.

5

MINUTES OF LAST PUBLIC MEETING: 10 OCTOBER 2019 (attached)

B Baverstock

The Committee is asked to approve the minutes of this meeting.

6

ACTION LOG (attached)

A Cameron

The Committee is asked to note the updated Action Log and approve
the closed actions.

7
a)

INTERNAL AUDIT
SFRS Internal Audit Progress Report 2019/20 (attached)
- Final Report – Payroll
- Final Report – Performance Management Arrangements

G Gibb

The Committee is asked to note this report.

Please note that this meeting will be recorded for the purposes of minute taking only.
The recording will be destroyed following final approval of the minutes.
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8

EXTERNAL AUDIT – ANNUAL REPORT TO MEMBERS AND
AUDITOR GENERAL FOR SCOTLAND (attached)

Deloitte

The Committee is asked to note this report.

9

GIFTS, HOSPITALITY AND INTERESTS POLICY – QUARTERLY
UPDATE (attached)

S O’Donnell

The Committee is asked to note this report.

10
a)

b)

S O’Donnell

INTERNAL CONTROLS UPDATE
Strategic Risk Register (attached)
i. Spotlight Report - CR7.8 Suitability of systems to record, store
and manage SFRS incident data (verbal)
Anti-fraud (verbal)

S Stevens

The Committee is asked to note these reports.

11

UPDATE POSITION OF AREA OF NON CONTRACT SPEND (attached)

S O’Donnell

The Committee is asked to note this report.

12

INTRODUCTION TO SCOTT MONCRIEFF (verbal)

S O’Donnell

13
a)
b)

FORWARD PLANNING
Committee Forward Plan Review (attached)
Items for Consideration at Future IGC, Board and Strategy Days meetings

B Baverstock

14

REVIEW OF ACTIONS

A Cameron

15

DATE OF NEXT MEETING
Wednesday 25 March 2020 @ 1000 hrs
Braidwood Suite, SFRS Headquarters, Cambuslang

PRIVATE SESSION
16

MINUTES OF LAST PRIVATE MEETING: 10 OCTOBER 2019 (attached)

B Baverstock

The Committee is asked to approve the minutes of this meeting.

17

ACTION LOG (attached)

A Cameron

The Committee is asked to note the updated Action Log and approve
the closed actions.

Please note that this meeting will be recorded for the purposes of minute taking only.
The recording will be destroyed following final approval of the minutes.
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Agenda
Item 5

PUBLIC MEETING - AUDIT & RISK ASSURANCE COMMITTEE
THURSDAY 10 OCTOBER 2019 @ 1000 HRS
BRAIDWOOD SUITE, SCOTTISH FIRE AND RESCUE SERVICE HEADQUARTERS
WESTBURN DRIVE, CAMBUSLANG, G72 7NA
PRESENT:
Brian Baverstock (BB), (Chair)
Tim Wright (TW)
IN ATTENDANCE:
Sarah O’Donnell (SO’D)
Mark McAteer (MMcA)
John Thomson (JTh)
Jim Montgomery (JM)
Gary Gibb (GG)
Pat Kenny (PK)
Caroline Jamieson (CJ)
Peter Heath (PH)
Sandra Fox (SF)
Richard Whetton (RW)
Vlad Valiente (VV)
Marion Lang (ML)
Debbie Haddow (DH)

Sid Patten (SP)

Director of Finance and Contractual Services
Director of Strategic Planning Performance and
Communications
Head of Finance and Procurement
Internal Audit
Internal Audit
External Audit (Deloitte)
External Audit (Deloitte)
DACO Response and Resilience (Item 8a only)
Head of ICT (Item 10 only)
Head of Corporate Governance
Head of Legal Services
Corporate Business and Administration Manager
Board Support/Minutes

OBSERVERS:
Lorna Smith, Scottish Government
Alan Duncan, Accounting Manager
Karen Horrocks, Internal Audit
Hilary Sangster, Group Commander Business Support

1
1.1

CHAIR’S WELCOME
The Chair opened the meeting and welcomed those present.

2
2.1

APOLOGIES
Mhairi Wylie, Board Member
Lesley Bloomer, Board Member
Martin Blunden, Chief Officer
Alasdair Cameron, Group Commander Board Support

3
3.1

CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE
The Committee discussed and agreed that the Item 15 (External Audit - Annual Report to
Members and Auditor General for Scotland) and Item 16 (Draft Annual Report and Accounts
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2018/19) reports would be heard in private session due to confidential information not
already in the public domain and being subject to restrictions relating to confidentiality in
line with Standing Orders.
3.2

No further items were identified.

4
4.1

DECLARATION OF INTERESTS
None.

5
5.1

MINUTES OF LAST PUBLIC MEETING: 26 JUNE 2019
The minutes were approved as an accurate record.

5.2
5.2.1

Matters Arising
There were no matters arising.

5.3

The minutes of the public meeting held on 26 June 2019 were approved as a true
record of the meeting.

6
6.1
6.1.1

ACTION LOG
The Committee considered the action log:
Item 8.1.4 – External Audit – Planning Reporting for Year Ending 31 March 2018
(27/03/2019) – CJ continuing to pursue potential benchmarking opportunities and
anticipated information could be provided in January 2020.

6.1.2

Item 15.5 – PIF Audit Scotland: SFRS May 2019 Action Plan (26/06/2019) – MMcA
explained that reporting was currently out of cycle and that the report would be brought
back to the Committee (March 2020).

6.2

The Committee considered the action log and noted the updates

7
7.1

PERFORMANCE IMPROVEMENT FORUM (PIF) NEW DRAFT ACTION PLAN AUDIT
SCOTLAND: THE SCOTTISH FIRE AND RESCUE SERVICE MAY 2018
MMcA reminded the Committee of the 5 key recommendations and the subsequent action
plan developed to address these recommendations. It was anticipated that the action plan
would be completed and signed off in March 2020. An updated position and explanation
was provided in relation to the 3 amber actions.

7.2

The Committee noted the verbal update.

8

INTERNAL AUDIT
SFRS Internal Audit Progress Report 2019/20
JM informed the Committee that the 2019/20 plan was underway however there was a risk
of not being able to deliver the plan in full or on time, due to resource constraints.
Discussions have taken place with SFRS management to identify mitigating actions. It has
been proposed that one option might be to place reliance on the forthcoming Gateway
Review of the Transformation Programme. Before this approach is pursued the Committee
would need assurance that the scope of the Gateway Review would cover that which was
planned in the Internal Audit Terms of Reference. It was further option was that the Health,
Safety and Welfare audit may be deferred due to the high probability that this will be
included in the HMFSI Inspectorate 2020/21 plan (still to be confirmed). Following a recent
procurement exercise, Ernst & Young have been appointed as a co-source partner for
Internal Audit Services and, following discussions, could potentially provide resilience early
2020 at a cost to the Service.

8.1

8.2

The Committee noted that the key importance was being able to complete the 2019/20
plan to provide an adequate level of assurance and would seek advice from JM on
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identifying another audit should the Health, Safety and Welfare audit be removed from the
2019/20 plan.
8.3

GG provided a brief update in relation to the Risk Management audit and the Committee
(though the Chair) requested that they were kept up to date with the proposed terms of
reference.

8.4

It was agreed that further discussions with the Chair outwith the meeting were required to
agree the changes to the audit programme and the outcomes would be reported back to
the Committee.
ACTION: JM

8.5

The Committee asked whether Internal Audit were concerned in relation to the timescales
involved in actioning the outstanding recommendations. GG stated that there were no
overall concerns and noted the improvement in progressing outstanding
recommendations.

8.6

SO’D informed the Committee that Monthly Audit Follow Up meetings took place where
timescales were decided and progress updates were provided.

8.7

The Committee were informed that the ICT Security audit would be broadened to include
cyber security, which is a strong focus of Scottish Government, and digital strategy.

8.8

The Committee noted the progress report.

8.9
8.9.1

a) Water Planning Arrangements
GG informed the Committee that the Water Planning Arrangement audit provided a limited
assurance level with 7 recommendations. The following was highlighted:
• Good operational relationship between the Service and Scottish Water with regular
meetings to improve processes.
• Revision and renewal of Service Level Agreement was required.
• Inconsistent approach to inspection programme/reporting and hydrant operative
practices.
• Management response had been received by Internal Audit and would be captured
within the follow up report.

8.9.2

VV advised that the revised Service Level Agreement (SLA) was being progressed,
however, discussions were continuing to address ongoing and legacy issues in relation to
repairs, procurement of services, liabilities, etc. The Committee noted the comments from
VV, but expressed concern about the significant delay in getting an up-to-date SLA in place
and urged that this was pursued as a matter of urgency.

8.9.3

In relation to recommendation 1 (address issues with liabilities), VV advised that the
revised SLA had not been finalised due to legal interruption of duties and liability disputes,
and that a consensus on “middle ground cases” liability needed to be agreed.

8.9.4

The Committee noted that the risk rating had not been adjusted despite the limited
assurance findings of the audit report. Risk rating to be reviewed by DACO Heath.
ACTION: SO’D
(P Heath joined the meeting at 1055 hrs)

8.9.5

The Committee sought assurance on the level of risk of the Service not meeting their
statutory duties due to hydrants not working. PH advised that the likelihood of not locating
a working hydrant within a reasonable distance in an urbanised area was highly unlikely.
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8.9.6

PH provided a brief background and updated the Committee on progress being made:
• Legacy agreements prior to the inception of the single service.
• Working closely with Scottish Water to address and prioritise the backlog of
repairs/maintenance.
• Hydrant Operatives test and inspect hydrants used by the Service.
• Discussions ongoing with Scottish Water relating to invoices containing additional/
unknown items.
• Increased financial implications to address backlog.
• Service Level Agreement/Memorandum of Understanding currently being developed.

8.9.7

The Committee commented on Risk CR1.7 (adequacy of water supply) remaining
unchanged despite the outcomes of the audit report. PH assured the Committee that he
was content that the risk has not increased but was in fact reducing due to the good
progress being made with Scottish Water. PH stated that any issues with water supply
were due to mains water pressure or other issues which were not linked with hydrant
maintenance/defects. The Service had previously acknowledged this risk and rated it
appropriately.

8.9.8

PH clarified that SFRS does not maintain hydrants beyond visual inspection, flow testing
and functionality. Scottish Water is responsible for hydrant maintenance and sub contract
to 3rd party companies, if appropriate. Thereafter, SFRS’s role is to inspect and check that
the work has been carried out satisfactorily to allow payment of invoices.

8.9.9

The Committee noted the report including the verbal report and requested that it
also goes to the Service Delivery Committee given the operational implications.
(P Heath left the meeting at 1110 hrs)

9
9.1

INTERNAL AUDIT REPORTS – PROGRESS UPDATE
a) Update on Audit of Purchase Card Arrangements
JT presented an update on progress made against the recommendations in relation to the
recent Purchasing Card Arrangements audit. The following key points were highlighted:
•
Investigation resulted in 60 individual cardholders being contacted and responses
received.
•
Transactions reviewed and satisfied that no fraudulent activity took place.
•
Identified non-compliance with policy and procedures ie VAT receipts.
•
Increased awareness of policy by cardholders.
•
Recommendation 1 (DIPA) and 2 (review of purchase card holders) were complete.
•
Recommendation 4 - transaction monitoring reports were being developed.
•
Remaining recommendations were being progressed and anticipated to be concluded
by the end of October 2019.

9.2

JT confirmed that purchase cards would be removed, in line with Service Policy, if the
cardholder does not adhere to the policy.

9.3

It was noted that some historical VAT receipts were not available, however, full
explanations were provided justifying the purchase ie operational incident. Internal Audit
have verified all responses to ensure they were acceptable.

9.4

The Committee noted the report.
(S Fox joined the meeting at 1015 hrs)
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10
10.1

AUDIT SCOTLAND REPORT – SCOTTISH PUBLIC PENSIONS AGENCY – PUBLIC
SECTOR PENSIONS PROJECT
SF presented the report to the Committee advising of a recent Audit Scotland report on the
management of an IT system development project at the Scottish Public Pensions Agency
(SPPA) and to consider whether there are any lessons which SFRS can learn from the
issues highlighted. The following key areas were highlighted:
•
•

10.2

Background of the Public Sector Pensions project and subsequent closure of same.
Audit Scotland’s 4 key messages from its review relating to preparation of a business
case, changes to organisational leadership, ownership and management of the project,
supplier’s inability to deliver the system or meet milestones and financial implications.

In relation to Audit Scotland’s 4 key messages, SF provided an update to the Committee:
•

•
•
•
•
•

Assurance provided that the Service has a robust business case process in place for
all significant developments and are fully aware of guarding against ‘Rolls Royce’
standards, setting realistic timescales and the importance of business and technical
expertise during procurement processes.
Consideration to be given to appoint individuals, particularly uniformed, for the lifetime
of the project to ensure consistency.
Requirement for skilled/professional project managers within the Service.
Robust contract management processes for all major suppliers.
Use of clauses within tender stages to recover/withhold payment.
Robust project governance internally.

10.3

The Committee commented that capacity management and continuity of project
management are wider organisational issues and should be addressed by the Strategic
Leadership Team. SF stated that there was an annual work plan, based on a set of criteria,
which was submitted to the Digital Steering Group for discussion, approval and flexing if
necessary.

10.4

The Committee sought assurance on ensuring the competency of project managers within
the Service. MMcA confirmed that the project management approach has been
standardised and strengthened and continues to be improved. The role of the Programme
Office is to provide support and challenge for project managers.

10.5

The Committee commented on the introduction and importance of the business case
model. SO’D confirmed that the aim was for the business case model to be used for all
material projects, highlighted governance routes and timings to inform budget and planning
processes.

10.6

SO’D confirmed that the report had also been submitted to the Corporate Assurance Board.

10.7

The Committee noted the report.
(S Fox left the meeting at 1155 hrs)

11
11.1

AUDIT SCOTLAND FRAUD AND IRREGULARITY UPDATE 2018/19
JT presented the report to the Committee advising of a recent Audit Scotland report on
Fraud and Irregularity Update 2018/19, and to consider whether there are any lessons
which SFRS can learn from the issues highlighted. The following key themes for
improvement within the Service were highlighted:
•
•

Consideration for a Supplier portal within the New Finance and Asset Management
System.
Review of income generating activities including charity income.
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•
•
•

New verification team to focus on payroll verification.
Maintenance of register of mobile assets and any subsequent transferring of same.
Proposed new verification team to support verification of asset use.

11.2

The Committee commented on the failure to properly identify, record and bank charity
monies. JT advised the Committee that the Service has a policy relating to charity income
which outlines good practice, however, the collection of this money was the responsibility
of the charity. The potential reputational risk for the Service was noted.

11.3

SO’D noted that work was ongoing in relation to identifying chargeable events in local
areas.

11.4

The potential for a Fraud Risk audit to be undertaken would be discussed further outwith
the meeting.
ACTION: SO’D

11.5

The Committee noted the report.
(The meeting broke at 1210 hrs and resumed at 1215 hrs)

12
12.1

INTERNAL CONTROLS UPDATE
a) Strategic Risk Register
SO’D presented the report on the Strategic Risk Register, as at October 2019 and
highlighted:
• Details of the changes to the risk register.
• Further development required to link to the new Strategic Plan.
• Spotlight report on CR4.1 and CR4.4

12.2

In relation to CR6.3 (Workforce and Resourcing Plan) and CR6.4 (Senior Management
Structure), the Committee asked whether it would be appropriate for these to be removed
at this time. SO’D to discuss with the Risk Owners and highlight that the Committee’s view
was that whilst these risks were specific, the broader issues remain relevant.
ACTION: SO’D

12.3

The Committee commented on the articulation of risks and the potential for this to be further
improved going forward.

12.4

SO’D reminded the Committee of the annual risk appetite session at a future Board
Strategy Day (January 2020).

12.5

The Committee acknowledged and appreciated the changes to the risk register. It was
further noted that more succinct risks would be beneficial. It was agreed that a new risk
register would be developed from the new Strategic Plan and taking cognisance of the
existing risk register.

12.6

In relation to CR1.1a (Command and Control Mobilising System), it was noted that the
Committee Level ownership was inaccurately recorded as Service Delivery and should be
amended to Transformation and Major Projects.
ACTION: S’OD

12.7

The Committee raised the role of the Board/Committee in identifying organisational risks
and the engagement process for revisions to the register. The new risk register would be
discussed and agreed at a future Strategy Day (January 2020). SO’D stated that
removal/escalation of risk was the responsibility of the risk owners, with the oversight of
the Strategic Leadership Team, and the Committee’s role was to challenge and scrutinise
such proposals.
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12.8

The Committee noted the report.

12.9

b) Anti-fraud
SO’D stated that an investigation and review of controls would be undertaken due to a
recent theft on SFRS premises.

13
13.1
13.1.1

FORWARD PLANNING
a) Committee Forward Plan Review
The Committee noted the Forward Plan.

13.2
13.2.1

b) Items for Consideration at Future IGC, Board and Strategy Days Meetings
Delivery of Internal Audit 2019/20 Plan

14
14.1

DATE OF NEXT MEETING
Date and venue to be confirmed in due course.

14.2

There being no further matters to discuss the public meeting closed at 1245 hrs.
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Agenda
Item 6

AUDIT AND RISK ASSURANCE COMMITTEE
ROLLING ACTION LOG

Background and Purpose
A rolling action log is maintained of all actions arising or pending from each of the previous meetings of the Committee. No actions will be
removed from the log or completion dates extended until approval has been sought from the Committee.
The status of actions are categorised as follows:

Actions/recommendations
Currently the rolling action log contains 6 Actions. A total of 6 of these actions have been completed.
The Committee is therefore asked to approve the removal of the 6 actions noted as completed (Blue status), note the zero actions categorised
as Green status and note zero actions categorised as Yellow status on the action log.
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AUDIT AND RISK ASSURANCE COMMITTEE
ROLLING ACTION LOG
Minute
Ref

Action

Lead

Due
Date

RAG
Status

Completion
Date

Meeting Date: 27 March 2019
8.1.4
External Audit – Planning Reporting for
Year Ending 31 March 2019: CJ noted
the potential to provide some best value
benchmarking information (wider scope
requirements against other public sector
audits) to the Committee at their October
2019 meeting.

CJ

ARACActionLog

October
2019

Page 2 of 4

January
2020

Position Statement

Update 26/06/19: Ongoing assessment
of the potential to benchmark some
information for the October 2019 meeting
and are looking to ensure that this is as
useful as possible for the Service
Update 10/10/19: Benchmarking data
has not been possible at the moment.
Continuing to pursue what can be done
and will look to update at the next
meeting (January 2020).
Completed 23/01/20: Benchmarking
has been completed, however, the
output is not deemed to be useful for
the service, owing to the fact that
comparisons are made with Councils
who do not face the same pressures
and challenges as SFRS. We are
therefore going to review internally
possible benchmarking which can be
completed on the 2020/2021 accounts
and will look to discuss this with
management, alongside the limitations,
as part of the year-end audit process.

14/01/2020
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Minute
Ref

Action

Lead

Meeting Date: 10 October 2019
8.4
SFRS Internal Audit Progress Report
2019/20: Further discussion to be held
outwith the meeting was required to
JM
confirm audit programme and report back
to the Committee.
8.9.4

Due
Date

RAG
Status

Completion
Date

January
2020

January
2020

January
2020

January
2020

Water Planning Arrangements: The
Committee noted that the risk rating had
not been adjusted despite the limited
assurance findings of the audit report.
Risk rating to be reviewed by DACO
Heath.

SO’D/PH/
DY
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Position Statement

Completed 23/01/20: Discussions have
taken place with the Director of Finance
& Contractual Services and the ARAC
Chair to agree the changes to the
Internal Audit programme reflected in the
Progress Report.
Completion 23/01/20: DACO Young
has reviewed the risk rating and
recommends the rating be reduced to 6,
Medium (probability 2, Impact 3). The
following summary of activities
demonstrates the rationale for this
reduction:
• The Water Planning personnel
structure has been revised to support
this national programme;
• Testing programme for operational
and hydrant operatives has been
implemented captured within GIN and
LCMS materials;
• Monthly liaison meetings with Scottish
Water to highlight and resolve
resilience and billing issues;
• Ongoing dialogue and meetings with
Scottish Water senior managers to
progress finalisation of SLA;
• Entering into the final stages of
verification with regards to user
requirements for the ICT solution.
Developer resource in place to
proceed on completion of this task.
• Work is progressing with Scottish
Water to develop a costing model;
14/01/2020
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• Outstanding uncontested invoices
have been separated from contested
invoices and paid; and
• Nothing in this workstream and action
is primarily affecting water for
firefighting purposes and is more to
do with the arrangements for repairs
and payments.
11.4

Audit Scotland Fraud and Irregularity
Update 2018/19: Potential for a Fraud
Risk audit to be undertaken, to be
discussed outwith the meeting.
SO’D

12.2

12.6

Strategic
Risk
Register:
Queried
removal of CR6.3 (Workforce and
Resourcing Plan) and CR6.4 (Senior
SO’D
Management Structure), SO’D to discuss
the Committee’s view with the Risk
Owners.
Strategic Risk Register: Re CR1.1A
(Command and Mobilising Systems),
Committee Level ownership to be SO’D
amended to Transformation and Major
Projects Committee.

ARACActionLog
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2020

January
2020

January
2020

January
2020

January
2020

January
2020
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Completed 23/01/20: In light of planned
work by HMFSI it has been decided, in
conjunction with ARAC Chair and
Internal Audit, to replace the planned
2019/20 audit of Health, Safety and
Wellbeing with a fraud risk audit. This
work is being undertaken by Ernst
Young, SGIAD’s co-source partner, and
has commenced this month.
Completed 23/01/20: Initial discussion
with Director of POD. Review of
Strategic Risk Register is underway in
conjunction with SLT/Board and these
risk areas will be taken into
consideration.
Completed 23/01/20: Committee level
ownership
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Agenda
Item 7a

Internal Audit Progress
Report
Scottish Fire and Rescue Service 2019-20
Audit and Risk Assurance Committee 23/01/2020

Directorate for Internal Audit
and Assurance
Report Issue Date: 13-01-2020
ARAC/Report/InternalAuditProgressReport
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Paper no:

C/ARAC/01-20

Meeting date:

23 January 2020

Agenda item:

7a

Purpose: For Noting

Title:

SCOTTISH FIRE AND RESCUE SERVICE:
INTERNAL AUDIT PROGRESS REPORT 2019/20

1.

Purpose

1.1.

For information and comment.

2.

Key Messages

2.1

The 2019-20 plan is on track to enable our annual assurance opinion to be submitted to the
Audit and Risk Assurance Committee (ARAC) meeting on 25 March 2020, despite loss of inhouse Scottish Fire and Rescue Service (SFRS) internal audit capacity.

2.2

Reviews of Payroll and Performance Management concluded, both with “reasonable”
assurance provided.

2.3

Follow-up activity demonstrates that management continues to respond positively to internal
audit recommendations.

2.4

Latest Scottish Government Internal Audit and Assurance bulletin provides insights on the
three lines of defence and Risk in Focus 2020

3.

Action Required

3.1.

Members are invited to note the range of Internal Audit activities since October 2019, offer
any comments and otherwise note the report.

Jim Montgomery
Senior Internal Audit Manager

ARAC/Report/InternalAuditProgressReport

Gary Gibb
Internal Audit Manager
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4.

Introduction

4.1.

This paper provides Members with a summary of Internal Audit’s (IA’s) activities since the
Committee’s last meeting in October 2019.

5.

2019-20 – Main Assignments

5.1.

We are at making good progress with our 2019-20 plan, and are on course to complete it in
full by 25 March, so that our annual assurance opinion can be provided. Table 1 below sets
out the status of each of the planned assignments.

5.2.

The loss of in-house SFRS internal audit capacity has been mitigated by three broad
measures. Firstly, SG Internal Audit has assumed a lead role for two further reviews (Payroll
and Risk Management) over and above the one (Performance Management) included in the
original plan. Secondly, as discussed at the October ARAC meeting, we are planning to place
reliance on the Gateway Review of the Transformation Programme being commissioned by
our Directorate colleagues in Portfolio, Programme and Project Assurance. Annex 1 sets out
the basis for our reliance. Thirdly, as discussed at the October ARAC meeting, we have
commissioned our co-source partner, Ernst & Young, to conduct the final review, which will
now cover Fraud Risk Arrangements instead of Health, Safety & Wellbeing. The change of
subject matter was made in consultation with, and with the agreement of SFRS management
and the ARAC Chair, and is based on HMFSI having indicated a planned review of Health &
Safety during 2020-21.

5.3.

The reviews of Payroll and Performance Management have been completed, both with a
“reasonable” assurance opinion and the reports have been tabled separately.

5.4.

The only change to the planned timings is in relation to the Transformation Programme: the
planned Q3 internal audit review is effectively being replaced by the Gateway Review [a
follow up of the July 2018 Gate 0 (Strategic Assessment) review, which attracted an Amber
Delivery Confidence Assessment] due to take place in February.

Table 1: 2019-20 Main Audit Assignments
Assignment Title
Water Planning
Arrangements

Payroll

Performance
Management

Planned Timing /
Lead

Resource Budget
(Days)
SFRS 25
IA
10
Total 35

Final Report Issued

Q2 /SFRS

SFRS 25
IA
10
Total 35

Final Report Issued

Q3 /IA

SFRS 0
IA
35
Total 35

Q1 /SFRS

ARAC/Report/InternalAuditProgressReport
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Status

Limited Assurance
Now led by IA

Reasonable Assurance
Final Report Issued
Reasonable Assurance
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Transformation
Programme
(Gateway Review)
Fraud
Arrangements

Q3 /SFRS

SFRS 30
IA
10
Total 40

Risk
Q4 /SFRS

SFRS 25
IA
10
Total 35

Q4 /SFRS

SFRS 25
IA
10
Total 35

Risk Management

Total

Reliance to be placed on
Gateway Review – see Annex 1
Planning Meeting: 6 Feb
Conducted by EY
Fieldwork Stage

Now led by IA
Fieldwork Stage

SFRS 130
IA
85
Total 215

6.

Follow-Up Activity

6.1

Our follow-up activity continues to find that SFRS management has taken or are in the
process of taking appropriate action to implement recommendations that we had made in
previous reviews. Annex 2 provides an indication of the progress status towards
implementing high and medium priority recommendations. IA has supported SFRS’s inhouse member of staff in meeting regularly with the Director of Finance and Contractual
Services in respect of the follow up activity, which continues to have a positive effect in
influencing progress with the implementation of recommendations.

7.

Strategic Matters and Insights

7.1.

Following the appointment of Scott-Moncrieff as the provider of SFRS’s Internal Audit
Services, we have agreed to engage with them to provide our views on risks and potential
assurance reviews for consideration in the 2020-21 internal audit plan and to ensure a
smooth handover of the service.

7.2

Our ninth Quarterly Bulletin (November 2019, attached) provides insights on the three lines
of defence and on the top ten risks to focus on during 2020.

DIAA - Quarterly
Bulletin - November 19.pdf
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Annex 1 – Gateway Review of Transformation Programme
Introduction
1.1

One of the agreed mitigations for the loss of in-house SFRS internal audit capacity is
for Internal Audit to drop the planned review of the Transformation Programme and
instead place reliance on the forthcoming follow-up of the July 2018 Gate 0 (Strategic
Assessment) review, which attracted an Amber Delivery Confidence Assessment. This
means “Successful delivery appears feasible but significant issues already exist
requiring management attention. These appear resolvable at this stage and if
addressed promptly, should not present a cost/ schedule overrun.”

Gateway Reviews – General
2.1

Gateway Reviews are commissioned by the Portfolio, Programme and Project
Assurance (PPPA) Division of the Scottish Government Directorate for Internal Audit
and Assurance. They are conducted by trained and experienced independent
assessors drawn from government and industry.

Engagement between Internal Audit and PPPA
3.1

We have been in regular contact with the Head of PPPA over the last few months to
ensure that the scope of the Gateway Review will cover the areas that we would have
covered in the Internal Audit review. We have shared our mapping of the outline scope
of the intended Internal Audit review to the recommendations arising from the July
2018 Gate 0 Review, the three risks (“caution, capacity and project interdependence”)
Audit Scotland highlighted as contributing to the slow pace of transformation
highlighted in the Update Report on SFRS (May 2018) and to Strategic Risk 3 “Failure
to deliver service transformation” as included in the SFRS Strategic Risk Register
considered at the June 2019 ARAC. We have also accepted the Head of PPPA’s
invitation to attend the planning meeting on 6 February to agree the scope of the
Gateway Review.

Outline Scope and approach of intended Internal Audit review
4.1

Our initial planning had identified six remits to be included in the scope of the review:
1.
Planning processes – Key risks: Failure to deliver Service Transformation due to
ineffective planning. Projects have business plans but may not be appropriately
prioritised. Costs and benefits not consistently identified and reported.
2.
Framework communication - Key risks: Failure to deliver Service Transformation
due to poor communication. Documents do not clearly record progress and risks
of the projects.
3.
Programme linkages and critical dependencies - Key Risks: Transformation
Programme does not link the critical dependencies. The benefits from cross
cutting projects are not clearly identified or managed.
4.
Strategic oversight and governance - Key Risks: Programme does not have
adequate oversight and governance. The costs and benefits of the projects are
not effectively managed. There is no prioritisation of projects. The risks are not
effectively identified and managed. There is no effective governance framework
in place. Roles and responsibilities of projects managed are not clear.
5.
Budget monitoring and reporting - Key Risks: Transformation Programme
budgets are not effectively managed. Budget reporting to all levels of
management are not effective robust. Benefits are not clearly identified and
reported.
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4.2

Benefits realisation - Key Risks: Transformation Programme does not make the
planned realised benefits. Benefits from projects are not clearly identified,
managed and monitored.

As for all of our assurance work, our approach would have been to interview key staff
and review relevant documents to evaluate the controls in place to manage the above
risks to a level consistent with SFRS’s risk appetite - all in line with Public Sector
Internal Audit Standards.

Purposes of the OGC Gateway™ Review 0
5.1

This, and following two sections, are extracts from a general publication:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachm
ent_data/file/639894/ogc_gateway__process_review_0_strategic_assessment.pdf
•
Review the outcomes and objectives for the programme (and the way they fit
together) and confirm that they make the necessary contribution to the overall
strategy of the organisation and its senior management
•
Ensure that the programme is supported by key stakeholders
•
Confirm that the programme’s potential to succeed has been considered in the
wider context of Government policy and procurement objectives, the
organisation’s delivery plans and change programmes, and any
interdependencies with other programmes or projects in the organisation’s
portfolio and, where relevant, those of other organisations
•
Review the arrangements for leading, managing and monitoring the programme
as a whole and the links to individual parts of it (e.g. to any existing projects in
the programme’s portfolio)
•
Review the arrangements for identifying and managing the main programme
risks (and the individual project risks), including external risks such as changing
business priorities
•
Check that provision for financial and other resources has been made for the
programme (initially identified at programme initiation and committed later) and
that plans for the work to be done through to the next stage are realistic, properly
resourced with sufficient people of appropriate experience, and authorised
•
After the initial Review, check progress against plans and the expected
achievement of outcomes
•
Check that there is engagement with the market as appropriate on the feasibility
of achieving the required outcome
•
Where relevant, check that the programme takes account of joining up with other
programmes, internal and external
•
Evaluation of actions taken to implement recommendations made in any earlier
assessment of deliverability.
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Tailoring the OGC Gateway™ Review 0
5.2

The same set of questions is used for every OGC Gateway Review 0, but their focus
is adjusted depending on the nature of the programme and the stage in its lifecycle.
For example, the governance arrangements and stakeholder involvement may be the
most difficult aspect of a cross-cutting programme; in contrast, the smooth
management of transition to new ways of working may require the most attention where
there is complex change. At the start of the programme the strategic priorities should
be clear and the main focus will be on realism about what can be achieved. At
subsequent stages managing the impact of change, risks and resources will become
more important, and there may be the additional complexity of changing policy
priorities. At programme closure, evaluating outcomes, the final Review of the
achievement of outcomes and identifying the lessons learned for future programmes
will be the main features of the Review. The SRO and Review Team should agree the
particular focus of each Review when the Review is planned.

Strategic assessment: When to repeat OGC Gateway Review 0
5.3

Gateway Review 0 is applied at the start-up of a programme, is repeated at appropriate
key decision points during the programme, and is applied at the end of the programme.

Conclusions
6.1

Internal Audit conducted an assurance review of the PPPA function in 2016 (when it
was positioned in a different Directorate) which resulted in a “substantial” assurance
opinion. It also enabled us to continue to place reliance on the results of Gateway
Reviews when forming our annual assurance opinions on our clients’ governance, risk
and control arrangements. The Director for Internal Audit and Assurance will be
commissioning a further review of the PPPA (and Digital Assurance Office) function
during 2020 to ensure the continuing robustness of the assurances arising from these
independent functions.

6.2

Accordingly, we are content that the scope of the forthcoming Gateway Review will
cover the intended scope of the Internal Audit review and that we will be able to rely
on the outcome when forming our 2019-20 annual assurance opinion for SFRS

.
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Annex 2 - Reviews Containing High/Medium Recommendations not yet fully implemented

Summary of
Recommendations
Total

Total
No

Due

31

25

Percentage of total Due

Superseded

Fully Implemented

GREEN
AMBER
RED

Action within Revised date
Action out with original/revised date less than 1 month
Action out with original/revised date by over 1 month

Part Implemented/ In Progress

Not Implemented

High

Medium

High

Medium

High

Medium

High

Medium

0
0%

0
0%

3
12%

7
28%

4
16%

11
44%

0
0%

0
0%

Total & High part-completed actions reported to ARAC 2019-20
20
18
15

15
13

10
5

5

4

3
0
ARAC Jun19

ARAC Oct19
Total part-completed
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Total No

2017/18

No Due

Corporate Responsibility Arrangements (Health & Safety)
5

5

Superseded

Fully Implemented

Mediu
m

High

Medium

High

Medium

High

Medium

0

0

0

2

0

3

0

0

The current governance arrangements are reviewed to ensure that health and safety matters are given appropriate
oversight at SLT and also committee level to ensure visible leadership and support to embed a health and safety
culture across SFRS in line with strategic objectives and best practice from HSE.

Comments on Recommendations Part &
Not Implemented

Rec 2

Rec 6b

31 December
2019

% Completed

100%
(IA to review
evidence)

Priority

MEDIUM

Action Date Due

31 October 2018

Agreed
Revised Date

31 March
2020

% Completed

95%

Priority

MEDIUM

Consideration being giving to merging National Health and Safety board and National Operational Assurance Board. The terms of reference will be amended thereafter.

Reinstatement of the HSW Department’s audit process is essential to ensure that monitoring and review of actions
from significant events is supported with an expert assessment of the progress with reporting to senior managers to
increase oversight

Comments on Recommendations Part &
Not Implemented

31 December 2018

Agreed Revised
Date

Governance Arrangements have been put in place. Health and Safety Briefings are submitted to SLT on a quarterly basis following the National Health and Safety Board
Meetings. Health and safety performance is also discussed at Staff Governance Committee and Staff Governance Board. The HSW Annual Report is presented to Directorate
DMT, SGC, EPF and Board. Evidence of the governance reporting routes supplied to Internal Audit to review.

The agenda for the NHSB is revised to ensure that it adds value for SFRS and attendees by focusing upon emerging
risks and issues as well as performance information.
In line with recommendation 1, consideration should also be given to widening the distribution of minutes from this
meeting to SLT

Comments on Recommendations Part &
Not Implemented

Not Implemented

High

Action Date Due

Rec 1

Part/In Progress

Action Date Due

31 Dec 2018

Agreed
Revised Date

31 March
2020

% Completed

25%

Recruitment continues to be a challenge. H&S will continue to engage with HR & also with the R&R Directorate to seek alternative ways to fill posts.
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Total No

2017/18

No Due

ICT Security of SFRS Systems
6

6

Superseded

Fully Implemented

Part/In Progress

High

Medium

High

Medium

High

Medium

High

Mediu
m

0

0

0

4

1

1

0

0

Action Date Due

Rec 5

Not Implemented

Ensure the SFRS Document Security Policy aligns with SG and wider UK Government requirements.

Agreed Revised
Date

% Completed

Priorit
y

100% (awaiting
30 November
HIGH
Evidence)
2019
The Policy is requiring governance approval from the Information Governance Group. Work has been completed and it is the governance route process to happen as the
IGG reports to the CAB. The November CAB meeting was cancelled & rescheduled for December where this was then approved. Awaiting December CAB Minutes to be
issued as evidence that this action is complete.
31 October 2018

Comments on Recommendations Part &
Not Implemented

Rec 7

Action Date Due

Agreed Revised
Date

30 September 2019

31 January 2020

SFRS give consideration to reviewing the existing staff complement of the ICT function and whether it is sufficient.

Comments on Recommendations Part &
Not Implemented

% Completed

90%

Priorit
y

MEDI
UM

A review has been performed regarding Cyber Security within the ICT structure. From the review a Business Case requesting extra resources tasked for Cyber Security
within ICT was presented to SLT on the 19th December and was accepted and scored a high-ranking status. Copies of SLT Minutes will be forwarded to IA as evidence. The
Tender process to procure extra external resources is to be completed Mid January.
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Total No

No Due

2018/19 Purchasing Card Arrangements
8

Rec 2

8

Superseded

High

Medium

High

Medium

High

Medium

0

0

3

1

1

3

0

0

Action Date Due

Agreed Revised Date

% Completed

30 June 2019

29 February 2020

100%
(Policy awaiting
approval)

MEDIUM

The work by the Purchase Card Administrator (PCA) has been completed on reviewing the requirements for card holder’s usage and the appropriate budget holder’s authorisation.
The Requirement for budget holder’s authorisation and review of purchase card usage will be included within the Revised Purchasing Card Policy & Procedure. The Policy &
Procedure has been revised and completed the consultation Process. The recommendation will remain open until the Policy has completed the governance approval route
through Corporate Procurement Steering Group & CAB
Agreed Revised Date

% Completed

Priority

30 April 2019 for
100%
instruction
(Policy awaiting
HIGH
29 February 2020
30 June 2019 for
approval)
Policy & Procedure
An instruction email was issued to all cardholders on the 22nd May to covering all main issues raised from the audit review including VAT receipt. The outcomes of the
investigatory work have assisted with the revision of the Policy & Procedure. Tech One will have some change management controls built in to enable better monitoring and
control. The Policy & Procedure has been revised and completed the consultation Process. The recommendation will remain open until the Policy has completed the governance
approval route through Corporate Procurement Steering Group & CAB.
Action Date Due

The Purchasing Card Policy & Procedure should be updated with links to relevant policies and procedures to ensure
that cardholders comply in particular with the Travel and Subsistence Policy & Procedure.

Comments on Recommendations
Part & Not Implemented

Rec 8

Priority

Cardholders are instructed to provide receipts which detail the goods and services purchased and where relevant,
provide VAT receipts. Adherence to this instruction should be monitored and non-compliance escalated to the
appropriate manager.

Comments on Recommendations
Part & Not Implemented

Rec 7

Not Implemented

Medium

Action Date Due

Rec 3

Part/In Progress

High

Budget holder authorisation should be obtained for a cardholder to continue to use the card when they change
directorate or service delivery area.
In addition, the PCA should review whether cards which have remained unused for a significant period of time are
still required.

Comments on Recommendations
Part & Not Implemented

Fully Implemented

% Completed

29 February 2020

100%
(Policy awaiting
approval)

Priority

MEDIUM

Work to update the Policy with the relevant links has commenced now that the investigatory work has been completed. Revised Policy and procedure went out for consultation
with a closing date of 16th December. The recommendation will remain open until the Policy has completed the governance approval route through Corporate Procurement
Steering Group & CAB.

The Purchasing Card Policy & Procedure should be updated to reiterate line managers’ responsibilities to ensure that
the purchasing card is only used by the assigned cardholder.

Comments on Recommendations
Part & Not Implemented

30 June 2019

Agreed Revised Date

Action Date Due

Agreed Revised Date

% Completed

30 June 2019

29 February 2020

100%
(Policy awaiting
approval)

Priority

MEDIUM

Work to give greater clarity of guidance within the Policy has been completed with the Policy out for consultation. The recommendation will remain open until the Policy has
completed the governance approval route through Corporate Procurement Steering Group & CAB.
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Total No

No Due

2018/19 Corporate Governance – GDPR (Part 2)
1

Rec 1

1

Part/In Progress

Not Implemented

Medium

High

Medium

High

Medium

High

Medium

0

0

0

0

0

1

0

0

Action Date Due

Agreed Revised Date

30 September 2019

31st December
2019

% Completed

Priority

100%
(awaiting
evidence)

MEDIUM

It will be Head of Functions that are classed as the owners. The process for the update of Information Asset Register was agreed at IGG and was due to be presented to the CAB
meeting in December where it was approved. Awaiting December CAB Minutes to be issued to as evidence that this action is complete.

Total No

No Due

2018/19 Corporate Governance – External Engagement
4

1

Superseded

Fully Implemented

Part/In Progress

Not Implemented

High

Medium

High

Medium

High

Medium

High

Medium

0

0

0

0

0

1

0

0

The Complaints, Comments and Compliments Policy and Procedure should be reviewed and updated where
appropriate with emphasis that centralised recording of all complaints and outcomes is required to ensure that SFRS
are dealing with these appropriately and within agree timescales.

Comments on Recommendations
Part & Not Implemented

Fully Implemented

High

The Information Governance Group should agree ownership of the Information Asset Register going forward and
how this will be updated as part of business as usual.

Comments on Recommendations
Part & Not Implemented

Rec 2

Superseded

Action Date Due

Agreed Revised Date

31 December 2019

31 March 2020

% Completed

0%

Priority

MEDIUM

Information Governance Manager is attending Senior Management Group Meetings (DACOs and LSOs) across the Service to raise awareness and streamline how compliments
and complaints are captured and fed back centrally. Feedback is being received while training is being carried out which will assist in the Policy review. Engagement with DACOs
and LSOs is scheduled for the new year with a view to improve recording and the review of policy will be completed thereafter.
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No Due

2019/20 Water Planning Arrangements
7
Rec 2

Rec 5

Rec 6

Medium

High

Medium

High

Medium

0

0

0

0

2

2

0

0

Action Date Due

Agreed Revised Date

31 December 2019

31 March 2020

% Completed

60%

Priority

HIGH

Working with ICT regarding the HMS system to resolve existing issues. The ICT Business Partner is due to meet with User Group and stakeholders to verify user requirements.
Once this is completed, work can commence on the development and the GIN can be revised accordingly and communicated.
Action Date Due

Agreed Revised Date

31 December 2019

31 January 2020

% Completed

95%

Priority

MEDIUM

Work on the HMS system and spreadsheet on identifying the Timber Lid hydrants is processing well. The Water Planning Team Leader has been liaising with Internal Audit to
ensure this work will be completed.
Action Date Due

Agreed Revised Date

31 December 2019

31 March 2020

% Completed

10%

Priority

MEDIUM

Review of Hydrant operative’s paperwork practices has been completed. From this, a guidance document is being developed to ensure all existing and new operatives are aware
of the standardised process.

It is recommended that the work being done in association with the SLA also gives reference to repair work being
completed in a timely manner.

Comments on Recommendations
Part & Not Implemented

Not Implemented

High

It is recommended that all operatives apply the standardised process and generate the same documentation within
the HMS.

Comments on Recommendations
Part & Not Implemented

Part/In Progress

Medium

It is recommended that the number of hydrants with timber lids are correctly identified, the frequency of the
inspection is reviewed and the HMS system and spreadsheet updated and reconciled accordingly

Comments on Recommendations
Part & Not Implemented

Fully Implemented

High

It is recommended that SFRS ensures that the requirements as detailed within the GIN are implemented consistently
with the support of the Deputy Chief Officer.

Comments on Recommendations
Part & Not Implemented

Rec 3

4

Superseded

Action Date Due

Agreed Revised Date

31 December 2019

31 March 2020

% Completed

75%

Priority

HIGH

Discussions between SFRS and SW are ongoing. SLA meeting due to be held on 29th Nov between SFRS & SW was cancelled and is now rescheduled for the 10th January.
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Introduction
The key messages in this report

Audit quality is our
number one priority.
We plan our audit to
focus on audit
quality and have set
the following audit
quality objectives for
this audit:
• A robust
challenge of the
key judgements
taken in the
preparation of the
financial
statements.

I have pleasure in presenting our final report to the Audit and Risk Assurance Committee
(ARAC) of Scottish Fire and Rescue Service (SFRS) for the 2018/19 audit. The scope of our
audit was set out within our planning report presented to the ARAC in March 2019.
This report summarises our findings and conclusions in relation to:
• The audit of the financial statements; and
• Consideration of the four audit dimensions that frame the wider scope of public sector
audit requirements as illustrated in the following diagram. This includes our consideration
of the Accountable Officers’ duty to secure best value.

• A strong
understanding of
your internal
control
environment.
• A well planned
and delivered
audit that raises
findings early with
those charged
with governance.
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Introduction (continued)
The key messages in this report (continued)
I would like to draw your attention to the key messages of this paper:
Conclusions from our testing

Status of the financial statements audit

We have issued an unmodified audit opinion.

Our audit is complete.

The performance report and accountability report comply with
the statutory guidance and proper practice and are consistent
with the financial statements and our knowledge of the Board.
The remuneration and staff report have been prepared in
accordance with the relevant regulation.
A summary of our work on the significant risks is provided in the
dashboard on page 8.
No misstatements in excess of our reporting threshold of £250k
have been identified to date.

Conclusions on audit dimensions
As set out on page 3, our audit work covered the four audit
dimensions. This incorporated the specific risks highlighted by
Audit Scotland, in particular, the impact of EU withdrawal, the
changing landscape for public financial management, dependency
on key suppliers and increased focus on openness and
transparency.
Our overall conclusion on each dimension is summarised on page
5.
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Introduction (continued)
The key messages in this report (continued)

Conclusions on audit dimensions (continued)

Added value

Financial sustainability – the Board has achieved short term
financial balance in 2018/19, a balanced budget has been set for
2019/20, and the Board has a Financial Strategy that addresses
the medium to longer term to 2026/27. We will keep the financial
sustainability under review given the recent staff pay offer
discussed in October 2019, and, on the assumption that the pay
offer is accepted, it is important that the Board develops plans to
address the financial implications.

Our aim is to add value to the Board by providing insight into,
and offering foresight on, financial sustainability, risk and
performance by identifying areas for improvement and
recommending and encouraging good practice. In so doing, we
aim to help the Board promote improved standards of
governance, better management and decision making, and more
effective use of resources.

Financial management – effective budget monitoring
arrangements are in place and SFRS has been engaged in the
2018/19 National Fraud Initiative (NFI) exercise.

This is provided throughout the report. We have also shared our
informed perspectives from our work across the wider public
sector on page 27 of this report.

Governance and transparency – the Board’s governance
framework and arrangements, including decision making and
scrutiny, are appropriate and support good governance and
accountability. The Board has strong executive leadership, the
relationship between board members and officers is good, and
there is evidence of effective challenge from committee
meetings. The Board is open and transparent in its decision
making with all key strategy documents and key Board/subcommittee minutes available through the Board’s website.
Value for money – performance in line with the recently revised
Performance Management Framework is largely in line with
target or is improving, with no major issues identified.
Our detailed findings and conclusions are included on pages 16 to
30 of this report.

Pat Kenny
Audit Director
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Our audit explained
Key developments in your business
As noted in our planning report, the
SFRS continues to face future
financial pressures due to a risk of
reduced Grant in Aid, in real terms,
from the Scottish Government.
Continuing to provide a high quality
efficient public service will require
effective strategic and operational
planning and resilience across the
organisation. Therefore financial
sustainability remains a key focus.

Final audit report
In this report we have
concluded on the audit
risks identified in our
planning report and
any other key findings
from the audit.

Area dimensions
In accordance with the 2016 Code
of Audit Practice, we have
considered how you are
addressing the four audit
dimensions:
•

Financial sustainability

•

Financial management

•

Governance and transparency

•

Value for money

Our risk assessment
process is a continuous
cycle throughout the year.
Page 8 provides a
summary of our risk
assessment of your
significant risks.

January
2019
Meetings with
management
and other
staff to
update
understanding
of the
processes and
controls.

Materiality

Our audit
report

Significant risks

Timeline
2018/19

Conclude
on significant
risk areas
and other
findings

Quality and Independence
We confirm we are independent of SFRS.
We take our independence and the
quality of the audit work we perform very
seriously. Audit quality is our number one
priority.

Significant
risk
assessment

Identify
changes in
your
business and
environment

Determine
materiality

Scoping

Materiality of £10.06m
(2017/18: £8.20m) and
performance materiality of
£7.54m (2017/18: £6.15m)
has been based on the
benchmark of gross
expenditure and is a slight
increase from what we
reported in our planning
paper due to using final
outturn figures.
We have used these as the
basis for our scoping
exercise and initial risk
assessment. We have
reported to you all
uncorrected misstatements
greater than £0.25m.

August –
September
2019
Review of
draft
accounts,
testing of
significant risk
and
performance
of substantive
testing of
results.

27 March
2019
Presented
planning
paper to the
ARAC

31 March
2019
Year end

10 October
2019
ARAC
meeting

31 October
2019
Accounts
sign off

Scope of the audit
We have audited the financial statements for the year ended 31
March 2019 of SFRS.
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Financial statements audit

7

Significant risks
Dashboard

Risk

Achievement of expenditure
resource limit
Management override of controls

Overly prudent, likely
to lead to future credit

Material

Fraud
risk

Planned
approach to
controls
testing

Controls
testing
conclusion

D+I

D+I

Overly optimistic, likely
to lead to future debit.

Consistency of
judgements with
Deloitte’s
expectations

Comments

Page no.

Satisfactory

Satisfactory

9

Satisfactory

Satisfactory

10

D+I: Testing of the design and implementation of key controls

8

Significant risks (continued)
Risk 1 – Achievement of expenditure resource limits
Risk identified
The key financial duty for the SFRS is to comply with the Departmental Expenditure Limit (DEL) requirement set by the Scottish
Government.
Given the current budget position for the Service and the pressures across the whole of the public sector, there is an inherent fraud risk
associated with the recording of expenditure within these limits.
The risk is therefore that the SFRS materially misstates expenditure through the accruals balance, including year end transactions, in an
attempt to achieve a breakeven position.
Key judgements and our challenge of them

Given the financial pressures across the whole of the public sector, there is an inherent fraud risk associated with the recording of
accruals around year end.
Deloitte response
We have evaluated the results of our audit testing in the context of the achievement of the target set by the Scottish Government. We
have completed the following:
•

Obtained an understanding of the design and implementation of the key controls in place in relation to recording of accruals including
year end transactions;

•

Reviewed and challenged the assumptions made in estimating key accruals to assess completeness and accuracy of recorded
expenditure;

•

Performed focused cut-off testing of invoices received and paid around the year-end; and

•

Obtained independent confirmation of the resource limits allocated to SFRS by the Scottish Government.

Deloitte view
We have not identified any misstatements with the achievement of expenditure resource limits.

9

Significant risks (continued)
Risk 2 - Management override of controls
Risk identified
In accordance with ISA 240 (UK) management override is a significant risk. This risk area includes the potential for management to use
their judgement to influence the financial statements as well as the potential to override the Board’s controls for specific transactions.
The key judgments in the financial statements includes those which we have selected to be significant audit risks around achievement of
expenditure resource limits. This is inherently an area in which management has the potential to use their judgement to influence the
financial statements.
Deloitte response
In considering the risk of management override, we have performed the following audit procedures that directly address this risk:
•

we have tested journals, using our data analytics tool and focussed our testing on higher risk journals;

•

we have reviewed accounting estimates for bias that could result in material misstatements due to fraud; and

•

we have obtained an understanding of the business rationale of significant transactions that we have become aware of that are
outside of the normal course of business for the entity, or that otherwise appear to be unusual, given our understanding of the
entity and its environment.

Deloitte view
We have not identified any significant bias in the key judgements made by management.
We have not identified any instances of management override of controls in relation to the specific transactions tested.
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Area of audit focus
Valuation of property assets
Risk identified
SFRS holds property assets at market-based evidence of fair value; where this evidence does not exist, depreciated replacement cost is used. All
other buildings are held at existing use value. The valuations are by their nature significant estimates which are based on specialist and
management assumptions and which can be subject to material changes in value.
Deloitte response
We have:
•

reviewed the revaluation performed in the year, and have assessed whether it has been performed in a reasonable manner, on a timely basis
and by suitably qualified individuals;

•

tested a sample of revalued assets and re-performed the calculation assessing whether the movement has been recorded through the correct
line of the accounts; and

•

considered material changes of assets not subject to full revaluation during the year .

Deloitte view
We have completed our revaluation testing and have not identified any misstatements in relation to the valuation of property assets.
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Other significant findings
Internal control and risk management
During the course of our audit we have identified a couple of internal control and risk management findings, which we have included
below for information.
Area

Observation

Adoption of
IFRS 9 and
IFRS 15

Management should embed the principles of IFRS 9, Financial Instruments, and IFRS 15, Revenue from contracts,
in to their year-end processes and also seek to review the required disclosures as a result of this ahead of yearend to ensure that this is properly embedded within the Services workings.

Preparation
for IFRS 16

Priority

The implementation of IFRS 16, Leases, for 2020/21 is expected to have a greater and more complex impact than
the adoption of IFRS 9 and 15. The scope and potential complexity of work required, which may require system or
process changes to underpin correct accounting under the standard, will require work to be completed at a
significantly earlier stage than has been the case for IFRS 9 and 15 to allow for financial reporting timetables to be
met.
We recommend that SFRS targets completion of its IFRS 16 impact analysis during 2019/20, and to calculate an
adjusted opening balance sheet position for audit following the 31 March 2020 audit. We recommend early
consideration following the impact analysis of actions required to embed IFRS 16 accounting in the underlying
accounting systems.

The purpose of the audit was for us to express an opinion on the financial statements. The audit included consideration of
internal control relevant to the preparation of the financial statements in order to design audit procedures that are
appropriate in the circumstances, but not for the purpose of expressing an opinion on the effectiveness of internal control.
The matters being reported are limited to those deficiencies that we have identified during the audit and that we have
concluded are of sufficient importance to merit being reported to you.

Low Priority
Medium Priority
High Priority
12
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Our audit report
Other matters relating to the form and content of our report
Here we discuss how the results of the audit impact on other significant sections of our audit report.

Our opinion on the
financial statements

Material uncertainty
related to going concern

Emphasis of matter and
other matter paragraphs

Other reporting
responsibilities

We have issued an
unmodified opinion on the
financial statements.

We have not identified a
material uncertainty related
to going concern.

There are no matters we
judge to be of fundamental
importance in the financial
statements that we consider
it necessary to draw attention
to in an emphasis of matter
paragraph.

The Annual Report is
reviewed in its entirety for
material consistency with the
financial statements and the
audit work performance and
to ensure that they are fair,
balanced and reasonable.

There are no matters relevant
to users’ understanding of the
audit that we consider
necessary to communicate in
an other matter paragraph.

Opinion on regularity
In our opinion in all material
respects the expenditure and
income in the financial
statements were incurred or
applied in accordance with
any applicable enactments
and guidance issued by the
Scottish Ministers.
Our opinion on matters
prescribed by the Auditor
General for Scotland are
discussed further on page 14.
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Your annual report
We are required to provide an opinion on the auditable parts of the remuneration and staff report, the annual governance
statement and whether the management commentaries are consistent with the disclosures in the accounts.
Requirement

Deloitte response

The
Performance
Report

The report outlines SFRS’
performance, both financial and
non-financial. It also sets out the
key risks and uncertainty.

We have assessed whether the performance report has been prepared in
accordance with the accounts direction. No exceptions noted.

The
Accountability
Report

Management have ensured that the
accountability report meets the
requirements of the FReM,
comprising the governance
statement, remuneration and staff
report and the parliamentary
accountability report.

We have assessed whether the information given in the governance statement
is consistent with the financial statements and has been prepared in
accordance with the accounts direction. No exceptions noted.

We have also read the performance report and confirmed that the information
contained within is materially correct and consistent with our knowledge
acquired during the course of performing the audit, and is not otherwise
misleading.

We have also read the accountability report and confirmed that the
information contained within is materially correct and consistent with our
knowledge acquired during the course of performing the audit, and is not
otherwise misleading.
We have also audited the auditable parts of the remuneration and staff report
and this has been prepared in accordance with the accounts direction.

Going Concern

Management has made appropriate
disclosure relating to Going Concern
matters.

We have assessed whether the adoption of the going concern basis is
appropriate and note no exceptions in relation to this. We will keep the
financial sustainability under review given the recent staff pay award
discussed in October 2019, and it is important that the Board develops
detailed plans to offset any projected deficits arising as a result.
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Audit dimensions
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Audit dimensions
Overview
Public audit in Scotland is wider in scope than financial audit. This section of our report sets out our findings and conclusion on our
audit work covering the following area. Our report is structured in accordance with the four audit dimensions, but also covers our
specific audit requirements on best value and specific risks as summarised below.
Best Value (BV)
The Scottish Public Finance Manual sets out
that accountable officers appointed by the
Principal Accountable Officer for the Scottish
Administration have a specific responsibility
to ensure that arrangements have been
made to secure best value.

Financial
sustainability

Financial
management

Audit
Dimension

Governance
and
transparency

Value for
money

We have considered the accountable officers’
duty to secure BV as part of the governance
arrangements considered as part of the audit
dimensions work.

Specific risks (SR)
As set out in our Annual Audit Plan, Audit
Scotland had identified a number of specific
risks (SRs) faced by the public sector which
we have considered as part of our work on
the four audit dimensions.
SR 1 – EU Withdrawal
SR 2 – Changing landscape for public
financial management
SR 3 – Dependency on key suppliers
SR 4 – Openness and transparency
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Financial sustainability
Overview
Financial sustainability looks forward to the medium and longer term to consider whether the body is planning effectively to continue to deliver its
services or the way in which they should be delivered.

Can shortterm (current
and next
year)
financial
balance be
achieved?

Is there a
long-term (510 years)
financial
strategy?

Is investment
effective?

Financial
Sustainability

Audit risks
Within our audit plan we identified the following risk:
• SFRS’s long-term financial planning is inconsistent with the Scottish Government’s five-year plan.
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Audit dimensions (continued)
Financial sustainability (continued)
2019/20 budget

Medium to long term financial planning

The Scottish Government approved a cash budget for 2019/20 of
£302.4m, of which £269.9m is resource departmental expenditure
limit (DEL), representing an increase of £5.5m (2.1%) on the
2018/19 budget, and £32.5m is capital DEL, which is in line with the
2018/19 budget.

A long term Financial Strategy covering the period to 2026/27 was
approved by the Board in December 2017. This incorporates 4 different
scenarios across a spectrum of best and worst case scenarios. The
pessimistic scenario is a funding gap of £77.2m, the optimistic scenario
is a funding surplus of £43.4m, and the midpoint is a funding gap of
£16.9m.

A few key movements were highlighted as part of the budget setting
process:
•

2019/20 pay award £4,082k;

•

Crewing Model Resilience £1,036k;

•

Average Rates of Pay £(3,623)k;

•

Harmonisation of T&Cs £928k;

•

Transformation Support £660k; and

•

Non Employee Cost Savings/Pressures £2,338k

In setting its budget the Board has recognised in the resource
budget risk register that a number of risks exist, the highest of
which is in relation to overtime costs, the consequence of which is
additional overtime may be required to maintain operational
requirements which may have a significant impact on the financial
position. This risk is being managed through close monitoring of
projects in relation to time, cost and quality measures by the
Programme Office Board.

The strategy that SFRS will work towards adopting is in line with the
‘Spreading like Wildfire’ scenario which assumes an existing budget plus
CPI inflation in each of the next 10 years, plus a net addition of £6.4m
added to core funding from 2018/19, followed by a further £4m spread
across 2021/22 and 2022/23, reflecting the Board’s contribution to
wider public sector outcomes. This would entail SFRS taking on more
responsibility beyond it’s traditional scope in order to make a case for
securing more funding from the Scottish Government.
We will keep the financial sustainability under review given the recent
staff pay offer discussed in October 2019, and, on the assumption that
the pay offer is accepted, it is important that the Board develops plans
to address the financial implications.
We can confirm that there has been significant engagement with
stakeholders, including the Scottish Government, in putting together the
longer term financial strategy.

18

Audit dimensions (continued)
Financial sustainability (continued)
SFRS aims to work towards this position by:
• Demonstrating their public value, to extend the role of SFRS and secure funding; and
• Controlling costs through a number of means, such as: (1) continuing to maintain sound financial management; (2) considering
options for financial savings; (3) enhancing productivity; (4) responding to the opportunities presented by staff turnover/retirement;
(5) modernising the asset base; and (6) collaborating with partner organisations to maximise the return on public investment; and
• Managing change effectively through robust programme management, comprehensive consultation and engagement, and seeking
continuous improvement.

Deloitte View – Financial sustainability

The Board achieved short term financial balance in 2018/19. A balanced budget has been set for 2019/20 and the Board has a Financial Strategy
that addresses the medium to longer term. We will keep the financial sustainability under review given the recent staff pay offer discussed in
October 2019, and, on the assumption that the pay offer is accepted, it is important that the Board develops plans to address the financial
implications.
Deloitte are satisfied that the Financial Strategy addresses the risk identified on page 17 and that the Financial Strategy is in line with best practice
per Audit Scotland’s 2014 Follow-Up Audit of Scotland’s Public Finances.
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Financial management
Overview
Financial management is concerned with financial capacity, sound budgetary processes and whether the control environment and internal controls
are operating effectively.

Is financial
management
effective?

Are budget
setting and
monitoring
processes
operating
effectively?

Is there
sufficient
financial
capacity?

Financial
Management

Audit risks
Within our audit plan we identified the following risks:
• SFRS fails to achieve a balanced budget for the year resulting in brokerage from Scottish Government; and
• The underlying financial performance of SFRS is not transparently reported.
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Audit dimensions (continued)
Financial management (continued)
2018/19 Financial performance
The 2018/19 reported an underspend of £0.203m against total cash DEL. The Board’s performance against resource limits and other allocations
set by the Scottish Government are as follows:
Expenditure Type

Resource DEL
Capital DEL
Total Cash DEL
Non-Cash DEL
Total DEL
Annual Managed Expenditure
(AME)
Total Allocation

Resource
Limit
(£m)

Actual
(£m)

Variance(£m)

260.380

260.186

(0.194)

32.821

32.830

(0.009)

293.007

293.210

(0.203)

22.994

24.679

(1.685)

316.001

317.889

(1.888)

8.329

16.500

(8.171)

324.330

334.389

(10.059)

SFRS has a good track record of delivering services within budget over the last 3 years. SFRS reported a year-end underspend for 2018/19
of £10.059 million, in its 2018/19 Annual Report & Accounts against its total allocation. There were a number of significant
under/overspends that contributed to the £10.059 million underspend within the different lines and the main contributors are as follows:
Underspends
• £0.357m in relation to employee costs due to support staff vacancies (resource DEL);
• £1.685m in relation to depreciation of property plant and equipment as a result of the revaluation exercise carried out in March 2019
(non-cash DEL); and
• £8.141m in relation to impairments of property plant and equipment as a result of the revaluation exercise carried out in March 2019
(AME).
Overspends
• £0.231m in relation to expenses in relation to property and third party payments (resource DEL); and
•

£1.829m overspend due to IAS 19 adjustments (AME).
21

Audit dimensions (continued)
Financial management (continued)

Budgetary control systems

Internal Audit

The Board has effective financial planning and management
arrangements in place. Senior management and board members
regularly review progress. As discussed on page 21, the Board
review financial performance regularly.

Based on a review of internal audit reports issued in the year,
attendance at ARAC meetings, updating our understanding of
key processes that feed into the financial reporting process,
and audit procedures carried out during the course of the
audit, we are satisfied that the Board has adequate systems of
internal controls in place.

The finance team is led by the Director of Finance and Contractual
Services with support from the Head of Finance and Procurement,
Accounting Manager, Decision Support Manager and Financial
Systems Manager, who are all experienced in central government
finance roles. We have not identified any issues with the financial
skills, capacity and capability of the finance team.
From a review of in-year budget monitoring reports, reviewing
whether financial balance will be achieved for 2018/19, we
conclude that the underlying financial performance is transparently
presented. This includes a discussion for the primary reasons for
any in-year actual and projected budget variances (adverse and
favourable), as well as actions to bring variances in line with
budget. Financial performance is presented to the Strategic
Leadership Team and Board.

Standards of conduct for prevention and detection of
fraud and error
We have reviewed the Board’s arrangements for the
prevention and detection of fraud and irregularities. Overall
we found the Board’s arrangements to be operating
effectively.
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Audit dimensions (continued)
Financial management (continued)

National Fraud Initiative (NFI)
In accordance with Audit Scotland planning guidance, we are required to monitor the Board’s participation and progress in the NFI during
2018/19. An NFI audit questionnaire was completed and submitted to Audit Scotland, which concluded that the Board was fully engaged in
the exercise.

Deloitte view – Financial management
We have reviewed SFRS’ arrangements for the financial reporting and overall we found the arrangements to be operating effectively.
In accordance with Audit Scotland planning guidance, we are required to monitor SFRS’s participation and progress in the National Fraud
Initiative (NFI) during 2018/19. An NFI audit questionnaire was completed and submitted to Audit Scotland, which concluded that SFRS was
fully engaged in the exercise.
The underlying performance of SFRS is transparently reported to include periodic resource and capital budget monitoring reports presented to
the Board which report on any actual and projected budget variances, as well as actions to bring variances in line with budget. Furthermore,
SFRS has managed to achieve financial balance in 2018/19.

23
23

Governance and transparency
Overview
Governance and transparency is concerned with the effectiveness of scrutiny and governance arrangements, leadership and decision making, and
transparent reporting of financial and performance information

Is
governance
effective?

Is there
effective
leadership?

Is decision
making
transparent?

Is there
transparent
reporting of
financial and
performance
information?

Governance
and
transparency

Audit risks
Within our audit plan we identified the following risks:
• Lack of timely reporting results in inadequate action being taken to remedy poor performance; and
• SFRS’s approach is not keeping pace with public expectation and good practice.
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Governance and transparency (continued)
Openness and transparency
Openness and transparency
Taking
an
open
approach to business
can
support
good
governance.
It is about behaviours,
centred
on
a
preference for sharing
information about how
and why decisions are
made. In the public
sector, this is based on
the recognition that
public
services
are
delivered for the public
good
using
public
money.
Transparency can be seen as a process. Access to information provides
insight into decision-making and how the organisation work.
Transparency in the public sector is supported by statutory requirements
and regulations.
These are minimum requirements and it is for
individual organisations to decide whether the content and volume (in
terms of quantity and amount of detail) of the information that they
make available contributes to increased understanding.
There are
judgements to be made, and an approach designed to increase
transparency rather than comply with minimum standards is more likely
to satisfy the good governance test.

We have considered the Board’s approach to openness and
transparency, how good the Board’s information is; and its
commitment to improving openness and transparency and
concluded:
• that there is effective leadership with effective scrutiny and
challenge by leadership;
• that all reports are clearly defined with preparer, objectives and
conclusions. This is demonstrated from a review of Board and
ARAC meeting minutes which document the key decisions and
actions taken and by whom;
• that there is evidence of a culture of continual improvement in
trying to improve openness and transparency in terms of
consulting and engaging with staff and other stakeholders (e.g.
transformation consultation in 2018 and staff survey); and
• that key strategy documents are available to the public via the
website, such as the Strategic Plan and Annual Operating Plan.

Openness and transparency are individually important, and working
well together helps to demonstrate that public organisations are acting in
the public interest.
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Audit dimensions (continued)
Governance and transparency (continued)
Governance and scrutiny arrangements

Leadership

We reviewed the Board’s governance and accountability
arrangements which included:

SFRS has strong leadership and has a clear vision for what it
wants to achieve for the future as documented within a number
of strategy documents such as the Strategic Plan 2016-19,
which is to be refreshed by October 2019 for the period covering
2019-22, Annual Operating Plans, the Performance Management
Framework and the transformation plan, which is still in
development. The Board and staff support the vision.

o Confirming that the governance framework and governance
arrangements, including decision-making and scrutiny, are
regularly reviewed and updated to ensure they remain effective.
o Assessing the effectiveness of decision-making to ensure it is
balanced by effective scrutiny and challenge by those
independent of the body.
o Confirming that there is effective scrutiny and challenge in place
over policy decisions, service performance and programme
management.
o Confirming that decision makers have the information they need
to scrutinise, challenge and make best value and transparent
decisions.
o Ensuring that it is clear what decisions have been made, who
make them and the rationale supporting the decisions.
We have concluded that overall the board’s arrangements are
otherwise appropriate and adequate in supporting effective
governance and accountability.

Deloitte view
The Board’s governance framework and arrangements, including decision making and scrutiny, are appropriate and support good governance
and accountability. The Board has strong executive leadership, the relationship between board members and officers is good, and there is
evidence of effective challenge from committee meetings. The Board is open and transparent in its decision making with all key strategy
documents and key Board/sub-committee minutes available through the Board’s website. We note that, following recommendations raised
previously, management have presented the final outturn to the Board in August during the current year.
In line with the risk identified on page 24, we can conclude that the Board is keeping pace with public expectation and good practice.
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Value for money
Overview
Value for money is concerned with using resources effectively and continually improving services.

Are resources
being used
effectively?

Are services
improving?

Is Best Value
demonstrated?

Value for
money

Audit risks
Within our audit plan we identified the following risk:
• SFRS does not clearly report on its contribution towards the national outcomes.
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Value for money (continued)
Performance management

Best value (BV)
The Scottish Public Finance Manual (SPFM) explains that accountable officers have a specific responsibility to ensure that arrangements have
been made to secure BV.
We have considered the arrangements in place in this regard as part of our planning and reporting on the audit dimensions.
Performance management
SFRS’s performance for 2018-19 is measured against targets laid out in the Performance Management Framework. The performance
indicators have been aligned with the National Performance Framework.
The Board has reported against its delivery of its KPI’s. It is noted that the KPI’s calculations are currently based on provisional data and that
finalised data will be available in time for the annual statistical returns. This is in line with prior years.

Deloitte view
SFRS clearly engage with reporting on its national contribution. There is an established process for BV and performance management reporting.
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Other specific risks
As set out in our Audit Plan, Audit Scotland identified a number of areas as significant risks faced by the public sector. We have considered
these as part of our audit work on the four audit dimensions and summarised our conclusions below.

Risk

Areas considered

Conclusion

EU Withdrawal

We have assessed what work the Board has done
to prepare for the impact of EU withdrawal,
specifically considering people and skills; finance;
and rules and regulations.

The Board appropriately assessed and planned for the
potential impact of EU withdrawal. In particular:
• People and skills – no impact on the short-term
owing to the EU Settlement Scheme and the fact
that the rights of EU citizens are not to change until
1 January 2021. Workforce planning has not been
flagged as a significant area of concern as part of
the EU Exit Plan.
• Finance – no impact foreseen given that SFRS does
not receive any direct funding from the EU. With
regards to costings, the Corporate Procurement
Steering Group (CPSG) has carried out risk
assessments on all suppliers to determine what, if
any, work was required to ensure resilience of
service provision, i.e. whether or not stockpiling of
any particular goods was required. Relevant actions
were taken further to this exercise to stockpile, for
example fuel, spare parts/tyres for appliances,
bottled water, etc.
• Rules and regulations – SFRS have planned for EU
exit by appointing a qualified lawyer whose primary
role is to oversee EU exit and any relevant
legislative developments, including what impacts EU
exit will have on UK fire safety regulations.
Furthermore, as members of the Society of Local
Authority Lawyers and Administrators (SOLAR) and
from attendance at legal CPD events, the legal team
is able to provide timely updates to the Board on
any relevant legislative developments.

29
29

Other specific risks (continued)
As set out in our Audit Plan, Audit Scotland identified a number of areas as significant risks faced by the public sector. We have considered
these as part of our audit work on the four audit dimensions and summarised our conclusions below.

Risk

Areas considered

Conclusion

Changing landscape for
public financial management

As part of our audit work on financial
sustainability (see page 17) we have considered
how the Board has reviewed the potential
implications of the Scottish Government’s
Medium Term Financial Strategy (MTFS) for its
own finances, including long term planning.

See conclusion on page 17. Note that the long term
financial strategy was approved by the Board before
SG issued their MTFS. However, while the long term
financial strategy will not make any explicit reference
to the SG MTFS, there has been significant
engagement with stakeholders, including SG, in
putting together the long term financial strategy.
Therefore, no issues noted.

Dependency on key
suppliers

We obtained a detailed breakdown of expenditure
by supplier and performed an analysis to identify
if there were any risks of dependency on key
suppliers.

No areas of risk identified from our audit work.

Openness and transparency

We have considered the Board’s approach to
openness and transparency as part of our audit
work on governance and transparency (see pages
24-26).

See conclusion on page 26. No issues noted.
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Appendices
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Purpose of our report and responsibility statement
Our report is designed to help you meet your governance duties
What we report

What we don’t report

The scope of our work

Our report is designed to help
the ARAC and the Board
discharge their governance
duties. It also represents one
way in which we fulfil our
obligations under ISA 260
(UK) to communicate with you
regarding your oversight of
the financial reporting process
and your governance
requirements. Our report
includes:

As you will be aware, our
audit was not designed to
identify all matters that may
be relevant to the Board.

Our observations are
developed in the context of
our audit of the financial
statements. We described the
scope of our work in our audit
plan and again in this report.

•

Results of our work on key
audit judgements and our
observations on the quality
of your Annual Report.

•

Our internal control
observations

•

Other insights we have
identified from our audit

Also, there will be further
information you need to
discharge your governance
responsibilities, such as
matters reported on by
management or by other
specialist advisers.

This report has been prepared
for the ARAC and Board, as a
body, and we therefore accept
responsibility to you alone for
its contents. We accept no
duty, responsibility or liability
to any other parties, since this
report has not been prepared,
and is not intended, for any
other purpose.

Finally, our views on internal
controls and business risk
assessment should not be
taken as comprehensive or as
an opinion on effectiveness
since they have been based
solely on the audit procedures
performed in the audit of the
financial statements and the
other procedures performed in
fulfilling our audit plan.

Pat Kenny
for and on behalf of Deloitte LLP
We welcome the opportunity
to discuss our report with
you and receive your
feedback.

Glasgow
October 2019
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Audit adjustments
Summary of misstatements and disclosure deficiencies
We have not identified any uncorrected misstatements or disclosure deficiencies.
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Fraud responsibilities and representations
Responsibilities explained

Responsibilities:

Audit work performed:

The primary responsibility for the prevention and detection of
fraud rests with management and those charged with
governance, including establishing and maintaining internal
controls over the reliability of financial reporting,
effectiveness and efficiency of operations and compliance
with applicable laws and regulations. As auditors, we obtain
reasonable, but not absolute, assurance that the financial
statements as a whole are free from material misstatement,
whether caused by fraud or error.

In our planning we identified the achievement of expenditure
resource limits and management override of controls as key
audit risks for your organisation.
During course of our audit, we have had discussions with
management and those charged with governance.
In addition, we have reviewed management’s own
documented procedures regarding fraud and error in the
financial statements.
We have reviewed the paper prepared by management for the
ARAC on the process for identifying, evaluating and managing
the system of internal financial control.

Required representations:
We have asked the Board to confirm in writing that you have
disclosed to us the results of your own assessment of the risk
that the financial statements may be materially misstated as
a result of fraud and that you are not aware of any fraud or
suspected fraud that affects the entity or group.
We have also asked the Board to confirm in writing their
responsibility for the design, implementation and
maintenance of internal control to prevent and detect fraud
and error.

Concerns:
No concerns have been identified regarding fraud.
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Independence and fees
As part of our obligations under International Standards on Auditing (UK), we are required to report to you on the matters
listed below:
Independence
confirmation

We confirm that we comply with FRC’s Ethical Standards for Auditors and that, in our professional
judgement, we and, where applicable, all Deloitte network firms are independent and our objectivity
is not compromised.

Fees

The audit fee for 2018/19, in line with the fee range provided by Audit Scotland, is £102,160 as
broken down below:
£
Auditor remuneration
78,550
Audit Scotland fixed charges:
Pooled costs
18,900
Audit support costs
4,710
Total fee
102,160
No non-audit fees have been charged by Deloitte in the period.

Non-audit
services

In our opinion there are no inconsistencies between FRC’s Ethical Standards for Auditors and the
company’s policy for the supply of non-audit services or any apparent breach of that policy. We
continue to review our independence and ensure that appropriate safeguards are in place including,
but not limited to, the rotation of senior partners and professional staff and the involvement of
additional partners and professional staff to carry out reviews of the work performed and to otherwise
advise as necessary.

Relationships

We are required to provide written details of all relationships (including the provision of non-audit
services) between us and the organisation, its board and senior management and its affiliates,
including all services provided by us and the DTTL network to the audited entity, its board and senior
management and its affiliates, and other services provided to other known connected parties that we
consider may reasonably be thought to bear on our objectivity and independence.
We are not aware of any relationships which are required to be disclosed.
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Deloitte perspectives
Talking Public Sector: Our podcast series on government
and public services

Digital government: It’s all about the people a view from Government
and Public Sector Lead Partner, Rebecca George

Our podcast explores the big challenges facing the public sector,
how citizens want the public services to be run and what the future
holds by drawing on expert opinion and exclusive research. Aimed
at anyone who works in or with the public sector, this podcast
brings together leaders from government and the public services,
industry experts and commentators to provide an insights on the
big issues facing public bodies in the UK and around the world.

Deloitte has published our third Digital Disruption Index. Based on a
survey of the UK’s most senior digital leaders from both private and public
sectors, the index explores levels of digital maturity in their organisations.
The results reinforce my belief that the defining factor in getting digital
right is not the technology – which of course needs to deliver – but is
people: the people who lead digital transformation and the people with the
skills to make it happen.

Listen and subscribe to Talking Public Sector:

Read Rebecca’s full view at:
https://www2.deloitte.com/uk/en/pages/public-sector/articles/digitalgovernment-all-about-people.html

https://www2.deloitte.com/uk/en/pages/publicsector/articles/talking-public-sector.html

Tech Trend 2019: A Government and Public Services
Perspective
Our recently published 10th edition of the Tech Trends report
reflects on a decade of disruptive change and demystifies the
future of digital transformation. The story of technology trends is
inseparable from the story of the public sector.
Technology can help make government more effective by
protecting and maintaining infrastructure, creating more
personalised and secure citizen interactions, or automating tasks
so workers can focus on more value-added jobs.
As leaders work to reshape their organisations and realise these
possibilities, they rely on fresh, relevant insights. We are delighted
to share our perspective which provides a UK Government and
Public Services lens on Deloitte’s Technology Trends 2019: Beyond
the digital frontier.

The Digital Disruption Index is available online:
https://www2.deloitte.com/content/campaigns/uk/digitaldisruption/digital-disruption/digital-disruption-index.html
One of the key insights is around Artificial Intelligence (AI) which is
increasingly a strategic priority. After Cloud, Cyber-security and Data
analytics – three foundational digital pillars – respondents to our survey
rated AI as the most important technology to their digital strategy.
The use of advanced data science, whether explicitly AI or a combination
of AI, Robotic & cognitive automation (RCA) and Data analytics, is at the
centre of much current debate about ethics and the societal impact of
digital technology. A significant number of senior leaders seem unaware of
these ethical considerations. We believe that what is unethical in the real
world is unethical in the digital world, and we explore how organisations
are able to make AI decision-making as transparent as human decisionmaking.

https://www2.deloitte.com/uk/en/pages/publicsector/articles/public-sector-tech-trends.html
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1
1.1

Purpose
The purpose of this report is to provide the Audit and Risk Assurance Committee with the
2019/20 Quarter 3 (Q3) update on the Gifts, Hospitality and Interests Register.

2
2.1

Background
The Scottish Fire and Rescue Service (SFRS) Gifts, Hospitality and Interests policy
establishes a formal and consistent approach in relation to the offer, refusal and
acceptance of gifts and hospitality and ensures that conflicts of interest are identified and
avoided where possible.

2.2

The policy reflects the general underlying principle that SFRS will operate in an open and
transparent manner and aims to ensure that the conduct of all staff is impartial, honest and
beyond reproach at all times, ensuring that SFRS suffers no reputational damage

2.3

As part of the policy the Director of Finance and Contractual Services will publish a register
of Gifts, Hospitality and Interests submitting a report on a quarterly basis to the Audit and
Risk Assurance Committee (ARAC) and Corporate Assurance Board (CAB) for noting.
The Risk and Audit Section will be responsible for managing any relevant information.

3
3.1

Main Report and Discussion
The policy provides clarity on the responsibilities of all staff, and those carrying out work
on behalf of, or at the request of, SFRS in relation to gifts, hospitality and interests and is
consistent with guidance contained within the Scottish Public Finance Manual and the
Scottish Procurement Policy Handbook.

3.2

The Policy provides a framework for the monitoring and reporting of the Gifts, Hospitality
and Interests Register with reports made on quarterly basis to ARAC and CAB.

3.3

Awareness and ownership of the policy, and the requirement to declare information, is
maintained through articles within iHub, SFRS News and directly through management
meetings.

3.4

The register is also informed and updated through the National Fraud Initiative (NFI).
Where potential matches are identified, i.e. where an individual is employed by SFRS and
may also have an interest in a company providing goods or services to SFRS, there may
be a requirement for the individual to report this interest through the Gifts, Hospitality and
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Interests Register. The current exercise has identified 7 potential matches which are
currently being investigated.
3.5

At the end of Q3 the register details a total of 18 entries. Further information can be found
within the register attached as Appendix A to this report.

4
4.1

Recommendation
The Audit & Risk Assurance Committee is asked to note the Quarter 3 position in relation
to the SFRS Gifts, Hospitality and Interests Register.

5
5.1
5.1.1

Key Strategic Implications
Financial
The current Policy is consistent with the guidance contained within the Scottish Public
Finance.

5.2
5.2.1

Environmental & Sustainability
There are no specific environmental or sustainability issues.

5.3
5.3.1

Workforce
All employees of SFRS have a responsibility to declare gifts, hospitality and interests in
accordance with the policy requirements.

5.3.2

All individuals directly involved in the procurement activity of SFRS, including those who
have significant advisory or technical input into the procurement decision making process
are precluded from accepting any gifts or hospitality and are required to formally declare
any interests as part of the User Intelligence Group (UIG) process.

5.3.3

Employees who have a private business that trades with SFRS are required to declare
their interest in accordance with the Policy. Checks of this position are undertaken through
the National Fraud Initiative (NFI).

5.4
5.4.1

Health & Safety
There are no specific health and safety issues identified.

5.5
5.5.1

Training
The Finance and Contractual Services Directorate will continue to promote awareness of
the Gifts, Hospitality and Interests Policy and associated register and the requirement for
individuals to be aware of their obligations under the Policy.

5.6
5.6.1

Timing
A report will be submitted on a quarterly basis to ARAC and the CAB detailing the
declarations made on the Register of Gifts, Hospitality and Interests Register as required
by the Policy. The register is published on the SFRS website.

5.7
5.7.1

Performance
There are no specific performance measures.

5.8
5.8.1

Communications & Engagement
The policy continues to be promoted across the Service raising awareness and ownership
of the Gifts, Hospitality and Interests Policy.

5.9

Legal
The Policy is consistent with the guidance contained within the Scottish Procurement
Policy Handbook as published by Scottish Government.

5.9.1
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5.10
5.10.1

Information Governance
A report will be submitted on a quarterly basis to ARAC and the CAB detailing the
declarations made on the Register of Gifts, Hospitality and Interests as required by the
Policy. The register is published on the SFRS website.

5.11
5.11.1

Risk
The register forms part of the Services wider governance arrangements minimising the
risk of fraud and ensuring the Service can demonstrate that the conduct of staff is impartial,
honest and above reproach.

5.12
5.12.1

Equalities
There are no specific equality issues identified.

6
6.1

Core Brief
Not Applicable.

7
7.1

Appendices/Further Reading
Appendix A - SFRS Gifts, Hospitality and Interests Register

Prepared by:

David Johnston, Risk and Audit Manager

Sponsored by:

Sarah O’Donnell, Director of Finance and Contractual Services

Presented by:

Sarah O’Donnell, Director of Finance and Contractual Services

Links to Strategy and Corporate Values
Working Together for a Safer Scotland
Governance Route for Report

Meeting Date

Corporate Assurance Board
Audit & Risk Assurance Committee

19 December 2019
23 January 2020
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Appendix A
Date

Employee Name

Details of
Gift / Hospitality (G/H) &
Interest

01/04/2019

Claire Owens

Breakfast Seminar

G/H

Unknown

02/04/2019

Gordon Pryde

G/H

26/04/2019

Roz Munro

Edinburgh Tattoo tickets
Complimentary tickets to
Guiness Pro14 Final

20/05/2019

Claire Owens

10/07/2019

Martin Blunden

10/07/2019

Kirsty Darwent

Drinks, BBQ & networking
Piece of Harris Tweed
(length material)
Piece of Harris Tweed
approx 2m x 1m

25/07/2019

Andy Adams

23/08/2019

Craig Wallace

19/09/2019

Sarah O`Donnell

24/09/2019

Sarah O`Donnell

27/09/2019

Paul McGovern

18/10/2019

Stephen McDonagh

04/11/2019

Richard Whetton

06/11/2019
25/11/2019
25/11/2019
25/11/2019
25/11/2019

Fraser Scott
Greg Aitken
Gary Bellfield
Stuart Chalmers
Sandra Fox

Cash donation to SFRS in
relation to a recent incident
30 tickets for an outdoor
concert in Dundee
Drinks reception & dinner at
Third Sector Awards
Sir Chris Hoy SAMH
Ambassador Dinner

Attendance at Smart Cities
Conference

G/H or
Interest

Estimated Value

From
(Organisation offering)

Exceptional Any other
Circumstan Organisatio
ces
n involved

Accepted / declined

N/A

N/A

Declined

£180

Cushman & Wakfield
Highland Reserve Forces and
Cadets Association

N/A

N/A

Accepted

G/H

£50

Tom Lister - Pro14 Rugby

N/A

N/A

Accepted

G/H

Unknown

N/A

N/A

Declined

G/H

£50

N/A

N/A

Accepted

G/H

£50

AHR Glasgow
Shawbost Community Fire
Station
Shawbost Community Fire
Station

N/A

Accepted

G/H

£150

Member of the public "Mr
Hobbs"

N/A
Handed in
from a
member of
the public in
gratitude of a
recent
incident

N/A

Declined

G/H

£990

Liz Hobbs Group

N/A

N/A

Declined

G/H

£276

Anthony Nolan

N/A

N/A

Accepted

G/H

£100

Technology One

N/A

N/A

Declined

£850

SOCITM - Society for
Innovation, Technology and
Modernisation

G/H

Ticket for GO Awards
G/H
Wife is a Director of Genoa
Black who are tendering for
design and communications
work
Interest
Adult and Children tickets to
Dundee Derby
G/H
Microsoft Burns Supper
G/H
Microsoft Burns Supper
G/H
Microsoft Burns Supper
G/H
Microsoft Burns Supper
G/H

N/A

N/A

Comments

Accepted

Conference will provide
valuable learning which
will directly assist the
role
Staff working within the
Procurement function
and directly involved in
the procurement
processes of SFRS will
not accept gifts or
hospitality of any kind

£114

Badenoch & Clark

N/A

N/A

Declined

Unknown

Genoa Black

N/A

Genoa Black

N/A

£200
£50
£50
£50
£50

Dundee Football Club
Andrew Ord, Microsoft
Andrew Ord, Microsoft
Andrew Ord, Microsoft
Andrew Ord, Microsoft

N/A
N/A
N/A
N/A
N/A

N/A
N/A
N/A
N/A
N/A

Declined
Accepted
Declined
Declined
Accepted
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1
1.1

Purpose
The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC)
with information on the current Strategic Risk Register, as at January 2020.

2
2.1

Background
The Audit and Risk Assurance Committee (ARAC) is responsible for advising the Board
and the Accountable Officer on the adequacy and effectiveness of the Service’s
arrangements for risk management and has oversight of the Strategic Risk Register.

2.2

The Strategic Leadership Team (SLT) has responsibility for the identification and
management of strategic risk and will ensure that the Strategic Risk Register (SRR)
presents a fair and reasonable reflection of the most significant risks impacting upon the
organisation. The SLT will champion the importance of risk management in supporting the
achievement of the Service’s strategic aims and objectives.

2.3

The risk management framework provides a single consistent approach to the
identification, assessment and reporting of risk across the Service. The most significant
risks are reported through the SRR and are aligned to the SFRS Strategic Plan.

2.4

Strategic risks are prepared in consultation with the Board and SLT and are managed
collectively by the SLT, with each Risk allocated to an identified Deputy Assistant Chief
Officer (DACO) or Head of Function. These Responsible Officers provide information on
the current controls in place and identify additional actions still required.

3
3.1

Main Report and Discussion
SRR Update

3.1.1

Previous registers identified 8 overarching strategic risk themes aligned to the 2016-19
Strategic Plan. With the publication of the new Strategic Plan 2019-22 the register has
been updated to align directly with the 4 overarching Outcomes for the Service:
•
•

Our collaborative and targeted prevention and protection activities improve
community safety and wellbeing, and support sustainable economic growth.
Our flexible operational model provides an effective emergency response to meet
diverse community risks across Scotland.
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•
•

We are a great place to work where our people are safe, supported and empowered
to deliver high performing innovative services.
We are fully accountable and maximise our public value by delivering a high quality,
sustainable fire and rescue service for Scotland.

3.1.2

Below each Outcome Directorates have identified a number of Strategic Risks which will
be reported quarterly to the SLT and Audit and Risk Assurance Committee. The
referencing for all risks has been updated to reflect the new Outcomes with the register
highlighting the previous reference in red for information.

3.1.3

The SRR outlined within Appendix A, identifies 48 strategic risks and following revision
by Directorates the following changes have been made:
• 2 risks have increased or reduced risk ratings
• 1 new risk has been added

3.1.4

Details of each change is identified below:
CR4.4(SR4.13): Available expenditure to match funding
The risk rating has been increased from 9 to 16 with both the probability and impact of the
risk increasing. Uncertainty in relation to future funding provision and in relation to meeting
future service transformation requirements are the main drivers for this increase.
CR1.4 (SR1.5): Effectiveness of partnership engagement in relation to community
safety and resilience. The risk impact rating has been reduced from 4 to 3 reflecting a
lower overall risk of 6. Following a review of the controls in place and planned it was felt
that the lower overall risk rating better reflected the exposure facing the Service.
New Risk (SR1.2): Relationships with SFRS affiliated organisations and charity
partners. There are several charitable or not for profit organisations that are linked to, or
have some relationship with, SFRS. Some of these are formalised trusts, and/or
registered charities and others have less formal structures. The Service also has
partnership arrangements with other charitable organisations. The relationships between
SFRS and the various affiliated organisations have developed over time, with most having
associations with legacy Services. The organic development of these relationships has
resulted in varying levels of support, funding, volunteering and assistance provided by
SFRS. There are some risks associated with SFRS’ relationships with these affiliated
organisations, which are currently being managed in a structured way by the Service

3.2

Maturing the Strategic Risk Register

3.2.1

The register attached in Appendix A identifies 48 strategic risks, agreed by each
Directorate and aligned to a responsible Head of Function or DACO. Common themes
are identified throughout the register and although relevant to individual Directorates there
is an opportunity to review these themes in order to focus scrutiny on those strategic risks
with a higher potential to impact upon the attainment of the Strategic Plan:
• People and Skills to be resourced
• Legislation to be implemented
• Governance to be adhered to
• Projects to be managed

3.2.2

The review of the strategic risks should be aligned to the recommendations of the current
Internal Audit being undertaken by Scottish Government and work to be undertaken by
Scott Moncrieff, as new Internal Auditors. The development of a future long-term audit
programme and the ability of the strategic register to inform strategic decision making relies
upon the accurate identification of strategic risk and focusing scrutiny on the right areas.
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3.2.3

To enable this work, it’s recommended that further discussions are undertaken with SLT
in relation to the register, ensuring that it provides the foundation from which targeted work
can be undertaken to focus scrutiny and activity on the right areas of risk and challenge.

3.2.4

Work undertaken in relation to the register will also assist with the development of the risk
module within InPhase which will replace the current templates and align risk more clearly
with the actions and milestones of the Service.

3.3

Risk Spotlight

3.3.1

All Committee’s and Executive Boards will continue to receive extracts of the SRR
presenting relevant strategic risks. Responsible Officers are invited to these meetings to
provide assurance on the areas of risk identified.
• CR7.8 Suitability of systems to record, store and manage SFRS incident

3.3.2

The Spotlighting of risk allows Responsible Officers to provide background on the risk to
ensure there’s a shared understanding of what could cause the risk to materialise and
what the effect is likely to be. Providing clarity around cause and effect is vital to our
assurance processes and the use of Spotlights will ensure that effective scrutiny can be
demonstrated as part of the Service overall governance arrangements.

4
4.1

Recommendation
The Audit and Risk Assurance Committee is asked to note the content of the report.

5
5.1
5.1.1

Key Strategic Implications
Financial
There are no direct financial implications associated with this report.

5.2
5.2.1

Environmental & Sustainability
There are no direct environmental or sustainability issues.

5.3
5.3.1

Workforce
There are no direct Workforce issues associated with this report.

5.4
5.4.1

Health & Safety
There are no direct Health & Safety implications associated with this report.

5.5
5.5.1

Training
There are no direct training implications associated with this report

5.6
5.6.1

Timing
There are no direct timing implications associated with this report.

5.7
5.7.1

Performance
The risk management framework forms part of the Services wider governance
arrangements which collectively ensure performance is managed and improved where
possible.

5.8
5.8.1

Communications & Engagement
Direct communication and engagement with the Board, SLT and Directorates ensures
awareness and ownership of risk is effectively managed.
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5.9
5.9.1

Legal
There are no direct legal implications arising from this report.

5.10
5.10.1

Information Governance
There are no direct information governance implications associated with this report.

5.11
5.11.1

Risk
The risk register forms a core part of the SFRS risk management framework and
assurance arrangements.

5.12
5.12.1

Equalities
An Equality Impact Assessment has been undertaken in relation to the Risk Management
Policy. There are no additional equality implications associated with this report.

6
6.1

Core Brief
Not Applicable.

7
7.1

Appendices/Further Reading
Appendix A: Strategic Risk Register

7.2

Appendix B: Risk Assessment Matrix

Prepared by:

David Johnston, Risk & Audit Manager

Sponsored by:

Sarah O’Donnell, Director of Finance & Contractual Services

Presented by:

Sarah O’Donnell, Director of Finance & Contractual Services

Links to Strategy and Corporate Values
The Risk Management Framework forms part of the Services Governance arrangements and links
back to Outcome 4 of the 2019-22 Strategic Plan, specifically Objective 4.2
• Outcome 4: We are fully accountable and maximise our public value by delivering a high
quality, sustainable fire and rescue service for Scotland.
• Objectives 4.2: We will minimise the risks we face through effective business management
and high levels of compliance with all our responsibilities.
Governance Route for Report

Meeting Date

Strategic Leadership Team
Audit and Risk Assurance Committee

19 December 2019
23 January 2020
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Scottish Fire and Rescue Service
Strategic Risk Register
Updated as at December 2019

Risk Ref. No.

Risk Description

Summary Risk Assessment

Date
Identified

Very High
High
Medium
Low

Governance and Scrutiny Arrangements
Consequence of Risk

APPENDIX A

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

Risk Rating

• Outcome1: Our collaborative and targeted prevention and protection activities improve community safety and wellbeing, and support sustainable economic growth.
- A review of P&P resource allocation is ongoing to ensure resources are aligned
to demand.
- The directorate is encouraging succession planning within LSO areas including
providing training to identified individuals

SR1.1
CR1.2

The ability to ensure compliance with
Part 3 of the Fire (Scotland) Act 2005
in relevant premises

Aug-18

Failure to effectively enforce fire safety legislation. There
are a number of potential consequences of this risk,
including increased risks to communities and Firefighters,
increased risk of legal challenges, negative media
coverage and reputational damage.

- A National Competency Framework is to be established for FSE inline
with National Fire Chiefs Council (NFCC) work- (Awaiting completion of
NFCC work)

- The directorate senior managers conduct annual area visits, also across the
LSO areas the directorate conduct regular CPD events for all P&P functions.
- A programme of P&P Managers meetings are undertaken on three levels on a
quarterly cycle. * Service Delivery Area P&P Manager * Directorate National P&P Service Delivery
Manager * Service Delivery Area P&P leads.
Committee

12
Senior Management Team

4

3

12

- The directorate has identified increasing pressure around FSEO competency,
training, recruitment and retention and to mitigate this we have;
- Continued to feed into NFCC competency process
- Contributed to the off station structure review and restructure within existing
Directorate resources
- Procurement of FSE modules within regular timescales and continue to
undertake annual CPD events as a minimum

→

Relationships with SFRS' affiliated
organisations and charity partners

Dec 19

There is a risk to the delivery of some of the SFRS'
priorities, and to its reputation, if relationships with
affiliated organisations and charity partners are not
appropriately managed.

- Develop and implement a Community Safety Communication Strategy
to increase the reach of prevention and protection safety messages.
(Q3 Annually)

Discussions have commenced with affiliated organisations to ensure agreements
Audit and Risk Assurance
can be reached with each around the nature of SFRS' relationship with them.
Committee

Affiliated Organisations Board

3

4

12

New

Templates are being developed by SFRS' Legal Services function to enable
Memorandums of Understanding and Service Level Agreements to be entered
into between SFRS and each affiliated organisation as appropriate.

- Terms of Reference for the Affiliated Organisations Board to be agreed.
- Drafts for Memorandum of Understanding and Service Level
Agreement templates to be finalised.
- Meetings with individual affiliated organisations to continue, enabling
joint understanding of relationships to be developed.
Reputational/Stakeh
DACO - Prevention
- Individual relationships between SFRS and each affiliated organisation
older Confidence
and Protection
to be formalised through bespoke Memorandums of Understanding and
Service Level Agreements based on template documents.
- SFRS policy documentation to be developed to guide managers when
considering entering into relationships between SFRS and charity
partners.

- Our Fire Investigation Units investigate fires and produce comprehensive
reports into the relevant findings.

- Explore the opportunity of utilising the new SFRS Performance
Management System to process data emerging from the Serious Fire
Task Group.

- Robust auditing and future accreditation/quality management requirements will
continuously improve FI investigation and reporting performance. Associated
policies and procedures for FI in place.

SR1.3
CR1.3

A breakdown of processes that
enable learning from cause and
spread of fire

May-17

DACO - Prevention
and Protection

- Review and strengthen SFRS Fire Safety Enforcement arrangements.
(Q4 2021)

An Affiliated Organisations Board has been newly created within the SFRS to
manage relationships with affiliated organisations and charity partners.
SR1.2
NEW
Corporate

Legal / Regulatory

- Undertake a strategic review of prevention and protection structures
and delivery to ensure they remain sustainable and meet legislative
requirements. (Q4 2021)

- Identify and adopt an appropriate quality management systen for FI
(Q1 2020)

- NFCC recommendations have been implemented – all FI personnel will attend
Failure to identify the cause and spread of fire, preventing the Skills for Justice Level 5 award for Fire Investigators
learning opportunities, highlighting good practise.The
consequences of this risk would include the impact upon - ISO Accreditation or equivalent standard is currently being considerd. SFRS are
Service Delivery
health, safety and wellbeing of staff and communities,
currently working towards the implementation of this standard or equivalent in
Committee
ineffective decision making, poor investment of available order to maintain the reputation and credibility of the SFRS FI within the Criminal
resources and lost opportunities to improve and/or
Justice System.
innovate.
- Creation of the SFRS Serious Fire Task Group ensures information gathered by
FI is being analysed and shared service wide with a strong focus on community
and firefighter safety

- Review Case Conference procedure
9
Senior Management Team

3

3

9

→

Political

- Develop the fatal fire analysis document to inform the Serious Fire
Task Group (Q1 2020)

DACO - Prevention
and Protection

The review to revise the UFAS Strategy. The P&P Directorate will be
preparing a UFAS Review Report, covering the outcomes of the above
work. This report will provide the basis from which the Directorate may
then make informed proposals about UFAS Policy changes, developing
these into viable options for appraisal. (Q1 2020)

DACO - Prevention
and Protection

- Protocol with Police Scotland and the SPA in place and reviewed regularly at
six monthly meetings to maintain current standards

A senior manager has been appointed to review all current arrangements
regarding UwFS. This appointment aims to ensure the National policy for reducing
UFAS demand is being implemented consistently nationwide. This will ensure that
our monitoring processes are fully integrated to deliver better implementation
results and, through the process of continuous improvement, further response
options for reducing the impact of UFAS are being identified, evaluated and
implemented by the Service.
9
SR1.4
CR2.5

Level of reduction in unwanted fire
alarm systems (UFAC)

Aug-18

Failure to apply the UFAS demand reduction measures at
a local level may result in an increase of UFAS events,
blue light journeys and consequential risk.

*Two priorities for reducing UFAS demand have been identified. These are:
-Mainstreaming UFAS reduction and good practice across the LSO areas
e.g TAKE 5 and BE AWARE
-Consolodating existing policies and procedures
A working group has been established to steer progress against these tqo
priorities and monitor impact
- UFAS champions have been appointed by each LSO to implement UFAS policy
locally.

Service Delivery
Committee

Senior Management Team

3

3

9

→

Political

*Complete an action plan resulting from the review of the UFAS incident
policy (Q! 2020)

Risk Ref. No.

Risk Description

Date
Identified

Governance and Scrutiny Arrangements
Consequence of Risk

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Rating

2

3

6

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

Our Community Engagement Section continues to engage nationally with partners
key stakeholders
representation
on strategic forums.
• Outcome1: Our collaborative and targeted prevention and protection activities improve community safety and wellbeing, and and
support
sustainable through
economic
growth.
*Protocols to support information sharing as part of Health and Social Care pilots
are being established.

SR1.5
CR1.4

Effectiveness of partnership
engagement in relation to community
safety and resilience

May-17

-The P&P Directorate, through the Chair of ACO Haggart, is continuing to
develop effective partnerships through inititatives such as theBuilding Safer Communities Programme
Major transformation projects such as Safe and Well
Failure to resource and maintain relationships may
Scottish Professional Football League
negatively impact upon our ability to target interventions to
Care Inspectorate
those in need leading to negative outcomes for
Service Delivery
communities and additional levels of external and internal
Committee
- Partnership working is embedded and encouraged throughout Our CSE Policies,
scrutiny. It could also lead to negative media coverage
procedures and guidance. P&P provide ongoing support and CPD opportunities
and reputational damage.
to support SDA delivery of policy.

8
Senior Management Team

↓

Reputational /
Stakeholder
Confidence

- The Safe and Well project is driving engagement with partners (Phase
2 due to be completed Q3 2020)

DACO - Prevention
and Protection

- SFRS continue to support partnership secondments (on-going)

- Local Community Planning Processes are embedded within LSO Areas
- P&P have supported secondments into SBRC, Wheatley group and the Scottish
Government Fire and Rescue Unit
-Provide incident and casualty trend analysis to support the review and
continuous improvement of safety partnership working at a local and national
level.
Outcome 2: Our flexible operational model provides an effective emergency response to meet diverse community risks across Scotland.

_Scottish Government funding to assist preparations and mitigation.

SR2.1
CR5.10

Adequacy of resilience arrangement
for the potential impact of an EU exit

Aug-18

Inability to achieve Service priorities, ensure financial and
contractual sustainability, and lack of guidance and
procedures for compliance with new standards and
regulations.

- Established EU Coordination Group and associated preparatory action plans
- Workforce mapping and planning, procurement procedures considerations,
ongoing contract management and supplier resilience mapping,

16
SFRS Board

Corporate Assurance Board

4

4

16

Issues of resilience and adverse media or policital scrutiny
could also present signfciant risk and challenge to the
- Parnership working with the Scottish Government's EU Justice Board, Society of
Service.
Local Authority Lawyers and Administrators, and other stakeholders and partners.

→

Legal and
Regulatory
Compliance

Ability to maintain strategic service
provision or supply of goods or
works

Feb-18

Impact upon SFRS resilience if an unexpected loss of
service is experienced. Depending upon the nature of the - maintain tendering requirements to ensure financial stability of potential
contract adverse media or political scrutiny could result
suppliers
together with the potential for additional financial costs to
be incurred in meeting any shortfall in service provisojn
- Ongoing contract management meetings
through new suppliers.
- Contract managers continue to manage contracts

Failure to discharge a Statutory Duty.
Breaches in relevant legislation and associated fines or
penalties imposed upon the service
Potential injury or death to staff and or stakeholders
Impact upon attainment of operational priorities
SR2.3
CR1.1a

Effective implementation of the new
Command and Control mobilising
system

Aug-18

Potential FAIs and resulting impact upon perception and
reputation of organisation
Adverse media coverage
Negative internal and external scrutiny
Impact upon health and safety of external stakeholders

16
Audit and Risk Assurance
Corporate Assurance Board
Committee

4

4

16

→

- Monitoring from Procurement Category Leads
Operational

- Additional administration support required to enable minutes of
contract management meetings

Head of Finance &
Procurement

- Training on contract management identified with dates to be identified

- Command & Control Mobilisig System (CCMS) - Develop and complete
the Detailed Design Specification (Oct 2019)

- Robust supervision, governance and accountability of the CCMS phase of the
Command and Control Futures (CCF) Programme. TheProject Manager (PM)
reports to a Project Board and to the Transformation and Major Projects
Committee (TMPC) via the SFRS Programme Board
- Effective detailed design specification, legal contract and then management of
contract will ensure delivery of the CCMS Project stated outcomes. This will
ensure a resilient call handling system is in place to ensure consistent and
effective operational mobilising of SFRS resources.

ACO Response &
Resilience

- Current controls measures will continue to be monitored throughout
(Ongoing)

- Ongoing contract monitoring through CPSG

SR2.2
CR1.8

Manage output from EU Co-ordination Group (ongoing)

- CCMS - User Acceptance Test (UAT) Phase which will also allow for
familiarisation for staff (Sept 2020)
15
Transformation and Major
Projects Committee

CCF Project Board
3

5

15

→

Legal and
Regulatory
Compliance

- CCMS - prepare and deliver training for personnel on the new system
(Aug2020)

DACO Response &
Resilience

- CCMS Site Acceptance Testing (SAT) Phase (Nov 2020)

- Digital Assurance Office (DAO) completed a stop/go Gate review of the CCMS
Implementation in July 2019, awarding an Amber rating. Action plan drafted to
address 11 recommendations with 80% action-completion forecast for September
2019.

- CCMS - Post implementation planning (Jan2021)
- Develop a main scheme communication specification/framework to
complement the ESMCP Project.(ongoing)

Negative impact upon perception and reputation of
Service.
Failure to discharge a Statutory Duty.
Breaches in relevant legislation and associated fines or
penalties imposed upon the service
Potential injury or death to staff and or stakeholders
Impact upon attainment of operational priorities

Business Continuity Plans and Airwave disaster recovery plans have been
developed/reviewed for all three OCs.
15

SR2.4
CR1.1b

Resilience of legacy mobilising
systems

Aug-18

Potential FAIs and resulting impact upon perception and
reputation of organisation

- Workshops held to further standardise and develop generic mobilising
standards between the 3OCs. Robust process in place for staff training and
development

Adverse media coverage
Negative internal and external scrutiny
Impact upon health and safety of external stakeholders
Negative impact upon perception and reputation of
Service.

- Project /BAU interdependances have been estabished and regular updates and
communication is in place to ensure sinergy

Service Delivery
Committee

3
CCF Project Board

5

15

→

Legal and
Regulatory
Compliance

- Operations Control Business Continuity Plan - testing to be completed
for business continuity arrangements (Q4)

DACO Response &
Resilience

Risk Ref. No.

Risk Description

Date
Identified

Governance and Scrutiny Arrangements
Consequence of Risk

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Rating

4

3

12

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

• Outcome1: Our collaborative and targeted prevention and protection activities improve community safety and wellbeing, and -support
sustainable
economic
growth.
A suite of
standardised
documents
is currently being created and embedded
within SFRS.
Potential injury to staff and or stakeholders
Breaches in relevant legislation and associated fines or
penalties imposed upon the service
SR2.5
CR2.4

Clarity of operational policies to
ensure a consistent approach to
Service response

Feb-17

Impact upon attainment of operational priorities
Adverse media scrutiny
Potential FAIs and resulting impact upon perception and
reputation of organisation

SR2.6
CR1.10

Sufficiency of staff with appropriate
skills to maintain an effective level of
operational cover

Jun-18

Failure to effectively crew to the appropriate level with the
required blend of skills to maintain appliance and specialist
capability availability. Potential for fire cover and the
provision of specialist capabilities in a geographical areas
to be reduced to a level that will impact on the
effectiveness of the SFRS operational response. Inability
to mobilise an asset due to insufficient crew,
driving/specialist skills or command competence.
Reduced level of service delivery and breach of statutory
obligations. Potential impact on community safety and
adverse media and external scrutiny.

- Structured working relationships are in place with colleagues in Asset
Management and an R&R Asset Liaison role has been created within the
Directorate.
- The R&R Service Delivery Liaison Group and Regional Implementation Group
meet to ensure that policy and procedure is applied consistently across the
Service.

12
Service Delivery
Committee

National Ops Assurance Board

Adequacy of physical security
arrangements

Feb- 17

Impact upon health, safety and wellbeing of staff and
Communities,

- Develop Operational Response and Resilience strategy governance
process (Q4)

DACO Response &
Resilience

- An OA Sub Group has been established to improve communication and
progression of health and safety (H&S) issues and to prioritise operational
assurance activities that support the management of risk at operational incidents.
This group continues to progress and develop and is achieving effective
outcomes.

- The DCO oversees a regular Operational Availability Group meeting that is
continually reviewing all aspects of staff management such as:
- Establish a cross directorate approach to workforce planning (Q4)

- Maintaining skills across the 3 SDA's: work has been undertaken to forecast
retirement and skills refresh

12

Service Delivery
- SD liaison with the HROD function to manage and oversee staff transfers and
Committee
new entrants into SFRS. This also included the accurate forecasting of retirement
and resignations to support the TOM and RBC V11.

Staff Governance Board

3

4

12

→

Reputational/
Stakeholder
Confidence

- Ensure appropriate distribution of staff and skills across service
delivery areas (Q4)

SD Director and
DACO's

- Establish monitoring arrangements to ensure appropriate availability is
maintained (Q4)

- Monitoring and scrutiny of activity is undertaken to provide assurance on all
matters relating to daily staffing and other staffing issues.

- Strategic Security board established
SR2.7
CR7.2

→

- Develop Ops Response Framework (Q4)
Political

- Terms of reference agreed

9
Service Delivery
Committee

Asset Management Liaison
Board

3

3

9

- Provisional action plan and gap analysis undertaken

→

- Development of a business case to benchmark the Services security
Legal / Regulatory management arrangements with other similar organisations (ongoing in
discussion with R&R)

Head of Asset
Management

- Adopted SFRS hydrants are repaired within agreed timescales and to current
technical standard and unplanned interruption of water supply is repaired within
the specified required time
Failure to discharge a Statutory Duty.
Impact upon health and safety of internal and external
stakeholders
SR2.8
CR 1.7

Adequacy of water supply for fire
fighting and other emergencies

Aug-17

Negative impact upon perception and reputation of
Service.
Adverse media coverage,
Negative internal and external scrutiny

- Scottish Water deployment of technical support at major incidents to consider
augmentation of water pressure to hydrants that are used for firefighting activities.
Dissemination of information from Scottish Water in relation to planned
interruptions to supply.
- Recording and reporting relating to inspection and maintenance of hydrants.
Hydrant allocation and access for new building developments and existing
conversion of premises

8
Service Delivery
Committee

Asset Management Liaison
Board

2

4

8

→

Legal and
Regulatory
Compliance

- Provision of Operational Information System capable of displaying fixed and
alternative water supplies.

- Ongoing dialogue between R&R managers, SFRS Legal manager and
Scottish Water to discuss charging issues and finalise service level
agreement (SLA).
- Engagement sessions continue with Service Delivery Areas (SDAs) to
progress ICT business case for hydrant system development.(ongoing)

DACO Response &
Resilience

- Draft internal audit report and action plan nearing completion. (Q4)

- Ongoing inspection regime is fully embedded into station work activities which is
further supported by the inspection and repair process that are undertaken by the
Hydrant Operatives. Internal governance is in hand to monitor and track all repair
work with SW.

Outcome 3: We are a great place to work where our people are safe, supported and empowered to deliver high performing innovative services.

SR3.1
CR5.3

SR3.2
CR2.6

Promote compliance with health,
safety and welfare legislation

Sufficiency of capacity and
resources to meet demand for
training

Feb-17

- An annual SFRS Health and Safety(HS) Improvement Plan supported by
bespoke Directorate/SDA HS improvement plans is created each year to address
aspects of legislative compliance . Through regular engagement with business
partners the improvement plan is progressed and monitored through the National
Exposure to employee safety, potential impact upon safety Health and Safety Board
Staff Governance
of communities, potential fine or penalty imposed on
Committee
Service
- A 3-year Clinical Governance Action Plan is in place which aims to continuously
improve the quality of services provided and safeguards the high standards of
clinical care. Year 1 of the action plan is complete.

Failure to deliver on Service Redesign implementation
could result in political / reputational or financial risk to
Directorate and Service.

- Refined TNA process with the aim of improving the services ability to pre-plan
and prioritise the organisation training requirements.

Adverse scrutiny whether internal or external.

- Training Exception Form introduced for ad hoc training not contained within
TNA, detailing stakeholders prioritisation in terms of training.

Oct-17
Potential impact upon core training programme to
accommodate other training needs. Impact upon learning
path for staff.

- Training delivery model utilising both National and Local Instructors to support
areas of risk critical training where possible.
- Recommendations of TED Review approved at SLT 26/08/2019.

16
National Health and Safety
Board

4

4

16

Staff Governance Board

4

4

16

→

Legal and
Regulatory
Compliance

- Embed innovative working practices, policies, procedures and
systems ensuring legislative compliance and best practice.(Ongoing)

Head of HS

16
Staff Governance
Committee

→

- TED Review Implementation Plan (Q4)
Legal / Regulatory

Head of TED
- Implementation of TED Review recommendation (Q1 2020/21)

Risk Ref. No.

Risk Description

Date
Identified

Governance and Scrutiny Arrangements
Consequence of Risk

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Rating

3

5

15

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

to discharge
a Statutory Duty.
Breachesand support sustainable economic growth.
• Outcome1: Our collaborative and targeted prevention and protectionFailure
activities
improve community
safety and wellbeing,
in relevant legislation and associated fines or penalties
- Ongoing monitoring of workforce to give early indication of potential issues.
imposed upon the service

Impact upon attainment of operational priorities

- A 5 year succession plan was agreed by SLT in October 2018. This has allowed
for the over-establishment of OCs ensuring adequate staffing is in place during
the transition to the new system.

Potential FAIs and resulting impact upon perception and
reputation of organisation

- Additional support is being deployed within OCs from OC TED to assist with the
integration of trainees into the workforce.

Potential injury or death to staff and or stakeholders

15
SR3.3
CR1.1c

Sufficiency of trained personnel to
crew operations controls

Aug-18

Adverse media coverage
Negative internal and external scrutiny
Impact upon health and safety of external stakeholders

- Staffing issues and risks including succession planning are included as part of
the agenda on regular R&R management team meetings where issues are
discussed with the POD Business Partner.

Service Delivery
Committee

SLT

→

- Develop Ops Response Framework (Q4)
Operational
- Develop Risk and Resilience Framework (Q4)

DACO Response &
Resilience

- Robust periodic inspections and maintenance regimes including defecting and
impounding procedures for all operational assets.

Negative impact upon perception and reputation of
Service.

- Collective agreement reached and new Policies agreed and implemented on
standardised terms and conditions

SR3.4
CR3.11

Successful negotiation and
engagement on terms and conditions
to enable transformation

Nov-18

Transformation agenda is reliant upon negotiations being
concluded and implemented. Impact upon capacity and
capability of employees, lost opportunities, impact upon
ability to demonstrate continued service improvement.

- Consultation and negotiation being carried out in line with NJC arrangements
related to broadening of the Firefighter role.

- Develop, agree and implement standardised terms and conditions for
all employee groups, along with supporting policies and processes by
Q4 2019/20.

12
Transformation and Major Transformation Programme
Projects Committee
Board

3

4

12

- One HROD Manager post has a specific reference to transformation across
POD, which ensures the interdependencies between POD and the various
transformation projects are fully considered and regular meetings are in place
with project Managers.

→

Operational

- Develop, agree and implement revised terms and conditions which
appropriately reward Firefighters in respect of the broadening of the role
by 2020/21.

Head of POD

- Review of Working Together Framework being carried out.
- Revised Terms of reference for the EPF agreed and implemented. Terms of
reference for the PAG being produced. Quarterly meetings between HROD, Rep
bodies and their Equality Reps in place to promote positive working and aim to
resolve emerging issues and risks.
SR3.5
CR6.1

Maintenance of positive employee
relations within collective bargaining
arrangements

Feb-17

Impact upon staff morale and service provision, impact
upon Service resilience

- The standardisation of uniformed terms and conditions in June 2018 reduced
the risk rating from 16 to 12. Negotiations on standardised RDS terms and
actions have concluded and further action is being considered with the aim of
reaching an agreed position. Two year pay deal agreed for Support Staff up until
March 2021.

- Review and develop an updated Working Together Framework and
Action Plan that reflects future requirements for negotiation and
consultation by Q4
12
Staff Governance
Committee

Staff Governance Board

3

4

12

→

Financial

- Review the SFRS approach to Bullying, Harassment and
Discrimination and progress action plan to address the culture of
bullying & harassment suggested within the 2018 staff survey results by
Q2 2021/22

- A project plan has been implemented that incorporates a range of activities to
support the review of resourcing processes and will provide regular updates in
accordance with governance arrangements.

SR3.6
CR6.2

Feb-17

Impact upon staff morale and service provision, impact
upon Service resilience, impact upon the health, safety
and wellbeing of staff, adverse internal and external
scrutiny, potential litigation and ET awards or penalty
incurred, negative impact upon reputation of Service.

- A 3 year Positive Action Strategy and action plan developed for implementation
in Q4 2019/20, to support attraction and retention of underrepresented groups
across SFRS in order to enhance the diversity of the workforce and the benefits
which this brings.

Head of POD

- Comparison of Ts and Cs across the organisation to assess and
address any risk or gaps by Q2 2020/21

- Bullying, harassment and discrimination policies, procedures are being reviewed
and supporting toolkits developed and implemented that support expected
behaviours, culture change and the SFRS values.

Development of a
positive/transparent working culture
aligned with SFRS values

- Complete the standardisation of terms and conditions on RDS specific
aspects, including implementation by Q4

9
Staff Governance
Committee

Staff Governance Board

3

3

9

→

Reputational

- Review Workforce Planning and Resourcing Processes and develop
relevant guidance documents and toolkits that promote and ensure that
recruitment and selection processes and practice are consistent, fair
and transparent by Q4 2020/21

Head of POD

- Develop and progress initiatives and actions aligned with the Positive
Action Strategy to improve the attraction and retention of
underrepresented groups within SFRS - for roles across all employee
groups by 2021/22

- Total Reward and Recognition Framework including SFRS Recognition Scheme
are being reviewed/developed, along with continuation of the Edenred Benefits
Framework.

- Introduction of recognised Employee Networks related to protected
characteristics and identification of senior employee champions

- National and local actions against Staff Survey are being progressed.

- SFRS and Directorate/SDA Health and Safety Improvement Plans

SR3.7
CR2.1

Development of a safety culture
within the Service

Feb-17

- Health and Safety Engagement protocol
Increased risk of serious injury or death, general impact
upon the health, safety and wellbeing of staff, impact upon
- Development of an in-house Health and Safety Management Information
the safety of communities, impact upon key performance
System
indicators, negative internal and external scrutiny,
prosecution under H&S legislation, unnecessary costs,
- Development of a corporate resilience and wellbeing strategy
impact on reputation and staff morale, impact on service
delivery
- Management Arrangements Development Programme

- Develop and implement an action plan to support the SFRS Mental
Health Strategy by (Q4)

9
Staff Governance
Committee

National Health and Safety Board

3

3

9

→

Legal and
Regulatory
Compliance

- Implement the Lifelines Project in line with Tri Service Collaboration by
(Q4 2021-22)

Head of HS

- Implement and embed the Post Incident Support Service by (Q4 201920)

- Refined TNA process with the aim of improving the services ability to pre-plan
and prioritise the organisation training requirements.
9
SR3.8
CR3.7

Development of a sustainable skills
profile within the transformation
programme

Feb-17

Impact upon capacity and capability of employees, lost
- TED Leads continue to work closely with Programme Office Leads to ensure that
Transformation and Major Transformation Programme
opportunities, impact upon ability to demonstrate continued TED are fully sighted on any training impacts that arise as a result of these
Projects Committee
Board
service improvement, increase in work related stress
Projects.

3

3

9

→

- TED Review Implementation Plan (Q4)
Operational

Head of TED
- Implementation of TED Review recommendation (Q1 2020/21)

- Recommendations of TED Review approved at SLT 26/08/2019.

- Review of pre-employment procedures to ensure legislative
compliance by 2021

8
SR3.9
CR7.3

Prevention of insider threats to the
Service

Feb-17

Service interruption, negative publicity and scrutiny,
financial fine and penalties

- Work is ongoing to review Employment policies and procedures

Staff Governance
Committee

Staff Governance Board

2

4

8

→

Operational

Head of POD
- Implementation of PVG and review of associated employment policies
by Q4 2019/20

Risk Ref. No.

Risk Description

Date
Identified

Governance and Scrutiny Arrangements
Consequence of Risk

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

Risk Rating

Outcome1:
collaborative
and targeted
prevention
and
protection
activities
improve
safety andfire
wellbeing,
andservice
supportfor
sustainable
• Outcome
4:Our
We are
fully accountable
and maximise
our
public
value by
delivering
a highcommunity
quality, sustainable
and rescue
Scotland. economic growth.

- A Corporate Procurement Steering Group has been established, a Procurement
Workplan is in place and a Commodity Strategy has been implemented

SR4.1
CR1.9

Procurement of goods, works and
services within required timescales

Mar-14

- User Intelligence Groups established within Projects to ensure effective decision
Significant impact upon the successful delivery of projects.
making.
Audit and Risk Assurance
Impact upon achievement of SFRS Operating Plan and
Corporate Assurance Board
Committee
general performance within the Service.
- Additional staff have been appointed and are in post.

- Training programme now initiated and training scheduled from October
to March 2020 - (Q4)

16
4

4

16

→

Operational

- Discussions with Asset Management re Capital Programme and with
POB re Business Cases to ensure early notification of Procurement
requirementss is identified,

Head of Finance &
Procurement

- Review at Capital Monitoring Group with updates also to Finance Managers
Team
- Capital Programme has been scrutinised by Directorates
- Business Cases are developed for strategic transformation projects with
resource implications understood and agreed
SR4.2
CR4.1

Investment decisions not fully informed, adverse scrutiny,
budget planing assumptions inaccurate, potential benefits
and opportunities not gained

Financial planning arrangements

- Business case process developed and implemented.

- Business Case process initiated for 2020/21 and will be managed
through the Programme Office Board (POB) -Q3

6
Audit and Risk Assurance
Corporate Assurance Board
Committee

2

3

6

Audit and Risk Assurance Asset Management Liaison
Committee
Board

4

4

16

Audit and Risk Assurance
Committee

3

4

12

3

4

12

4

3

12

Audit and Risk Assurance
Corporate Assurance Board
Committee

3

4

12

Audit and Risk Assurance
Corporate Assurance Board
Committee

3

4

12

- Scenarion planning and medium term forcecasts to assist financial planning

→

Head of Finance &
Procurement

Financial

- Long-term financial strategy
- Ongoing dialouge with Scottish Government
- Assets maintained within allocated budget, ensuring that assets are kept to
legislative requirements and fit for purpose

SR4.3
CR4.2

Investment in Assets

Feb-17

Additional costs incurred in repairs and maintenance,
exposure where relevant legislation not met, potential
health, safety and welfare exposures

- Long Term Financial strategy established identifying further high levels of
investment required to ensure asset base is fully supported

- Continue to work in partnership with other public bodies to identify
and implement asset sharing solutions (ongoing)

16

- A high level capital submission for 2020-2024 has been submitted to Scottish
Government in July 2019

→

Financial
- Maintain the vehicle fleet, operational equipment and property estate in
line with statutory requirements and service standards (ongoing)

Head of Asset
Management

- Corporate Asset Management Strategy agreed
- Standing Orders, Procurement procedures, Peer review process and Training for
staff involved in procurement
12
SR4.4
CR5.6

Compliance with procurement
legislation

Feb-17

Potential fine or penalty incurred, negative impact upon
reputation of Service, adverse external scrutiny

- Currently reviewing Scottish Government Frameworks.
- Procurment legal protocol for assisting in early intervention re legal challenge to
procurement process

Corporate Assurance Board

→

Legal and
Regulatory
Compliance

- Training for new procurement staff has been implemented for
completion by Q4

Head of Finance &
Procurement

- ongoing training for in-house procurement team

SR4.5
CR3.2

Arrangements for consulting and
communicating with stakeholders

SR4.6
CR3.6

Identification and management of
interdependencies within the
transformation programme

Feb-17

Fail to identify shared values and priorities, missed
opportunities, miscommunication and poor perception held
of SFRS. Inability to gain necessary investment and
support from Government, difficulty in identify long-term
investment opportunities.

Apr-18

This could result in competing and/or conflicting priorities,
which impact upon capacity and capability of employees.
Opportunities may be lost, with the SFRS being unable to
demonstrate improvements as a result of transformation.

- A new Head of Communications and Engagement is in place and is reviewing
SFRS approach to internal and external communications and engagement.
- Communications and Engagement Principles and planning framework have
been presented to TMPC. Communications and Engagement officers will be
allocated to projects to provide specific support. On going engagement with
partners, government ministers and officials.

12

Transformation and Major
Programme Office Board
Projects Committee

- Governance arrangements have been altered to enable the Senior Management
Team to take on the Programme Office Board role. This will support the
coordination of transformation along with other key priorities by the Senior
Transformation and Major
Management Team, under the direction set by the Strategic Leadership Team.
Programme Office Board
Projects Committee

→

Reputational/
Stakeholder
Confidence

- Prepare a new Strategic Plan for the period 2019-2022. (ongoing)
- Produce an Annual Operating Plan each year to evidence commitment
to achieving priorities set out in the Strategic Plan.(ongoing)

Head of Comms and
Engagement

12

- The Programme Office Board frequency has been increased and further
programme boards established.

→

Reputational/
Stakeholder
Confidence

Development of an In-Phase project management module will take place
in Q4. This will include interdepencies log

Head of Corporate
Governance

- Compliance with Data Protection policies and procedures. Guidance and
support regarding data breach/incident management.
- Development of e-learning package for all staff.

SR4.7
CR5.5

Compliance with information
governance legislation

Nov-14

Potential fine or penalty incurred, negative impact upon
reputation of Service, adverse external scrutiny.

- Development of Information Sharing Protocol Policy and template/awareness
training.
- Implementation of Secure Email System and supporting policies.

12

→

Legal and
Regulatory
Compliance

- Develop full inventory of Information Sharing Protocols to be published
Head of Comms and
on iHub to assist in further partnership working cross Scotland. Started
Engagement
in Q3 will completed (Q4)

- Compliance with Freedom of Information policies and procedures.
- Guidance and support in relation to handling requests.
- Proactive publishing on Publication Scheme (website).

SR4.8
CR7.8

Suitability of systems to record, store
and manage SFRS incident data

May 19

Following concerns about the ongoing resilience and maintainance of the Home
Office Incident Recording System, a SFRS Incident Recording System project
Inablity to provide internal and external operational activity
was established and contingency measures put in place.
performance reports. Inablity to benchmark performance.
A long term replacement for IRS will need to be required and at presnt the Home
Inability to provide incident information for FOI requests
Office has not confirmed budget for this. A scoping process will commnce to
and Procurators Fiscal Reports.
ientify potential Scottish specific replacement.
.

12

- A Communication and Engagement Strategy has been approved by SLT and
Board and sets out the key principles of engagement and consultation across
SFRS. This will direct a consistent approach and standard across SFRS.
SR4.9
CR8.5

Protection of the Scottish Fire and
Rescue Services reputation

Feb-17

Adverse internal and external scrutiny, impact upon morale - Policies to set out requirements for engagement with the Media, Political
of employees, partnership engagement could be impacted Stakeholders and the use of Social Media will be in place.
- The SFRS Communications team is investing in specialist, skilled personnel to
both professionalise our communications and ensure more effective horizon
scanning and response to reputational risk.

→

Reputational/
Stakeholder
Confidence

3

4

12

→

DACO SPPC

- Ensure communications staff are aligned to major projects. (Q4)

12

Audit and Risk Assurance
Corporate Assurance Board
Committee

- Phase 2 of this project will commence in 2020 and will scope out future
IRS replacement options and if agreed, develop a Scottish IRS
system.(ongoing 2020/21)

Reputational/
Stakeholder
Confidence

- Implement new structure within the communications department. (Q4)
- Develop and implement a consistent framework/process to ensure
communication and engagement plans support major projects (Q4)

Head of Comms and
Engagement

Risk Ref. No.

Risk Description

Date
Identified

Governance and Scrutiny Arrangements
Consequence of Risk

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

Risk Rating

• Outcome1: Our collaborative and targeted prevention and protection activities improve community safety and wellbeing, and support sustainable economic growth.

- Approved Service Improvement Strategy and programme of work in
place and on track. (Q4)

SR4.10
CR8.8

Implementation of the Service
Improvement Strategy

Dec-18

- The Service Improvement Strategy 2018-2021 was developed through
engagement activities and takes into account stakeholder requirements. The
Adverse internal and external scrutiny, impact on the ability strategy is supported by a Service Improvement Programme.
of the Service to identify risk, continuously improve and be
a learning organisation.
- The Service have in place a mature Service Performance Improvement
Forum(PIF) which ensures due regard is given the HMFSI and Audit Scotland
Reports and that effective action plans are put in place and monitored.

- Actions in place to strengthen Service Improvment within new SFRS 3
year programme of work (ongoing)

12

Audit and Risk Assurance
Corporate Assurance Board
Committee

3

4

12

→

Reputational/
Stakeholder
Confidence

- To further support the implementation of the strategy there is an ongoing committment to enhance the Service Improvement Assessor
cadre, highlighting the positive development opportunities this would
provide for staff (ongoing)

DACO SPPC

- A CPD Programme is under development with the TED function to
ensure Assessors are recognised for their commitment (ongoing)

Operational availability systems reach end of life and fail to
ensure effective mobilising.

SR4.11
CR6.5

Development of a planning and
resourcing programme to replace
essential people and training related
systems

Aug-19

Current people systems inability to host or adapt to
transformation specifications.
Capacity for SFRS to resource project

- Establish information register of all people information systems by Q4
2019
- Sub group of the Digital Steering Group established
- Project dossier developed to establish change process

12
Senior Management
Team

Strategic Management Team

4

3

12

- Business case to resource programme developed

→

- Carry out detailed Impact Analysis with stakeholders by Q4 2019
Operational

- Develop Project Dossier to effectively plan and manage project by Q4
2019

Public Sector ICT project bias towards failure to deliver
fully

- The sustainability and environmental section restructure completed
SR4.12
CR5.7

Compliance with environmental
legislation

Feb-17

Potential fine or penalty incurred, negative impact upon
reputation of Service, adverse external scrutiny

- Submission of Asset Management Strategy to SFRS Board - June 2019

12
Audit and Risk Assurance Asset Management Liaison
Committee
Board

3

4

12

- Environmental and Carbon Management Board established

- Monthly monitoring
SR4.13
CR4.4

Available expenditure to match
funding

Feb-17

Potential for over or underspends impacting upon
effectiveness of service and generating unwanted internal
or external scrutiny

- Finance Business Partner support

Development of suitably skilled staff
to support the transformation
programme

Apr-18

Unable to deliver programme of work in a timely manner,
resulting in benefits not being realised and resources not
being effectively and efficiently utilised.

4

4

16

Transformation and Major
Programme Office Board
Projects Committee

3

3

9

Transformation and Major
Programme Office Board
Projects Committee

3

3

9

- Active contribution to Government Spending Review to articulate requirements
of Service

- A member of the Programme Office has taken on the role of Service
Improvement Assessor. This provides an opportunity for learning new skills in
problem solving, self-assessment, and process improvement. Other suitable
development opportunites are being provided to Executive Leads, Project
Managers, and other key personnel to support the programme of work.

→

Legal and
Regulatory
Compliance

↑

- Development of Aspect and Impact Register and alignment to risk
management framework (Ongoing)

Head of Asset
Management

- Develop and implement a Carbon Management Plan (Q4)

- Current coontrols measures will continnue to be monitored throughout
2019/20 - Ongoing

9
Audit and Risk Assurance
Corporate Assurance Board
Committee

- A dedicated Programme Office has been created to support transformational
and other major projects being undertaken within the SFRS.
SR4.14
CR3.9

Head of POD
- Develop Business Case to resource dedicated project team by Q4 2019

Financial

- Identify agreed savings which will allow management of the overall
financial position. (ongoing)

Head of Finance &
Procurement

9

→

Reputational/
Stakeholder
Confidence

- Review the effectiveness of the current Programme Office governance
and management arrangements.(Q4)

Head of Corporate
Governance

- The finances allocated to the Programme Office are managed as part of the
overall budget for the Strategic Planning, Performance and Communications
(SPPC) Directorate and through Corporate Governance. This is coordinated
through regular engagement between senior directorate managers and the SPPC
Finance Business Partner.

SR4.15
CR3.10

Delivery of the transformation
programme within budget

Apr-18

The SFRS could overspend in respect of the budget
- Regular engagement also takes place between the Programme Office and
allocated to the Programme Office itself, and also as a
Finance colleagues on the overall coordination and timings of the transformation
result of changes brought about by transformation causing programme.
impacts upon finance across other areas of the Service.
- An action plan has also been developed following a recent Gateway Review of
the programme; this includes specific actions in respect of financial monitoring.
Where appropriate the SFRS Business Case process is utilised to secure
additional funding for the transformation programme and constituent projects. A
workshop focused on the financial aspects of the programme will be held in 4th
quarter 2019/20

- New finacial reporting format for the portfolio will be completed in this
quarter.(Q3)

9

→

Financial
- Portfolio Finance workshop will take place in the next quarter.(Q4)

- The Service Improvement Strategy 2018-2021 was developed through
engagement activities and takes into account stakeholder requirements. The
strategy is supported by a Service Improvement Programme.

SR4.16
CR7.5

Demonstration of continuous
improvement throughout the
organisation

Feb-17

Ineffective decision making, poor investment of available
resources, health and safety exposures. Failure to have
effective systems of controls will lead to loss and negative
scrutiny of Service. Inability to achieve Service priorities
and ensure financial sustainability.

- The Service have in place a mature Service Performance Improvement
Forum(PIF) which ensures due regard is given the HMFSI and Audit Scotland
Reports and that effective action plans are put in place and monitored.

- Using our Code of Corporate Governance review the effectiveness of
our governance arrangements. (On-going)

9

Audit and Risk Assurance
Corporate Assurance Board
Committee

3

3

9

→

Head of Corporate
Governance

Political

- Annual review of SFRS Board and Committees and other operating
features (e.g. Board Strategy Days and Board Appraisals). (On-going)

DACO SPPC

Risk Ref. No.

Risk Description

Date
Identified

Governance and Scrutiny Arrangements
Consequence of Risk

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Rating

3

3

9

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

Reputational/
Stakeholder
Confidence

- An SFRS Sustainability Framework is in development and will be
complete in Q4 of 2019/20. This will demonstrate our sustainability
through delivery of economic, social and environmental benefits. It will
outline our commitment to social responsibility and identify appropriate
measures from which to monitor our positive contributions to society.

DACO SPPC

• Outcome1: Our collaborative and targeted prevention and protection activities improve community safety and wellbeing, and support sustainable economic growth.
- SFRS proactivley contribute towards the Scottish Government sustainabilty
goals through a range of initiaves and business processes including;
- Strategic committment detailed in New 2019-2022 Strategic Plan
- Vareity of Procurement processes and inaitves in place to support econminc
and social sustainablity
SR4.17
CR8.6

Demonstration of corporate social
responsibility and sustainability

Apr18

Unable to demonstrate the social value added by the
SFRS, and the impacts the Service has on sustainability.

- Carbon and Environmental Management Board and action plan

9

Audit and Risk Assurance
Corporate Assurance Board
Committee

- Committment and evidence of social responsibilty and sustainablity detailed
within

→

- SFRS Annual Reporting and Accounts
- SFRS Social Impact Pledge
- Supporting the sustainablilty of the Built Environment through P&P activity.

- InPhase. A New Performance Management System has been procured by
SFRS. Work is on-going to connect SFRS data and information to this system.

SR4.18
CR1.5

SR4.19
CR3.1

Improvement of outcomes by
identifying new/emerging community
risks and demands

Development of a long-term service
transformation strategy

Feb-17

Apr-18

Unable to allocate resources on a risk based approach,
resulting in inefficient use of resource, exposure to staff
and communities, adverse media and scrutiny of Service.

- In addition, work is ongoing to identify new KPI's and add supporting data to
inphase in order to demonstarte progress against the new strategic plan.
- The Service Delivery Model Programme has been formed as part of SFRS
overall Transformation Portfolio. Part of this programme is focused on assessing
community risk. A dedicated analyst has been seconded to the SFRS as part of
this programme and work is underway. (Responsible officer for this is DACO
MacDonald)

- The Service Delivery Model Programme Board supported by the
Programme Management Office will meet for the first time during this
quarter.(Q4)

8

Service Delivery
Committee

Senior Management Team

2

4

8

→

Reputational/
Stakeholder
Confidence

- Developing performance indicators with partners to align with the
requirements of the Performance Management Framework (Q4)

DACO SPPC

- Procure and implement a Performance Management System which
fully integrates planning, performance and risk management and
supports evidence-led decision making.(Q4)

- A Service Transformation - High Level Plan is being created for the SFRS,
covering the period up to and including 2021/22; this will be developed as the ongoing transformation journey matures. Individual projects will be managed in line
Inability to identify long-term strategic direction of SFRS
with SFRS' agreed protocols, and will be coordinated by the Programme Office to
within the wider context of public sector reform in Scotland.
ensure they fully complement the High Level Plan.
Inability to gain necessary political support and investment
Transformation and Major
from Scottish Government over the full period of
Programme Office Board
- Transformation will also be supported by the development of SFRS' next
Projects Committee
transformation. Difficulty in identifying long-term relevance
Strategic Plan, which will cover the period 2019-22, and associated Annual
of SFRS and demonstrating Service as an investible
Operating Plans.
commodity for the future.

8

2

4

8

Transformation and Major
Programme Office Board
Projects Committee

2

4

8

Service Delivery
Committee

2

4

8

→

Reputational/
Stakeholder
Confidence

- Produce an Annual Operating Plan each year to evidence commitment
to achieving priorities set out in the Strategic Plan. (Ongoing)

Head of Corporate
Governance

- The next strategic plan has completed it's consultation phase and been
approved for submission to Scottish Government Minsiter by the SFRS Board.

SR4.20
CR3.5

Realisation of benefits from the
transformation programme within
required timescales

Apr-18

Inability to demonstrate that the intended outcomes of
Benefits Strategy approved by TMPC in November 2019.
transformation have been met, including being unable to
evidence enhancement of firefighter and community safety
Benefits Tracker created and regular item at POB and TMPC
as a result of the programme.

6

→

Reputational/
Stakeholder
Confidence

Further work required to baseline benefits across the portfolio of
change programmes and projects.

Head of Corporate
Governance

- A Communication and Engagement Strategy has been approved by SLT and
Board and sets out the key principles of engagement and consultation across
SFRS. This will direct a consistent approach and standard across SFRS.
- Consultation and engagement planning will form key element of projects and
policy delivery and will be scrutinised by relevant Board Committees.

SR4.21
CR8.1

Suitability of consultation and
engagement processes to ensure
effective decision making

Feb-17

Ineffective decision making, poor investment of available
resources, impact upon staff morale and levels of
engagement

- CitizenSpace software will be utilised for consultations to ensure the widest
stakeholder reach and the provision of quantitative and qualitative reporting to
inform the decision-making process.

8

Corporate Assurance Board

Communications and Engagement Framework using OASIS model has been
developed and is to be used to support all major projects when developing
communciations and engagement plans to ensure conistency of approach and
evaluation of impact.

→

Reputational/
Stakeholder
Confidence

- Implement new structure within the communications department.(Q4)

Head of Comms and
Engagement

All major projects have a dedicated communcations officer or manager assigned
to support the development and delivery of the project's communications and
engagement plan.

- A new Performance Management Framework (PMF) has been developed and
was agreed by the Board at a special meeting held on 22 February 2018.

- Develop performance indicators with partners to align with the
requirements of the Performance Management Framework. (Q4)

- Work is on-going to embed the PMF, supported by an implementation plan,
which will include the development of reporting methodologies for the various
executive and non-executive groups across the SFRS, and locally.

SR4.22
CR8.3

Evidence of adequate performance
against suitable criteria

Nov-17

Unable to demonstrate an improvement in community
outcomes through work undertaken by SFRS, including an
- Work is on-going to connect SFRS data and information to this system.
inability to demonstrate best value.

- Work is ongoing to identify new KPI's and add supporting data to inphase in
order to demonstrate progress against the new strategic plan.
- The Performance Improvement Forum (PIF) monitors and reports on service
performance on national findings from Audit Scotland and HMFSI reports.

8

Audit and Risk Assurance
Corporate Assurance Board
Committee

2

4

8

→

Reputational/
Stakeholder
Confidence

- Identify an appropriate suite of performance measures each year to
align with the requirements of the PMF.(Q4)
DACO SPPC
- Review performance reporting to align with the requirements of the
PMF.(Q4)

Risk Ref. No.

Risk Description

Date
Identified

Governance and Scrutiny Arrangements
Consequence of Risk

Current Risk Assessment

Previous Risk
Rating

Existing Controls
Committee Level

Executive Board Level

Probability

Impact

Risk Appetite
Impact Assessment

Actions Still Required

Responsible Officer

Risk Rating

• Outcome1: Our collaborative and targeted prevention and protection activities improve community safety and wellbeing, and support sustainable economic growth.
- The Senior Responsible Owner (SRO) s the Deputy Chief Officer, supported by
the Head of Corporate Governance and Programme Management Office.

SR4.23
CR3.8

Effective governance of the
transformation programme

Apr-18

- Each project within the transformation programme has an Executive Lead and
each project has an assigned Project Manager. Support and coordination is
Unable to effectively coordinate and scrutinise programme provided by the Programme Office, ensuring the SFRS' standard protocols for
Transformation and Major
of work, leading to inefficiency in making required
project management are followed. Oversight of the programme is provided by the
Programme Office Board
Projects Committee
changes, and key milestones being missed.
Programme Office Board and the Senior Leadership Team, with scrutiny from the
Transformation and Major Projects Committee.

6

2

3

6

→

Reputational/
Stakeholder
Confidence

- Review the effectiveness of the current Programme Office governance
and management arrangements.(Q4)
- Develop and deliver instructional sessions on Programme Office
governance arrangements. (On-going)

Head of Corporate
Governance

- Appropriate external scrutiny is also being factored into the programme; an
action plan has been developed following a recent Gateway Review and a further
Gateway Review will take place in February 2020

- Established Board support Team
- Published 2016/19 Strategic Plan complementing the Fire and Rescue
Framework.

Procurement exercise for external legal services providers scheduled
for Q1 20/21

6

SR4.24
CR5.1

Governance of the organisation
within required statutory frameworks

- Compliance with established Data Protection policies and procedures.
Sept-16
Potential fine or penalty incurred, negative impact upon
reputation of Service, adverse external scrutiny

- Guidance and support in relation to equalities, data management, freedom of
information and adoption of a business partner approach informing Directorates
of governance requirments developing awareness and ownership of governance
arrangements.

Audit and Risk Assurance
Corporate Assurance Board
Committee

2

3

6

Audit and Risk Assurance Asset Management Liaison
Committee
Board

2

3

6

Audit and Risk Assurance
Committee

2

3

6

→

Legal & Regulatory
Compliance

Head of Corporate
Governance

- Legal Services team recruited

- Implementation of the Management of Occupational Road Risk (MORR) policy
SR4.25
CR5.8

Compliance with road traffic
legislation

Feb-17

Exposure to legal challenge and associated financial loss, - Rollout of the new drivers handbook and vehicle defect pack through the Driver
impact upon perception and reputation of Service
Awareness Group

6

- increased investment in frontline appliances

→

Legal and
Regulatory
Compliance

Compliance with software licensing
agreements and copyright legislation

Feb-17

Exposure to legal challenge and associated financial loss,
impact upon perception and reputation of Service

- Contract management arrangement developed for major suppliers
- Technical controls over source programmes and files

Corporate Assurance Board

→

Head of Asset
Management

- Renewal of microsoft enterprise agreement (Q4)

6
SR4.26
CR5.9

- AVLS system - onboard vehcle location system - completion of roll-out,
training and devlopment (Q4)

Legal and
Regulatory
Compliance

- Performance monitoring through online portal of agreements allowing
contacts to be scaled up or down depending upon Service requirements
(Q4)

Head of ICT

Appendix C
Step 1:

Probability

Each risk will be assessed based on the likelihood of it occurring within the organisation.
The table below gives some assistance in making this assessment.

Criteria for Evaluating Risk
Probability

Description

Numerical Value

Plain English

1 in 20,000

1

Very Low – Where an occurrence is
improbable or very unlikely
Low - Where an occurrence is possible
but the balance of probability is against

1 in 2,000

2

Medium- where it is likely or probable
that an incident will occur

1 in 200

3

Will probably happen at some point in the
future

High- where it is highly probable that an
incident will occur

1 in 20

4

Has happended in recent past and will
probably happen again

Very High- where it is certain that an
event will occur

1 in 2

5

It's already happening and will continue to do
so

Step 2:

Impact

Never happended and doubt it will

Has happended before but unlikely

Each risk will then be considered in terms of the impact it may have upon the achievement of key service priorities.
Risks may impact upon a number of different categories but it is the highest impact area that will be chosen in relation to the
impact assessment.

RISK ASSESSMENT
Impact

1

2

Political
Effective Strategic Decision making, full
engagement by Board and SLT and meeting in
full the expectation of Scottish Government
and Local Communities

Operational

No negative impact on our ability to deliver the service.

Financial

Legal& Regulatory Compliance

no impact on our ability to deliver a balanced budget no adverse reputational damage to the service

Minor reduction in Board engagement,
There will be a very minimal impact on our ability to deliver the our ability to deliver a balanced budget will be
minimal impact upon achievement of strategic
service.
realised with minimal adjustments
objectives and no adverse comment from SG

Reputational/Stakeholder Confidence

Rumours, with potential for local
public/political concern

Potential unexpected external scrutiny of our
Some negative Local press interest or Local
activities due to non compliance. Some adverse
public/political concern.
media attention received.

3

Question raised over effectiveness of strategic
decision making, noticeable impact upon
There will be a reduction in the ability for us to deliver our
service delivery, critisim by external bodies,
services and there may be minor service disruption.
partners and sG

Limited damage to reputation.
Prolonged adverse media attention. Critcism of
action required to ensure delivery of a balanced
Extended negative local press interest. Some
our service as a result of srutiny by external
budget. Potential adverse impact on service delivery.
regional public/political concern.
bodies. Potential legal action.

Ineffective Board engagement, challenge over
strategic decision making of SFRS, failure to
delvier against agreed priorities and SG
critisism and threat of intervention

insufficient finances available to support service
delivery

Inneffective governance arrangements
Loss of credibility and confidence in the
identified resulting in Government intervention service. National negative press interest.
in the management of the service.
Significant public/political concern.

failure to live within our means

failure of the service

Service disruption for an extended period. Major
consequences.

4
Failure to deliver against SG prorities, failure of
Board and SLT to engage, intervention by SG
Failure to deliver our services
and external monitoring bodies

Full Public Inquiry. International negative press
interest. Major public/political concern.

5

Step 3:

Risk Assessment Matrix

The outcome of the probability and impact assessment will then be used to determine the overall risk assessment and
prioritisation of the risk.
The table below maps your assessment and allows you to sense check each risk against each other - does the assessment feel
right when compared to other risks

Probability
5

5

10

15

20

25

4

4

8

12

16

20

3

3

6

9

12

15

2

2

4

6

8

10

1

1

2

3

4

5

1

2

3

4

5

IMPACT

Step 4:

Risk Appetite

The initial risk assessment identifies the level of risk based upon the controls in place at the time of the assessment.
Risk Appetite considers the level of risk the service is prepared to accept and is set annually by the Board.
Risk Appetite uses your initial impact assessment in Step 2 and maps this against the table below. The outcome will be a box shaded green
or red.
Example: you picked operational as the impact category in step 2 with an assessment of 3. Using the table below look at the operational
category column and go down to three and it will be green.
If your impact assessment was 5 it would be red. The box for risk appetite is either red or green and no numbers are necessary.
RISK APPETITE

Impact

Political

Operational
Financial
Legal & Regulatory Compliance
Defensive approach - aim to maintain or protect
existing ways of working, rather than to create or
innovate. Priority for tight management controls and The key objective is to operate in line with the
Avoid anything which could be
oversight with limited devolved decision making
agreed budget profile. Only willing to accept
challenged, even unsuccessfully
authority. Resources withdrawn for all non-essential the low cost option
activities. General avoidance of system/technology
developments

Reputational/Stakeholder Confidence

Averse (1)

Minimal tolerance for taking any
decisions or actions that could result in
increased parliamentary scrutiny or
criticism of the Service

Minimalist (2)

Only tolerant of making decisions that
contradict or challenge national or local
governments where there is no chance
of significant repercussions for the
Service

Innovations are always avoided unless essential.
Decision making authority held by the SLT. Resources
allocated to core business. Only essential
systems/technology developments

Only prepared to accept the potential for very
Want to be very sure the Service would
limited variance in budget lines. Minimising
win any challenge
cost is the primary concern

Only tolerant of risk taking where there
is no chance of significant repercussions
for the Service

Cautious (3)

Only tolerant of making statements or
taking decisions that impact on the
political arena where the Service has the
support of key political stakeholders

Tendency to stick to the status quo. Innovations
generally avoided unless necessary. Decision making
authority generally held by SLT. Resources are
generally allocated to core business.
Systems/technology developments limited to those
which are essential, unless low risk

Prepared to accept the potential for some
variance in budget lines and the potential for
some minor underspend/overspend. Value
for money is the primary concern, with an
emphasis on quality as well as price

Only tolerant of risk taking where there
is limited chance of significant
repercussions for the Service

Open (4)

Appetite to take decisions which may
expose the Service to additional
parliamentary or political scrutiny, but
only where appripriate steps have been
taken to minimise any exposure

Innovation supported as long as there is a
commensurate improvement in management control.
Responsibility for non-critical decisions may be
devolved. Resources are allocated to capitalise on
potential opportunities, not just to deliver our current
practises. Systems/techology developments
considered where these will enable delivery.

Prepared to take some financial risk by
investing in new projects or activities (
recognising that this could result in
Challenge will be problematic but the
overspend / underspend ) as long as
Service is likely to win it. The gain will
appropriate controls are in place. In
outweigh the adverse consequences.
assessing value for money, quality
considerations are weighted more than price

Appetite to take any decisions which
may expose the Service to additional
scrutiny, but only where appropriate
steps have been taken to minimise any
exposure

Appetite to take decisions which are
likely to expose the Service to additional
political, media and parliamentary
scrutiny where the potential benefits to
the Service outweigh the risks

Innovation pursued, desire to break the mould and
challenge working practices. High levels of devolved
authority, management by trust rather than tight
control. Resources are allocated to areas of work
where there are guarantees of success - investment
capital type approach. New technologies viewed as a
key enabler of operational delivery.

Prepared to take financial risks by investing
for the best possible reward, accepting that
this brings the possibility of
underspend/overspend.

Appetite to take decisions which are
likely to expose the Service to additional
scrutiny, if the potential benefits
outweigh the risks

Risk Seeking (5)

Limited tolerance for sticking our neck
out. Want to be reasonably sure the
Service would win any challenge.

Chances of losing are high and
consequences serious. But a win would
be seen as a great coup.

Minimal tolerance for any decisions that
could lead to increased scrutiny or
criticism of the Service
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1
1.1

Purpose
To provide the Audit and Risk Assurance Committee (ARAC) with an update on the noncontract spend position as reported in the Annual Procurement Report for Financial Year
2018-19 in August 2019.

2
2.1

Background
Publication of the SFRS Annual Procurement Report is a requirement of the Procurement
Reform (Scotland) Act 2014.

2.2

The Scottish Fire and Rescue Service (SFRS) report, as approved by the Board and
published in August 2019, provided details of the contract/non-contract position with
respect to SFRS procurement activity.

2.3

Following publication of the Report, it was agreed that an updated position on non-contract
spend would be provided to ARAC at a future date.

3
3.1

Main Report/Detail
A procurement programme of work is updated on an annual basis taking account of SFRS
and client department priorities for the forthcoming financial year. This plan consists of
Capital Programme and Service Transformation priorities together with contract renewal
requirements and other elements such as addressing areas of non-contract spend.

3.2

The draft plan is prepared in consultation with client departments utilising the procurement
prioritisation matrix.

3.3

The draft plan of work is presented to the Corporate Procurement Steering Group (CPSG)
for approval prior to issue to the Procurement Category Teams for progression.

3.4

The plan is subject to regular review during the financial year to ensure that projects are
delivered against agreed timeframes with an updated position being presented to the
CPSG at regular intervals throughout the financial year. Updates against the plan are also
presented to the Capital Monitoring Meeting at monthly intervals.

3.5

The Procurement Plan of Work in financial year 2018/19 and previous years was
concentrated on delivering the Capital Programme due to resource issues within the
Procurement Team. This impacted upon the capacity to address many areas of non-

ARAC/Report/PositionofNonContractSpend
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NOT PROTECTIVELY MARKED
contract spend within these reporting periods. This position was reported to and noted by
CPSG.
3.6

Resources within the Procurement Section now allow greater flexibility to address noncontract spend but this position still requires to be balanced with resource constraints
within client departments and the priority that is given to the delivery of the approved
Capital Programme.

3.7

SFRS has committed to participating in national procurement exercises being progressed
by the National Fire Chiefs’ Council (NFCC) and other partner organisations. The
commitment to such collaborations will likely result in on-going non-contract spend in some
areas, particularly regarding PPE and Equipment, until resulting national projects are
completed.

3.8

The position and risks associated with non-contract spend is recognised and is regularly
monitored and reviewed. Non-contract spend is a key performance indicator (KPI) for the
Procurement Team and is reported monthly to the Finance Management Team with
regular updates also provided to CPSG. The annual position on the KPI is also detailed
in the Annual Procurement Report.

3.9

In the Annual Procurement Report for 2018/19, approved by the Board and published in
August 2019, the KPI for Contract/Non-Contract Spend was reported as follows:
Contract:
88.08%
Non-Contract: 11.92%

3.10

In December 2019, the KPI for Contract/Non-Contract spend was as follows:
Contract:
90.95%
Non-Contract: 9.05%

3.11

Within several categories e.g. Corporate and Equipment, non-contract spend is
fragmented across many disparate areas, resulting in a requirement for several tender
exercises to address it. This has an impact upon resources both within the Procurement
Team and client departments and limits the number of projects that can be progressed
within a financial year.

3.12

The wide geographical nature of SFRS also impacts upon contract delivery and requires
to be accounted for in all relevant procurement activity to ensure that the resultant
contract/s are fit for purpose and ensure a consistent level of service provision across the
Service. This can impact upon the timeframe for successful conclusion of contract delivery
and requires to be accounted for in the planning process when the Procurement Plan of
Work is being drafted.

3.13

The Procurement Plan of Work for financial year 2020/21 will be drafted following Board
approval of the Capital Programme for the forthcoming financial year and presented to
CPSG for approval. It will include details of relevant areas of non-contract spend which
will be recommended for prioritisation in F/Y 2020/21.

3.14

The 26th Conference of the Parties (COP 26), the 2020 UN Climate Change Conference,
is due to be held in Glasgow in November 2020. The procurement requirements of SFRS
to ensure operational readiness for the Conference are as yet unknown and will require to
be added to the Procurement Plan of Work once confirmed. To meet the timeframe of
November 2020, these projects will require to be prioritised within existing resources and
the procurement workplan adjusted accordingly.

3.15

Appendix A details the summary position for non-contract spend position for financial year
2018/19 across the six category areas.
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3.16

Appendix B details the current position as of January 2020, regarding each of the main
areas of non-contract spend within each Category area.

3.17

Appendix C details the main areas of non-contract spend which will be recommended for
prioritisation in F/Y 2020/21. This position is provisional and is subject to change
dependent upon finalisation of the Capital Programme, and SFRS requirements for COP
26.

4.1

Recommendation
The Audit and Risk Assurance Committee is asked to note the updated position regarding
non-contract spend which was previously reported in the Annual Procurement Report
published in August 2019.

5
5.1
5.1.1

Key Strategic Implications
Financial
There are no financial implications directly related to this report.

5.2
5.2.1

Environmental & Sustainability
Environmental or sustainability issues related to areas of non-contract spend will be
addressed in the development of the commodity strategy as projects are progressed.

5.3
5.3.1

Workforce
There are no workforce issues directly related to this report.

5.4
5.4.1

Health & Safety
There are no health and safety issues related to this report.

5.5
5.5.1

Training
There are no training issues related to this report.

5.6
5.6.1

Timing
This report covers financial years 2018/19 – 2020/21.

5.7
5.7.1

Performance
Monitoring of the SFRS contract / non-contract position forms part of the Service’s wider
procurement governance arrangements.

5.8
5.8.1

Communications & Engagement
Communication and engagement with the Board, SLT and the CPSG ensures awareness
and risk regarding non-contract spend is effectively managed.

5.9
5.9.1

Legal
Legal issues related to the SFRS procurement activity are addressed within the Service’s
procurement governance arrangements.

5.10
5.10.1

Information Governance
DPIA completed No. If not applicable state reasons.

5.11
5.11.1

This report does not contain personal information
Risk
The procurement programme of work will assist SFRS in addressing the risks associated
with non-contract spend.

ARAC/Report/PositionofNonContractSpend

Page 3 of 7

Version 1.0: 10/01/2020

NOT PROTECTIVELY MARKED
5.12
5.12.1

Equalities
EIA completed Yes/No. If not applicable state reasons.
There are no equality implications associated with this report

6
6.1

Core Brief
Not Applicable

7
7.1

Appendices/Further Reading
Appendix A: Summary Position for Non-Contract Spend for Financial Year 2018/19

72.2

Appendix B: Summary Position of Non-Contract Spend Addressed/In Progress as at
January 2020.

7.3

Appendix C: Non-Contract Spend Prioritised to Commence in F/Y 2020/21

Prepared by:

Stephen McDonagh, Procurement Manager

Sponsored by:

Sarah O’Donnell, Director of Finance and Contractual Services

Presented by:

Sarah O’Donnell, Director of Finance and Contractual Services

Links to Strategy and Corporate Values
Working Together for a Safer Scotland
Governance Route for Report

Meeting Date

Audit and Risk Assurance Committee

23 January 2020
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APPENDIX A
Summary Position for Non-Contract Spend for Financial Year 2018/19

Non-Contract
Spend
(Exclusive of
VAT) in FY
18/19

Contract
Spend
(Exclusive of
VAT) in F/Y
18/19

Total Spend
per Category
(Exclusive of
VAT

Non contract
spend as % of
Overall
Category
Spend

% of NonContract
Spend

PPE

£1,164,669

£6,928,248

£8,092,917

14.39%

14.05%

Property

£1,301,794

£25,137,619

£26,439,413

4.92%

15.70%

ICT

£1,353,364

£7,083,865

£8,437,229

16.04%

16.32%

Fleet

£1,364,582

£13,179,877

£14,544,459

9.38%

16.46%

Corporate

£1,519,851

£7,443,538

£8,963,389

16.95%

18.33%

Equipment

£1,587,213

£1,588,288

£3,175,501

49.98%

19.14%

Total

£8,291,473

£61,361,438

£69,652,911

11.90%

100.00%

Category
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APPENDIX B
Summary Position of Non-Contract Spend Addressed / In Progress as at January 2020.

Category

Non-Contract
Spend
(Exclusive of
VAT) in FY
18/19

Value of NonContract
Spend
Addressed

Value of NonContract
spend in
Progress

Total of NonContract
Spend
Addressed /
In Progress

Total % of
Non-Contract
Spend
Addressed /
In Progress

PPE

£1,164,669

£545,980

£460,069

£1,006,049

86.38%

Property

£1,301,794

£1,092,993

-----------

£1,092,993

83.96%

ICT

£1,353,364

£77,949

£1,246,050

£1,323,999

97.83%

Fleet

£1,364,582

£576,851

£78,000

£654,851

47.99%

Corporate

£1,519,851

£203,685

£791,165

994,850

65.46%

Equipment

£1,587,213

£57,429

£41,097

£98,526

6.21%

Total

£8,291,473

£2,554,887

£2,616,381

£5,171,268

62.36%
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APPENDIX C
Non-Contract Spend Prioritised to Commence in F/Y 2020/21

Category

PPE

Area of Spend
Safety Glasses
Station Laundry
Insignia / Belts / Rank Markings etc

Property

Furniture

Fleet

Maintenance / Repairs / Various Services
Vehicle Recovery Services

Corporate

Equipment

ICT

Annual Value (£) – Taken
from 18/19 Analysis
£29,837
£29,254
£17,031
Total
£76,122
£38,112

Total

£526,339
£55,351
£581,690

Total

£175,532
£71,913
£71,417
£318,862

Total

£287,393
£239,424
£234,861
£231,988
£172,306
£37,024
£32,031
£19,360
£1,254,387

Catering for Training
Legal Services
Scrap Cars for Training

Hydraulic Cutting Gear
Hose
Compressor Maintenance and Renewal
Cleaning Materials
Misc. Stores Items
Small Tools
Bottled Water
Batteries

Non-Contract spend projected to be
undertaken at quote level by Client Dept.

Total Non-Contract Spend Prioritised to Commence in 2020/21
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Agenda
Item 13a

AUDIT AND RISK ASSURANCE COMMITTEE – ROLLING FORWARD PLAN

STANDING ITEMS

25 March
2020

•
•
•
•
•

•

9 July 2020

Declaration of Interests
Minutes
Action Log
Forward Planning
Internal Controls
Updates
- Strategic Risk Register
- Anti Fraud
Gifts and Hospitality –
Quarterly Update

FOR NOTING

FOR RECOMMENDATION

Internal Audit
• Internal Audit Progress Report
2019/20
• Internal Audit – Annual Opinion
and Report 2019/20
•

Arrangements for Preparing the
AGS 2019/20.

•

Performance Improvement
Forum (PIF) New Draft Action
Plan Audit Scotland: The
Scottish Fire And Rescue
Service May 2018

ANNUAL PRIVATE MEETING WITH INTERNAL AUDIT
Internal Audit
• Declaration of Interests
• Internal Audit Progress Report
• Minutes
2020/21
• Action Log
• Forward Planning
• Internal Controls Updates External Audit
• External Audit – 2020/21 Audit
- Strategic Risk Register
Plan Progress Report
- Anti Fraud
• Gifts and Hospitality –
HMFSI
Quarterly Update
• Routine Annual Report
•

ARACRollingForwardPlan2019-20

Internal Audit
• Draft Internal Audit Plan 2020/21

FOR DECISION

•

Review of the Committee
Terms of Reference

•

Accounting Policies

External Audit
• External Audit – The Audit Plan
2020/21

•

SFRS (Draft) Annual Governance
Statement 2019/20

•

Committee (Draft) Annual
Report 2019/20 to the
Accountable Officer and Board

Spotlight – TBC

Page 1 of 2

Version 2.1: 05/07/2019

AUDIT AND RISK ASSURANCE COMMITTEE – ROLLING FORWARD PLAN

STANDING ITEMS

8 October
2020

21 January
2021

24 March
2021

FOR NOTING

FOR RECOMMENDATION

ANNUAL PRIVATE MEETING WITH EXTERNAL AUDIT
•
Declaration of Interests Internal Audit
• Internal Audit Progress Report
•
Minutes
2020/21
•
Action Log
•
Forward Planning
•
Internal Controls
Updates
- Strategic Risk Register
- Anti Fraud
•
Gifts and Hospitality –
Quarterly Update
•
Declaration of Interests Internal Audit
• Internal Audit Progress Report
•
Minutes
2020/21
•
Action Log
•
Forward Planning
External Audit
•
Internal Controls
• External Audit – 2020/21 Audit
Updates
Plan Progress Report
- Strategic Risk Register
- Anti Fraud
•
Gifts and Hospitality –
Quarterly Update
•
Declaration of Interests Internal Audit
• Internal Audit Progress Report
•
Minutes
2020/21
•
Action Log
• Internal Audit – Annual Opinion
•
Forward Planning
and Report 2020/21
•
Internal Controls
Updates
- Strategic Risk Register • Arrangements for Preparing the
AGS 2020/21
- Anti Fraud
•
Gifts and Hospitality –
Quarterly Update

ARACRollingForwardPlan2019-20
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•

FOR DECISION

SFRS Draft Annual Report and
Accounts 2018/19

External Audit
• Private Session – Annual Report
to Members and Auditor General
for Scotland

Internal Audit
• Draft Internal Audit Plan 2021/22

•

Review of the Committee
Terms of Reference

External Audit
• External Audit – The Audit Plan
2021/22

•

Accounting Policies
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