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PUBLIC MEETING - AUDIT AND RISK ASSURANCE COMMITTEE 

THURSDAY 17 JANUARY 2019 @ 1000 HRS 

BRAIDWOOD SUITE, SCOTTISH FIRE AND RESCUE SERVICE,  
SFRS HEADQUARTERS, WESTBURN DRIVE, CAMBUSLANG, G72 7NA 

 
AGENDA 

 
 
1 CHAIR’S WELCOME 
 
 
2 APOLOGIES FOR ABSENCE 
 
 
3 CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE 
 
 
4 DECLARATION OF INTERESTS 
 Members should declare any financial and non-financial interest they have in the items of 

business for consideration, identifying the relevant agenda item, and the nature of their interest. 
 
 
5 MINUTES OF LAST PUBLIC MEETING:  9 OCTOBER 2018 (attached) 
 
 
6 ACTION LOG (attached) 
 
 
7 INTERNAL AUDIT  
a) SFRS Internal Audit Progress Report 2018/19 (attached) G Gibb 

- Service Improvement Strategy  
- Corporate Governance Review  

b) Audit of the Procurement of Fire Kit and Personal Protective  
Equipment –Action Plan Update (attached) S O’Donnell 

c) Internal Audit Action 2013/14 - IT Security Arrangements (attached) S O’Donnell 
 
 
8 EXTERNAL AUDIT 
a) 2018/19 Audit Plan Progress Report (verbal) P Kenny 
 
 
9 GIFTS, HOSPITALITY AND INTERESTS POLICY – QUARTERLY  
 UPDATE (attached) S O’Donnell  
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10 ANNUAL GOVERNANCE STATEMENT – IMPROVEMENT ACTION  
 PLANS MID YEAR REVIEW (attached) A Cameron 
 
 
11 PERFORMANCE IMPROVEMENT FORUM AUDIT SCOTLAND:  
 THE SCOTTISH FIRE AND RESCUE SERVICE MAY 2018 ACTION  
 PLAN UPDATE (attached) R Haggart 
 
 
12 INTERNAL CONTROLS UPDATE  S O’Donnell 
a) Strategic Risk Register (attached) 

i. Spotlight Reports 

 CR5.5: Information Governance GDPR (C Wade) 

 CR8.7: Failure to give appropriate consideration to SFRS 
reputation in the corporate decision-making process (M McAteer) 

b) Anti-fraud (verbal) 
 
 
13 REPORTS FOR NOTING: 
 a) Scottish Government IAD Bulletin October 2018 
 
 
14 FORWARD PLANNING  B Baverstock 
a) Committee Forward Plan Review (attached) 
b) Items for Consideration at Future IGC, Board and Strategy Days meetings 
 
 
15 DATE OF NEXT MEETING 
 Thursday 27 March 2019 at 1000 hrs  
 Braidwood Suite, SFRS Headquarters, Westburn Drive, Cambuslang, G72 7NA 
 
 
PRIVATE SESSION 
 
 
16 MINUTES OF LAST PRIVATE MEETINGS (attached):   
a) - 11 SEPTEMBER 2018  
b) - 9 OCTOBER 2018  
 
 
17 ACTION LOG (attached) 
 
 
18 BEST VALUE REVIEW – INTERNAL AUDIT (to follow) S O’Donnell 
 
 
19 HMRC COMPLIANCE VISIT (attached) S O’Donnell 
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PUBLIC MEETING - AUDIT & RISK ASSURANCE COMMITTEE 

 
TUESDAY 09 OCTOBER 2018 @ 1000 HRS 

 
BRIAN SWEENEY ROOM, SCOTTISH FIRE AND RESCUE SERVICE HEADQUARTERS 

WESTBURN DRIVE, CAMBUSLANG, G72 7NA 
 

PRESENT:  
Brian Baverstock (BB), (Chair)  Fiona Thorburn (FT) 
Marieke Dwarshuis (MD)              Tim Wright (TW)  
  
IN ATTENDANCE: 
Alasdair Hay (AH)   Chief Officer 
Iain Bushell (IB)   Deputy Chief Officer 
Sarah O’Donnell (SO’D)    Director of Finance & Contractual Services 
Mark McAteer (MMCA)         Director SPPC 
Gary Gibb (GG)   Internal Audit  
Julie Taylor (JT)   Internal Audit 
Jim Montgomery (JM)   Internal Audit 
David Johnston (DJ)   Risk and Audit Manager 
Iain Morris (IM)    Head of Asset Management 
Caroline Jamieson    External Audit 
Alasdair Cameron (AC)   Board Support Manager 
Leanne Watson (LW)     Corporate Admin Assistant Team Leader/Minutes 
 
OBSERVERS: 
Karen Horricks – Internal Auditor  
Derek Parker – Scottish Government  
 

 
1 CHAIR’S WELCOME 
1.1 The Chair opened the meeting, welcomed those present and introduced new board 

members who will now sit on this Committee. This will be the last meeting for MD and he 
thanked her for her contribution. 
 

2 APOLOGIES 
2.1 Primrose Stark        Board Member  

Anne Buchanan      Board Member 
Stuart Neill              Head of Communications and Engagement. 
 

3 CONSIDERATION OF AND DECISION ON ANY ITEMS TO BE TAKEN IN PRIVATE 
3.1 The Committee agreed that the SFRS Annual Report and Statement of Accounts 

2017/2018 and External Audit Annual Report to Members of Auditor General for Scotland 
2017/18 will be taken in private. 
 
No further private items were identified. 

Agenda 

Item 5 
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4 
4.1 

DECLARATION OF INTERESTS 
None. 

  
5 MINUTES OF LAST PUBLIC MEETING: 14 JUNE 2018 
5.1 
 
5.2 
 
 
5.3 

The minutes were approved as an accurate record. 
 
Matters Arising 
None 
 
The minutes of the public meeting held on 14 June 2018 were approved as a true 
record of the meeting 
 

6 
6.1 

ACTION LOG 
The Committee considered, noted and agreed with the action log. 

  
7. INTERNAL AUDIT 

 
7.1 
7.1.1 
 
 
 
 
 
7.1.2 
 
 
 
 
 
 
 
7.1.3 
 
 
 
 

 
 

7.1.4 
 
 
7.1.5 
 
 
 
 
 
 
 
7.1.6 
 
 
 
 
 

a) Internal Audit Annual Assurance Report 2017/18 
GG presented the report to the Committee advising that two outstanding reports have now 
been finalised along with the Annual Assurance Report and the actions from the action log. 
He confirmed a reasonable level of assurance for the organisation. The Internal Audit Plan 
has been completed and all of the recommendations have been accepted and are recorded 
on the action log.  
 
The Committee enquired as to whether there were any substantive changes made to the 
report and GG confirmed there were not. The report gives a basis for an overall opinion on 
where the organisation was just now and how it was progressing. There has been 
development within the organisation from inception, with the need to implement new 
frameworks, policies and procedures. The focus was now on implementing these. GG 
stated the organisation was moving in a good direction however there was scope for further 
improvement. 
 
The Committee asked if the period of prolonged absence within ICT, referred to on page 8 
of the report was an ongoing issue. SO’D advised The Audit Report recommended a review 
of staffing which will be carried out within the next year.  The absence issue has now been 
resolved. SO’D noted that the capacity of the ICT department has significantly improved 
over the last few years and that a review of staffing, to improve resilience within the 
department, would be undertaken within the next year. 

The Committee asked about the timeframe for achieving Cyber Essential Plus certification, 
SO’D confirmed it would be achieved by the end of the financial year. 
 
The Committee asked GG to clarify the process of assessing internal audit performance. 
GG advised that within this year’s programme there would be a review of the internal audit 
processes with a view to client surveys going out at the end of each audit to give feedback 
on performance from a client perspective. The review would also look at timeframes for 
responding and issuing reports and will set baseline targets. The Committee confirmed that 
this was detailed within the Internal Audit progress report and agreed to discuss later.  
 
The Committee noted and agreed the content of the report. 
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7.2 
7.2.1 
 
 
 
 
 
7.2.2 
 
 
 
 
 
 
7.2.3 
 
 
 
 
7.2.4 
 
 
 
 

7.2.5 
 
 
 
 

7.2.6 

 
b) SFRS Internal Audit Progress Report 2018/19 
GG presented the report to the Committee advising that the Information Governance 
Review had been concluded and an update will be provided under item 10. The Internal 
Audit Processes review was ongoing and the Corporate Governance review in respect of 
Board and Committees has just commenced. The Improvement Strategy review was now 
complete. An update has been provided on the implementation of existing 
recommendations.  
 
The Committee enquired about scheduling as the Information Governance final report was 
not due to come to ARAC until March 2019. GG advised the Information Governance 
review was a two stage process with the first stage aimed at an early indication of where 
the organisation was in respect of implementing GDPR. An extended follow up in quarter 
4 was scheduled and would pick up on initial recommendations and form a view on the 
organisations position in respect of GDPR compliance. 
 
The Committee asked for an explanation of the columns ‘action date due’, ‘agreed revised 
date’ and ‘% towards completion’ in the Progress Table. GG explained that in the past the 
Committee wanted to see a clearer picture on when the original action was due, revised 
dates and how close they were to implementation.  
 
The Committee noted a trend to extend due dates. GG commented on the challenges faced 
by the Service to implement recommendations. SO’D explained that some initial actions 
were reasonably simplistic but the Service were now working towards more robust, mature 
solutions beyond initial recommendations.  

The Committee raised concerns about the trend of extending outstanding actions. They 
suggested further narrative may be useful to explain the reasons for delays. SO’D advised 
she would bring a report to the next meeting to explain in detail the reasons for delay on 
the two actions that are in red. Template to be updated to include further narrative.  

ACTION: SO’D 
The Committee noted and agreed with content of the report. 
 

8 
8.1 
 
 
 
 
 
 
 
 

 
 
 
8.2 
 
 
8.3 
 
 
8.4 

REVIEW OF SFRS ANNUAL GOVERNANCE STATEMENT 2017/18 
AH presented the statement to the Committee highlighting the following: 

 This is the second review of the Annual Governance Statement which has now 
been updated to reflect two outstanding reports from Internal Audit: Fuel 
Management and ICT Security.  

 There have been ongoing improvements made to the format of the statement in line 
with the expectations of SPFM and best practice. 

 The report reflects reasonable assurance of controls in place. 

 Any areas of improvement highlighted by responsible managers within the Internal 
Control Checklists are being recorded using the newly introduced Improvement 
Action Plans that will be monitored through the Corporate Assurance Board with 
update reports to ARAC. 

 
The Committee noted that this was a very good example of a governance statement and 
stated moving forward will offer some suggestions on how this could be further developed.  
 
The Committee noted their support of the report and highlighted that External Audit have 
commented favourably on the statement also.  
 
The Committee noted and agreed the content of the statement. 

  
  



DRAFT - NOT PROTECTIVELY MARKED 

ARAC/Minutes/20181009 Page 4 of 10 Version 3.0 29/11/2018 

9 
 
9.1 
 
 
 
 
 
 
9.2 

REVIEW OF COMMITTEE ANNUAL REPORT 2017/18 TO THE ACCOUNTABLE 
OFFICER AND BOARD 
BB presented the report to the Committee noting that this second review has been 
brought back to allow any adjustments to be made after inclusion of the Fuel 
Management and ICT Internal Audit reports. He explained that it was explicit in the 
assurances that it provides, particularly from Internal Audit and its review of Risk 
Management and the review of Accounting Policies. The Committee strongly support 
the conclusion that has been reached in the report.   
 
Committee noted and agreed the content of the report. 
 

  
10 INTERNAL AUDIT REPORTS – PROGRESS UPDATE 
10.1 
10.1.1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

 
10.1.2 
 
 
 
 
 
10.1.3 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Information Governance – GDPR 
MMCA apologised that the covering report was omitted. He highlighted the following: 

 The introduction of GDPR has created challenges for all public bodies. 

 SFRS were required to be compliant by 18h May 2018. 

 One of our key challenges was producing an appropriate Information Asset 
Register, what was held previously was not fit for purpose against the new 
regulations and there is ongoing work to mature the Asset Register. 

 The role of Data Governance Officer, had been filled on a temporary basis by 
Vlad Valiente Legal Services manager but in the future will be held by a Senior 
Solicitor role once recruited. 

 Head of Corporate Governance would be appointed shortly and would oversee 
the whole team across this area.  

 In response to the Internal Audit report the terms of reference had been revised 
for the Information Governance Group and they will go to the Corporate 
Assurance Board (CAB) for approval. The RAG status of the plan would be 
updated.  

 Agency staff have been employed to support the Information Governance team 
with plans in place to arrange permanent support from within the Corporate 
Admin Team. 

 MMCA was working with the Legal Services manager to identify ways to support 
the Information Governance manager with resolving the issues highlighted in 
Action 5 of the report.   
 

The Committee asked for clarification on the distribution of the draft report, as only the 
final report appears to have been issued, and asked who signs off the report.  MMCA 
advised that the Information Governance Manager drafts and signs off the final report. 
There was assurance via the Corporate Assurance Board (CAB) that the actions would 
be properly managed.  
 
The Committee asked for assurance that the Service could comply with relevant 
legislation, given the amount of work ongoing.  JT advised that the audit had been split 
into two parts as there was recognition from the Information Commissioners Office (ICO) 
that although legislation came into place in May 2018 organisations would not be ready 
by then. JT advised twelve steps were issued which were being followed by the Service. 
The expectation was to show progress towards meeting the requirements to become 
compliant. If the issues raised were addressed by the end of the calendar year the 
Service should be compliant and assurance could be given to IOC at this time. MMCA 
added that the risk register and action plan within the directorate are being used to track 
the progress and ensure compliance. He noted that at the last CAB meeting there was 
discussion around how to strengthen corporate processes as well as ensure individuals 
are compliant. JM reviewed the Scottish Governments approach to GDPR a few months 
back and equally they received a reasonable assurance, so we are in the same situation 
as other organisations.  
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10.1.4 
 
 
 
 
 
10.1.5 
 
 
 
 
 
 
 
10.1.6 
 
 
 
 
 
 
 
 
10.1.7 
 
 
 
 
 
 
 
 
10.1.8 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
10.1.9 
 
 
 

 
 

 
The Committee questioned whether processes could be implemented and the structures 
put in place to follow this through. MMCA advised again this will come back to CAB. The 
Information Governance Manager will produce reports on actions that need to be taken 
and progress. Any issues could be escalated to the Strategic Leadership Team. The 
remit of CAB was to provide an executive level of assurance.  
 
The Committee noted that the Information Asset Register may not be complete and will 
require updating as the need arises.  The Service currently shares information with other 
blue light services and the Committee asked for assurance that will there be procedures 
to accommodate new data sources within a compliant framework. MMAC advised the 
privacy impact assessments will help with this and we are looking at how we share data 
and implement joint agreements. This presents legal and cultural challenges that will 
require to be tackled and overcome.  
 
The Committee felt that there was a danger that we understate the significance of this 
and noted that there has been slippage. It is recognised that most organisations are 
struggling with GDPR. When the project was initiated the deadline was 25th May, using 
that as a measure there is significant slippage. There is a concern that it has not been 
given as much importance as it should have been. MMAC commented that recruiting a 
Head of Corporate Governance shows that the organisation recognise the importance 
of corporate governance and the organisations position will strengthen in this regard 
over the coming months and years. 
 
The Committee asked if there was an action plan, was this reviewed by Internal Audit 
and was it deemed to be appropriate and robust. JT advised the action plan is translated 
into project activities, there is a project plan in place, however, there are improvements 
needed in order for the progress to become clear. JT feels that the responsibility was 
mainly falling with the information governance team to ensure the actions are being 
undertaken, the expectation is that CAB should have some responsibility for this going 
forward. The Information Governance team are aware of what is required but there are 
delays in retrieving information.   
 
The Committee noted that additional resources are a priority and asked for assurance 
that this will lead to creation of a clearer action plan.  MMCA confirmed it would. The 
Committee asked whether the paper was focused on an operational perspective as there 
was no mention of the Board or Committees. JT confirmed it was. The Committee 
enquired if this was normal for the Board not to have sight of something as important as 
this, MMCA advised this is something that can be looked at within this Committees 
function, however, the key operational oversight sits with CAB. He suggested they can 
look at how issues from CAB are brought to this Committee or the Board as a whole. 
MMCA has started a review which will look at the role of Committees and the executive 
board arrangements, which may give some suggestions to how we can strengthen that 
going forward. SO’D advised there is already a risk identified on the corporate risk 
register around breach of data security. If there was a need to escalate this risk and 
further scrutiny was required then this Committee would be more involved.  AH advised 
at the end of November they are bringing the overall corporate governance framework 
to a board strategy day. This will give everyone the opportunity to have oversight and to 
get a collective sense that it is fit for purpose both at board and executive level. The 
Committee welcomed this.  
 
The Committee commented that the most telling measure of success is around staff 
awareness, as this is likely where a breach will come, this is something that should be 
addressed. JT advised there is an Learning Content Management System (LCMS) 
module being created that will be available soon and will be compulsory for all staff. This 
should help address some of the issues around awareness. 
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10.1.10 
 
 
 
 
 
 
10.1.11 
 
10.2 
10.2.1 
 
 
 
 
10.2.2 
 
 
 
 
10.2.3 

 
10.2.4 
 
 
 
 
10.2.5 
 
 
 
 
 
10.2.6 
 
 
 
 
10.2.7 
 

 
 
 

 
 
10.2.8 

 
 
10.2.9 
 

 
 
 
 
 

The Committee are aware there will be a further report in March 2019 and asked for 
clarification that this is a hard deadline. GG advised it will depend on what comes from 
ICO. At the moment this is not a hard deadline. JM asked if it would assist if the terms 
of reference for this review come to the Committee for information. The Committee noted 
that there has been an extension to the deadline already and we should avoid having 
the same conversation around this issue if the deadline is extended again.                                                                                                                      
 
The Committee noted and agreed the report. 
 
b) Fuel Management Report 
IM presented the report which was previously brought to the adhoc meeting of the 
Committee back in September. There is now an action plan and update for this report. 
SO’D advised at that time it provided a limited assurance and the Committee had been 
keen to see rapid progress on the recommendations that were made. 
 
IM advised additional resources have been appointed through agency staff to assist with 
data cleansing. In addition one of the manager’s workload has been cleared to focus on 
this. Discussions have taken place with ICT to produce some automated data cleansing 
and work on this is ongoing. 
 
The issue with the register of fuel contact had now been resolved and updated. 
 
There were also a number of recommendations relating to the procedures and practices 
of the fuel cap. These policies are coming under review from the risk manager and IM 
and a report will be fed back once the review is complete. These policies are being 
refreshed and adapted to fall in line with recommendations from Internal Audit.  
 
There has been work going on over the last 6 months around the driver’s handbook, this 
has now concluded and the driver’s packs have all been printed and will be issued to 
every vehicle. The pack includes the log book, drivers defect book and the MORR policy. 
IM advised the team are working with Response and Resilience to produce a 
communication around these packs.  
 
A report in relation to the condition and maintenance of the fuel sites had been prepared 
and passed to the environmental section to undertake an environmental impact 
assessment. This will be submitted to the Asset Management Liaison Board in due 
course. 
 
A recommendation is being made to look at techniques to improve fuel efficiency and 
produce fuel savings. There is constant dialogue with the Driver Training section, they 
have confirmed that their training assessment covers techniques to reduce fuel 
consumption when not driving under blue light conditions. In addition dialogue is ongoing 
with Transport Scotland and Energy Savings Trust regarding the introduction of electric 
vehicles to further reduce the organisations carbon footprint. Other blue light services 
will also be involved with these discussions.  
 
The Committee feel the report is comprehensive and commend the amount of work done 
in a short space of time.  
 
The Committee asked how these developments are able to reduce the risk of fraud. IM 
advised he has reviewed the issues raised by internal audit and is satisfied there is no 
evidence of fraud. Procedures are in place to ensure only authorised employees of the 
service can authorise fuel consumption. 
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10.2.10 
 
 

10.2.11 
 
 
10.3 
10.3.1 

 

 

 

 
 
 
 
 
 
 

10.3.2 
 
 
 
 

 
 
 
 
 
 

10.3.3 
 
 
 
 
 
10.3.4 
 
 
 
 
 
 
 
 
 
 
 
 
10.3.5 
 
 
 
 
 
 

 
The Committee felt assured that this action was sufficient in the prevention of fraud and 
a further report on this was therefore not required.  
 
The Committee noted and agreed with the report.  
 
 
c) Structural Fire kit and PPE Procurement 
SO’D presented the report and highlighted the following 

 Internal Audit were asked to review the procurement of Fire kit and PPE which 
had gone through a legal process that was then abandoned.  

 A number of recommendations were made and are attached at Appendix A.  

 Following the report from Internal Audit the Chief Officer requested an internal 
report. This report was completed by ACO Ramsay, his findings are attached at 
Appendix B.  

 Appendix C is a comprehensive action plan that has been created.  

 Further updates will be brought to each ARAC meeting until all actions are closed 
off.  

 Monthly follow ups by Internal Audit are taking place to keep track of the actions.  
 
The Committee asked for what would change or has changed as a result of implementing 
these actions. SO’D advised the plan has been to strengthen the control environment, 
the processes and procedures. The action plan has also created an opportunity for joint 
working and to involve several areas within the directorate coming together. Recruitment 
has improved and two members of staff started in October with a further two due to start 
in November. IM has begun to develop Asset Management’s customer focus and has 
issued a customer survey to gather feedback on the PPE now purchased. There has 
been a strong and positive response to this. SO’D feels that by taking the actions that 
are noted, weaknesses will be addressed and it will take the directorate to the next level 
of maturity.  
 
The Committee asked if there is now a shift in culture. SO’D advised one action is to 
engage more effectively with the Scottish Government and National Fire Chiefs Council 
(NFCC). A procurement performance framework has been developed and a report on 
this will be fed back to the Committee. The procurement manager is holding quarterly 
meetings with each of the client departments to build relationships.  
 
The Committee asked AH to give his comments on the outcome of the report that he 
commissioned. AH explained that abandoning a procurement process is not desirable. 
Legal advice had to be taken and it became apparent that some internal processes did 
not stand up to scrutiny and therefore the process was abandoned. AH found this 
concerning and commissioned the Internal Audit report.  Following on from the 
recommendations within this ACO Ramsay was instructed to ensure these were 
implemented. AH has looked at this situation as a learning opportunity for the 
organisation. The individuals involved accepted accountability and have willingly 
engaged with the proposed improvements and actions. This process has shown the 
Service to be a true learning organisation that will robustly support individuals, and is 
willing to implement actions to improve policies and processes. AH advised this was the 
desired outcome at the start of the audit process.  
 
The Committee commented that it is a credit to the Chief Officer and the organisation 
that this difficult issue has been dealt with. It is encouraging to see that it has not just 
been an investigation into the issue, but also a review to deliver sustainable 
improvement throughout the whole procurement process. An important focus of the 
improvements appears to be building better relationships with customers, this will assist 
the whole procurement process going forward and will encourage end users to have 
procurement involvement.  
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10.3.6 
 
 
 

 
 

 
 
 
 
 
 

10.3.7 
 

 
The Committee asked if an external review of the changes and the procurement process 
is warranted. SO’D advised that the Chartered Institute of Purchasing and Supply (CIPS) 
were involved in the review undertaken by ACO Ramsay and are offering a review 
process which can be undertaken at a cost. There is also a Scottish Government 
assessment process, SO’D will review the options and identify to what extent there is 
duplication. The main source of audit will be the government Procurement and 
Commercial Improvement Programme process that is due in June 2019. If there is 
anything of worth that can be added through the CIPS process it would be beneficial to 
take this up also. The Committee agree that the CIPS process would be worthwhile and 
would put the organisation in a better position by the time the government review takes 
place next year.  
 
The Committee noted and agreed the report. 

11 
 
11.1 
 
 
 
 
 
11.2 
 
 
 
 
 
11.3 
 
 
 
11.4 
 
 
11.5 

PERFORMANCE IMPROVEMENT FORUM (PIF) NEW DRAFT ACTION PLAN 
AUDIT SCOTLAND: THE SCOTTISH FIRE AND RESCUE SERVICE MAY 2018  
MMCA presented the report and advised that the action plan was created in response 
to the Audit Scotland (AS) report May 2018. Representatives from all directorates have 
been involved and the plan is monitored through the CAB.  There are six monthly 
updates to CAB and ARAC. In the interim PIF will scrutinise the plan in more detail and 
escalate any action as necessary. 
 
The Committee noted that many actions were green. MMCA advised not all the actions 
are strategic and many had been completed before the action plan was finalised. AH 
noted that there were no real surprises from the report and the recommendations that 
were identified on the report were already been identified internally and work had already 
started. 
 
The Committee asked if the action plan is being used as a form of engagement with AS. 
MMCA advised they have had a draft copy sent to them and the final plan will be sent 
once it has been approved.  
 
The Committee commented that the action plan is well structured and very 
comprehensive.  
 
The Committee noted and agreed the plan. 

  
12 
12.1 
 
 
 
 
 
 
 
 
 
12.2 
 
 
12.3 
 
 
 
 

GIFTS, HOSPITALITY AND INTERESTS POLICY – QUARTERLY UPDATE 
SO’D advised that the policy for gifts and hospitality policy for employees was revised 
recently through the Strategic Leadership Team (SLT), there is a separate policy that 
applies to Board Members. The main principle is openness and transparency, as well as 
to ensure conduct is appropriate at all times. It aims to further clarify staff responsibilities. 
Steps were taken to ensure the policy was compliant with SPFM and also the 
procurement policy handbook. This was a recommendation that came from CIPS and 
the policy is compliant. The monitoring and reporting requirements have also been 
strengthened. For 2018 so far the register has 13 entries, this is presented at Appendix 
A. 
 
The Committee asked if there was any concerns in terms of data protection. SO’D 
advised there is no issue and this is something that has always been made public. 
 
The Committee noted the update. 
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13 
13.1.1 
13.1.2 
 
 
 
13.1.3 
 
 
 
 
 
 

 
 
13.1.4 
 
 
 
 
 
 
 

13.1.5 
 
 
 
 
13.1.6 
 
 
 
 
 
 
 
 
13.1.7 
 
 
13.1.8 
 
13.2. 
13.2.1 
 
13.3 
13.3.1 
 

 
INTERNAL CONTROLS UPDATE 
a) Strategic Risk Register 
i. Spotlight Reports – SO’D explained that this presentation was unable to go ahead 

due to absence. It will be brought to the next meeting. 
                                                                                              ACTION: SN/SO’D  

 
SO’D gave a quarterly update of the Strategic Risk Register. The risk dashboard 
summarises the strategic themes and no changes have been made to this. There are 
eight overarching strategic risks and fifty three sub risks which are described as 
corporate risks. There have been a number of changes made to them through the risk 
owners, who are listed in section 3.2.3 – 3.2.16. Work is being undertaken to reduce the 
number of reds and to merge actions where appropriate, this will help to clearly identify 
where the real risks lie. At 3.3.4 it is highlighted where the risk appetite is set for 2018/19. 
The risk movement is reporting period to reporting period.  
 
The Committee noted a key strategic risk is failure to deliver service transformation, the 
key enabler to this is the ability to negotiate new terms and conditions. Failure to do this 
affects the organisations ability to deliver service transformation yet this is not recorded 
as a risk. SO’D advised she will take this back to SLT to discuss having this reflected in 
the risk register.  
 

                                                                            ACTION:SO’D 
 

The Committee asked Internal Audit colleagues if other organisations manage risk 
registers in public sessions. GG advised on the whole other organisations manage these 
in private, this can be for various reasons. JM agreed the risk registers are generally not 
published. 
 
The Committee asked how the “spotlight” risks are chosen to be highlighted. SO’D 
advised they are suggested based on how high the risk is, but would welcome 
suggestions otherwise. BB asked if there were any risks that the Committee would like 
to be highlighted for the next meeting. Consideration will be given to this and feedback 
provided to SO’D. The Information Governance GDPR risk was identified as a potential 
spotlight risk.  

        ACTION:MMCA 
 
 
The Committee feel the risk register is a good example of risk management 
arrangements.  
 
The Committee noted and agreed the Register. 
 
b) Anti-Fraud  
SO’D noted that there were no issues to discuss.  
 
c) Legal and Regulatory issues 
SO’D noted that there were no issues to discuss.  

14 REPORTS FOR NOTING 
14.1 
 

 
 
14.2 
 

The following reports were circulated to the Committee for information: 
a) Audit Scotland “Overview of Internal Audit” 
b) IAD Annual Report 2017-18 to the Scottish Government Audit and Assurance 

Committee 
 
The Committee noted the Reports. 
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15 FORWARD PLANNING 
15.1 
 
15.2 
 
 
 
 
15.3 
 
15.4 
 
 

a) Committee Forward Plan Review 
 

The Committee reviewed the plan and discussed whether this was a forward plan or 
an annual plan. They agreed to discuss further and consider having this as a rolling 
plan. 
 

ACTION BST 
The Committee noted the Plan. 
 
b) Items for Consideration at Future IGC, Board and Strategy Days meetings 
The Committee noted that there have been issues raised regarding GDPR and risk 
management that may benefit from cross Committee discussion. This was agreed and 
will be raised at IGC.  

ACTION:  BB 
  
16 
 

DATE OF NEXT MEETING 
Thursday 17 January 2019 at 1000hrs 
Braidwood Suite, SFRS Headquarters, Westburn Drive, Cambuslang, G72 7NA 
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AUDIT AND RISK ASSURANCE COMMITTEE  

ROLLING ACTION LOG 

 

Background and Purpose 

A rolling action log is maintained of all actions arising or pending from each of the previous meetings of the Committee. No actions will be 

removed from the log or there completion dates extended until approval has been sought from the Committee. 

The status of actions are categorised as follows: 

 

 

 
Actions/recommendations 
Currently the rolling action log contains 6 Actions.  A total of 5 of these actions have been completed. 
 
The Committee is therefore asked to approve the removal of the 5 actions noted as completed (Blue status), note the 1 actions categorised as 
Green status and note no actions categorised as Yellow status on the action log. 

Agenda 

Item 6 
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AUDIT AND RISK ASSURANCE COMMITTEE  

ROLLING ACTION LOG 

Minute 
Ref 

Action Lead 
Due 
Date 

RAG 
Status 

Completion 
Date 

Position Statement 

Meeting Date:  9 October 2018      

7.2.5 SFRS Internal Audit Progress Report 
2018/19: The Committee raised concerns 
about the trend of extending and 
outstanding actions. They suggested 
further narrative may be useful to explain 
the reasons for delays. SO’D advised she 
would bring a report to the next meeting to 
explain in detail the reasons for delay on 
the two 2013/14 actions that are in red. 
Template to be updated to include further 
narrative. 

SO’D 
January 
2019 

  

Update (17/01/19):  Update report on the 
IT Security Arrangements is on the 
agenda for the January 2019 meeting.  
Update report on Technology One  – 
Security & Administration to follow. 

13.1.2 Strategic Risk Register: Spotlight Report 
on CR8.7: Failure to give appropriate 
consideration to SFRS reputation in the 
corporate decision-making process to be 
brought back to the next meeting. 

MMcA/SN 
January 
2019 

 January 
2019 

Completed (17/01/19):  On the agenda 

for the 17 January 2019 meeting. 

13.1.4 Strategic Risk Register: The Committee 
noted a key strategic risk is failure to 
deliver service transformation, the key 
enabler to this is the ability to negotiate 
new terms and conditions. Failure to do 
this affects the organisations ability to 
deliver service transformation yet this is 
not recorded as a risk. SO’D advised she 
will take this back to SLT to discuss 
having this reflected in the risk register.  

SO’D 
January 
2019  

January 
2019 

Completed (17/01/19):  A new corporate 
risk has been provided from People and 
Organisational Development reference 
CR3.11.  A related action plan is being 
prepared. 
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13.1.6 Strategic Risk Register: The Information 
Governance GDPR risk was identified as 
a potential spotlight risk. 

MMcA 
January 
2019  

January 
2019 

Completed (17/01/19):   This has now 
be placed on the Forward Plan/Agenda 
for 17 January 2019. 

15.2 Committee Forward Plan:  The 
Committee reviewed the plan and 
discussed whether this was a forward plan 
or an annual plan. They agreed to discuss 
further and consider having this as a 
rolling plan. 

BST 
January 
2019 

 
January 

2019 

Completed (17/01/19):  This has now 
been developed into a rolling Forward 
Plan by the Board Support Team. 

15.4 Items for Consideration at Future 
Integrated Governance Committee 
(IGC), Board and Strategy Days 
meetings: The Committee noted that 
there have been issues raised regarding 
GDPR and risk management that may 
benefit from cross Committee discussion. 
This was agreed and will be raised at IGC.  

BB 
January 
2019 

 
January 

2019 

Completed (17/01/19):  This has been 
added by the Board Support Team on 
behalf of the ARAC Chair to the IGC 
Agenda. 
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Internal Audit Progress 
Report 

Scottish Fire and Rescue Service  

17/01/2019  

  

Internal Audit Directorate 
Report Issue Date: 8-01-2019 

Agenda 
Item 7a 
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 Paper no:   C/ARAC/01-19 

Meeting date:  17 January 2019 

Agenda item:  7a 

 
 

 
Purpose: For noting 

 
 

 
Title:                    
 

 
SCOTTISH FIRE AND RESCUE SERVICE:   
INTERNAL AUDIT PROGRESS REPORT  
 

 
 
 
 
 
1. Purpose 
 
1.1. For information and comment. 
 
2. Key Messages 
 
2.1. The 2018-19 audit programme is on track to be delivered in full for the tabling of an annual 

assurance opinion for the June SFRS ARAC. 
 
2.2. Planning for the 2019-20 SFRS audit programme to commence shortly. 
 
 
3. Action Required 
 
3.1. Members are invited to note the range of IAD activities since October 2018, offer any 

comments and otherwise note the report.  

 

 

 

 

 

 

 
 

Jim Montgomery Gary Gibb 

Senior Internal Audit Manager Internal Audit Manager 
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4. Introduction 

 
4.1. This paper provides Members with a summary of Internal Audit Directorate‘s (IAD’s) activities 

in the Scottish Fire and Rescue Service (SFRS) since the Committee’s last meeting in 
October 2018.  

    
 
5. 2018-19: Main Assignments 
 
5.1. The 2018-19 Plan, as approved at the March 2018 ARAC meeting, comprised of seven 

reviews, the progress against each of these is shown in Table 1 below.  
 

5.2. As part of our professional standards we keep under review our audit programme to ensure 
that it continues to address key SFRS risks and provides value to the overall organisation 
assurance framework. From a recent review of the audit programme we noted that other 
assurance providers, HMFSI and Audit Scotland, had conducted reviews of SFRS 
Performance Management Reporting, which we had planned to review in 2018-19. Also, 
there has been a Gateway Review performed of the SFRS Transformation programme which 
also features in our 2018-19 programme. 
 

5.3. In light of this, we consulted with the Chief Officer and the ARAC Chair to question the value 
of conducting reviews of the same areas for which other assurance providers had recently 
provided an opinion. As part of the consultation we also recommended alternative areas for 
review which take into account areas of current risk for SFRS. 
 

5.4. The outcome of the consultation is to defer consideration of reviews of SFRS Performance 
Management and Transformation Programme until the 2019-20 audit programme and to 
replace them with reviews of SFRS Brexit Preparations and the use of SFRS Procurement 
Card. Table 1 below has been updated to reflect these changes.       
 

Table 1:  2018-19 Main Audit Assignments 
 

Audit Title  
 

Status 

Information Governance  Final Report issued – Reasonable Assurance 

 Follow Up Feb 2019 

 Forecast to Report ARAC: Mar 2019 
 

Corporate Governance – Board and 
Committees 
 

 Final Report issued – Reasonable Assurance 

Corporate Governance – External 
engagement  

 Fieldwork in Progress 

 Forecast to Report ARAC: Jun 2019 in view of 
availability of external stakeholders 
 

Performance Management Reporting  Deferred for consideration in 2019-20 
 

Transformation Programme 
 

 Deferred for consideration in 2019-20 
 

Improvement Strategy 
 

 Final Report issued – Reasonable Assurance 

Internal Audit Processes  Ongoing 

 Forecast to Report ARAC: Mar 2019 
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Audit Title  
 

Status 

Procurement Card  Planning commenced 

 Forecast to Report ARAC: Mar 2019 
 

Brexit Preparations  Planning commenced 

 Forecast to Report ARAC: Mar 2019 
 

 
6. Follow–Up Activity 
 
6.1. Our follow-up activity has also found that SFRS management had taken or were in the 

process of taking, appropriate action to implement recommendations that we had made in 
previous reviews. Appendix A gives an indication of the progress status towards 
implementing high and medium priority recommendations. Members will note that the number 
of remaining recommendations has decreased since the October ARAC in light of 
recommendations having been fully implemented. 
 

6.2. We continue to meet regularly with the Director of Finance and Contractual Services in 
respect of the follow up activity, which continues to have a positive effect in respect of 
influencing progress with the implementation of recommendations.   

  
7 2019-20 Audit Planning 
 
7.1. Members may wish to note that planning for the 2019-20 audit year will be commencing over 

the next few weeks. We shall be in contact with SFRS management and ARAC members to 
progress this and to submit the proposals at the next SFRS ARAC meeting.   

 
8 Advisory and Other Services 
 
8.1. IAD continues to be involved in providing ad hoc controls advice to SFRS including 

investigation of any potential fraudulent activity, with work progressing in this area. We have 
been involved in the development of an Anti-Fraud Training module in conjunction with the 
Learning Content Team with a view to having the module available to SFRS staff by the end 
of March 2019. In addition, we have commenced preparation work for the forthcoming 2019-
20 NFI Exercise with investigative work on potential data matches to commence from the end 
of January 2019. 

 
9. Strategic Matters and Insights 
 
9.1.  Our fifth SG IAD Bulletin has been recently issued and covers: Auditing Organisational 

Culture: Insights from the SG’s Data Protection Officer; and, the Risk in Focus 2019 report. 
This has been tabled separately for members information. 

 
9.2  SG IAD are continuing to develop a business case to provide a more sustainable solution to 

our resourcing challenges. In the meantime, we have continued to use contractors and have 
now commenced a further recruitment exercise to fill vacancies at various levels within the 
Directorate.  

 
 
10 Conclusion 
 
10.1  Members are invited to note and provide any comments on the paper.  
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APPENDIX A 
 

 

 

Reviews Containing High/Medium Recommendations not yet fully implemented 
 
 

GREEN Action with Revised date 

AMBER Action out with original/revised date less than 1 

month 

RED Action out with original/revised date by over 1 

month 

Audit 

Year 

Audit Title Tota

l No 

No 

Due 

Superseded Fully 

Implemented 

Part Implemented 

In Progress 

Not 

Implemented 

Action 

Date 

Due 

Agreed 

Revised 

Date 

% 

towards 

Completi

on 

Priority Comments on 

Recommendations Part 

& Not Implemented High Medium High Medium High Medium High Medium 

2013/14 

Technology 1 – 

Security & 

Administration 

7 7 0 0 1 5 1 0 0 0 

30 

June 

2014 

31 

March 

2018 

50% H 

Testing of Disaster 

Recovery 

Arrangements has 

now taken place and 

confirmed that data 

could be restored.  

Reconciliation checks 

have to take place to 

confirm data is 

correct and once 

complete this action 

can be closed. 

2015/16 

iTrent Roll out & 

Centralised 

Controls 

5 5 0 0 0 3 1 1 0 0 

31 Dec 

2016 

31 Dec 

2018 
85% 

H 

 

 

 

 

 

 

 

 

 Since harmonisation 

of uniformed T&Cs 

has been agreed a 

plan for spot checking 

payroll source 

documentation has 

been  

finalised however as 

data does not sit 

within a single point, 

implementation of 
31 Dec 

2017 

31 Dec 

2018 
50% M 
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plan will require 

resources from HR 

and systems to 

embed as BAU. 

The work being done 

to address the 

original 

recommendation of 

mapping key 

processes is much 

greater than originally 

asked for and now 

includes 

implementation of 

ESS to standardise 

processes.  

Therefore a project 

plan is being 

developed for 

approval by the Staff 

Governance Board 

with an expected 

timeline for June 

2019. 

2015/16 
Records 

Management 
6 6 0 0 1 4 0 1 0 0 

31 Mar 

2016 

31 Oct 

2017 
85% M 

The outstanding e-

learning package was 

submitted to SMT on 

28/09/18 and some 

minor amendments 

are required.  A query 

on the frequency of 

revalidation has been 

raised through the 

recent ICT Cyber 

Security audit and 

guidance has now 

been sought from the 
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Information 

Commissioners 

Office.  A report is 

being produced for 

CAB with an overview 

on revalidation 

frequency risks.   

2016/17 

iTrent 
Centralised 
Controls - 
Extended 

6 6 0 0 2 1 0 3 0 0 

30 Sept 

2017 

31 Dec 

2018 
50% 

 

M 

The work being done 

to address the 

original 

recommendation of 

standardisation of 

processes is much 

greater than originally 

asked for and now 

includes 

implementation of 

ESS to standardise 

processes.  

Therefore a project 

plan is being 

developed for 

approval by the Staff 

Governance Board 

with an expected 

timeline for June 

2019. 

31 Mar 

2018 

31 Dec 

2018 
50% 

M 

31 Dec 

2017 

31 Dec 

2018 
85% 

M 

2016/17 

Strategic 

Planning & 

Delivery 

4 4 0 0 0 1 0 3 0 0 
31 Mar 

2018 

31 Mar 

2019 
60% 

M 

 

 

 

 

 

 

 

 

 

Development work 

on-going in 

conjunction with ICT 

to establish a local 

SQL Server instance 

for Performance Data 

Services. In addition 

to the IRS data used 

for incident reporting 

the new database 
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facility also contains 

an off-line copy of 

CSET, PPED and 

Operational 

Intelligence tables, 

expanding the scope 

of the systems 

accessible to Data 

Services.    

Although there still 

exists some very 

minor discrepancies 

between iTrent 

reports run by HROD 

and PDS, the SFRS 

successfully 

published the Fire 

Safety and 

Organisational 

Statistics document 

on 31 August 2018.  

Work has now 

commenced to 

enable the PDS team 

to assist POD 

colleagues with the 

quarterly production 

of the performance 

reports provided to 

the Staff Governance 

Committee, helping 

to ensure these are 

fully aligned to the 

SFRS’ Performance 

Management 

Framework. 

28 Feb 

2018 

31 Mar 

2019 
60% 

M 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

31 Mar 

2018 

31 Mar 

2019 
30% 

M 
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Good progress 

continues to be made 

with the procurement 

of a Performance 

Management System 

via the UIG that has 

been created.  The 

Commodity Strategy 

has been developed 

and shortlisting 

undertaken using the 

G-Cloud Framework.  

Shortlisted suppliers 

will shortly be 

providing 

demonstrations of 

their respective 

products to selected 

members of the UIG, 

following which a 

decision can be made 

on contract award. 

2016/17 

Support Staff 

Training & 

Development 

3 3 0 0 0 2 0 1 0 0 
28 Feb 

2018 
 80% M 

 The issue of KPIs to 

be raised with the 

Chair of the Staff 

Governance 

Committee with a 

view to deciding what 

KPIs are required. 

Management 

information will be 

captured going 

forward as part of the 

annual appraisal 

process. 
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2016/17 

Workforce & 

Succession 

Planning & 

Recruitment 

3 3 0 0 0 2 0 1 0 0 
31 Aug 

2017 
 100% M 

The Workforce Plan 

has been agreed in 

principle by the SLT 

subject to some 

amendments. 

2017/18 

Fire Fighter 

Training 

Programme 

3 3 0 0 1 0 1 1 0 0 

Subject 

to SLT 

Decisio

n 

31 Mar 

2019 
40% 

 

H 

 

 

 

 

The review of RDS 

training programme is 

ongoing through a 

wider TED Training 

Review Project.  The 

timescale for 

completion of the 

review has been 

extended to March 

2019. 

The Draft Quality 

Assurance Strategy 

has now been 

approved and will be 

implemented. 

30 

June 

2018 

31 Mar 

2019 
95% M 

2017/18 

Fuel 

Management 

Arrangements 

8 7 0 0 1 1 4 1 0 0 

31 Aug 

2018 

31 Oct 

2018 
60% H 

The policy and 

procedures have 

been peer reviewed 

and are currently 

being updated. 

The provided car 

policy has been 

reviewed and 

updated and will now 

be discussed with the 

Chief Officer. 

Procedure in respect 

of chip and pin cards 

is being progressed. 

Work is progressing 

on data cleansing the 

31 Dec 

2018 

30 

June 

2019 

60% M 

31 Oct 

2018 
 100% H 

31 Oct 

2018 

31 Jan 

2019 
50% H 

31 July 

2018 
 90% H 
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fuel management 

system and is in the 

process of being 

checked by IA. 

Staff training on 

reporting tools within 

the fuel management 

system was 

scheduled for 

December prior to 

introducing reporting. 

The Handbook which 

includes requirement 

to complete logbooks 

is currently sitting 

with R&R. 

2017/18 

Corporate 

Responsibilities 

– Health & 

Safety 

5 5 0 0 0 0 5 0 0 0 

31 Dec 

2018 
  

M 

 

 

Governance 

arrangements have 

been confirmed and 

ToR will be revised to 

reflect. 

H&S will be added as 

an agenda item to the 

SLT meetings and 

minutes of NHSB 

meetings will be 

available on the 

intranet.   

The quarterly 

performance 

reporting template 

has been reviewed to 

include progress 

against SFRS H&S 

improvement plans.  

Meeting to be 

31 Oct 

2018 
  

M 

 

 

 

31 Dec 

2018 
  

M 

 

 

 

 

 

 

31 Dec 

2018 
  M 

31 Dec 

2018 
  M 
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arranged with chair of 

SGC to discuss. 

Discussion to take 

place with Director of 

POD regarding 

improving 

governance. 

H&S audit process is 

being reviewed but in 

the interim H&S will 

undertake an 

evidence audit before 

closing event 

investigation plans. 

2017/18 
ICT Security of 

SFRS Systems 
6 4 0 0 0 2 1 1 0 0 

31Dec 

2018 

31 Mar 

2019 
20% M 

A report will be 

brought to the Digital 

Steering Group on 

the mechanism to 

achieve annual 

training on Cyber 

Security and how to 

report on it. 

Secure storage 

requirements are 

being developed but 

delayed due to staff 

absence.  The 

Document Security 

Policy has been 

completed and will be 

presented to the 

SMT. 

31 Oct 

2018 

28 Feb 

2019 
50% H 

2018/19 

Corporate 

Governance – 

GDPR (Part 1) 

6 6 0 0 0 2 0 4 0 0 

30 

Sept 

2018 

 95% 

M 

 

 

 

The GDPR project 

plan has been 

updated with more 

risks and is awaiting 
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31 Oct 

2018 
 50% 

M 

 

 

 

 

approval from the 

Director of SPPC. 

The Terms of 

Reference for the 

Information 

Governance Group 

has been reviewed 

and is awaiting 

approval from the 

Director of SPPC. 

A business case is 

being completed for 

secure e-mail 

requirements and will 

be presented to the 

SMT in January 

2019. 

Work is ongoing in 

conjunction with 

Graphics to develop 

further guidance and 

with Corporate 

Comms in relation to 

a communication 

plan. 

31 Oct 

2018 
 70% 

M 

 

 

 

 

31 Dec 

2018 
 40% M 

                 

Total 62 59 0 0 6 23 13 17 0 0      

Percentage of total Due 0% 0% 10

% 

39% 22% 29% 0% 0%     
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Report No: C/ARAC/02-19 

Agenda Item: 7b 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 17 JANUARY 2019 

Report Title: 
AUDIT OF THE PROCUREMENT OF FIRE KIT AND PERSONAL 

PROTECTIVE EQUIPMENT –ACTION PLAN UPDATE 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to update the Audit and Risk Assurance Committee (ARAC) 
regarding progress in relation to the Action Plan arising from the Audit of the Procurement 
of Fire Kit and Personal Protective Equipment.  
 

2 Background  

2.1 
 
 
 
 
2.2 

Following the abandonment of an exercise to procure structural fire kit and personal 
protective equipment, the Chief Officer (Accountable Officer) commissioned an internal 
audit review to enable robust scrutiny of the process and to ensure that SFRS learns 
lessons for the future. 
 
As a result of this audit an Action Plan was developed and reported to the Committee at 
its meetings in June and October. 
 

3 Main Report and Discussion 

3.1 
 
 
3.2 
 

The latest Action Plan Update is attached at Appendix A, showing most actions are either 
complete or close to completion. 
 
It is anticipated that all actions will be completed by the end of the financial year and a 
final report submitted to ARAC. 
 

4 Recommendation  

4.1 The Audit and Risk Assurance Committee is asked to note the contents of the report. 
 

5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
There are no financial implications directly associated with this report. 
 

5.2 
5.2.1 

Legal 
The action plan is intended to ensure SFRS has effective governance arrangements in 
place around audit recommendations. 
 

5.3 
5.3.1 

Performance 
The action plan is aimed at ensuring SFRS performs as effectively as possible in both 
Procurement and Asset Management. 

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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5.4 
5.4.1 

Environmental & Sustainability 
There are no environmental and sustainability implications associated with this report. 
 

5.5 
5.5.1 

Workforce 
A number of actions are planned to ensure staff have the necessary capacity, skills and 
expertise to carry out these functions effectively. 
 

5.6 
5.6.1 

Health & Safety 
There are no environmental and sustainability implications associated with this report. 
 

5.7 
5.7.1 

Timing 
The actions within this plan are scheduled to be completed during this financial year. 
 

5.8 
5.8.1 

Equalities 
There are no environmental and sustainability implications associated with this report. 
 

5.9 
5.9.1 

Information Governance 
There is no requirement for a privacy impact assessment. 
 

5.10 
5.10.1 

Risk 
Implementation of this action plan is intended to reduce risks to SFRS in these areas. 
 

5.11 
5.11.1 

Communications & Engagement 
The action plan has been developed in conjunction with those who have been assigned 
tasks. 
 

5.12 
5.12.1 

Training 
A number of actions are planned to ensure staff have the necessary capacity, skills and 
expertise to carry out these functions effectively. 
 

6 Core Brief 

6.1 Not applicable 
 

7 Appendices/Further Reading 

7.1 Appendix A - Follow Up Action Plan – Issues Arising from the Audit of the Procurement 
of structural Fire kit and Personal Protective Clothing 
 

Prepared by: Sarah O’Donnell, Director of Finance and Contractual Services 

Sponsored by: Sarah O’Donnell, Director of Finance and Contractual Services 

Presented by: Sarah O’Donnell, Director of Finance and Contractual Services 

Links to Strategy 

Governance and Social Responsibility 

Governance Route for Report Meeting Date Comment 

Audit and Risk Assurance Committee 14 June 2018 For Noting 

Audit and Risk Assurance Committee 9 October 2018 For Noting 

Audit and Risk Assurance Committee 17 January 2019 For Noting 
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Follow Up Action Plan 

Issues Arising from the Audit of the Procurement of Structural Fire Kit and Personal Protective Equipment 

 

A. Procurement 

 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 
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A1 

Raise profile and 
credibility of 
procurement and in 
turn raise morale 

Q4 90% 

G
re

e
n
 

- 1-2-1 meetings held by Director with each member of the 
team 

- Planning Day held by Procurement Manager – SWOT 
analysis undertaken 

- Director led process workshop held with team 
- Director led meetings with stakeholders (A2) 
- Procurement Manager established quarterly meetings with 

Directorates / Service Delivery Areas (A4) 
- Procurement Manager and team members engaging at 

Scottish and UK level – attendance at National Heads of 
Procurement Event, Scottish Government PCG, Cluster 
Group Meetings and NFCC Forums 

- SFRS Procurement represented at national collaborative 
events – Procurement Improvement Event (30/5), national 
Meet the Buyer Event (6/6), Regional Meet The Buyer 
Inverness (5/9), Emergency Services Show (19/20 Sept) 

- SFRS participation in establishing NFCC National 
Frameworks (e.g. National Workwear Project) and 
discussions have taken place with on-going engagement in 
other proposed projects. 

- Meeting to be progressed with HIAL to discuss collaborative 
opportunities. 

- Membership of Supplier Development Programme confirmed 

Director FCS 
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A. Procurement 

 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 
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G
re

e
n
 

- Successful recruitment campaign, appointing 4 additional 
members of staff with recruitment ongoing for 2 further 
Procurement Officers 

- SFRS shortlisted in GO Awards 2018 in the category of GO 
Procurement Project of the Year Award (sub £20million 
value). Event  occurring on 23rd October 

- Meeting being set with Supplier Development Programme to 
explore further the opportunities which membership provides 
to SFRS. 

- Webpage on Supplier Development Programme being 
progressed. 

- SFRS success with in engagement with Support Business 
noted in Central government procurement Update Bulletin 
issued in Dec 2018. 

- Procurement Strategy 2019-2021 approved by Board 13 
December 2018. 

- Meeting held with Excel Scotland and SG Procurement – 
scope for further collaboration and frameworks. 

 

A2 

Through 
stakeholder 
consultation, 
develop 
comprehensive 
performance 
framework 
(qualitative and 
quantitative), and 
establish baseline 

Q2 100% 

C
o

m
p

le
te

 

- Procurement Performance Framework has been finalised 
and circulated to stakeholders. 

- Qualitative questionnaires are currently in operation following 
each tender exercise 

- SG PCIP initial assessment 
Director FCS 
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A. Procurement 

 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 
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A3 

Develop 
procurement 
section on SFRS 
website to provide 
greater accessibility 
to prospective 
suppliers, including 
procurement 
pipeline 

Q2 85% 

A
m

b
e
r 

- Work continuing with Comms Team to develop content of the 
website (both intranet and internet). 

- Contact page on Supplier Development Programme website 
is also being developed. 

- List of anticipated procurement activity to be undertaken in 
financial years 18/19 and 19/20 in now detailed on SFRS 
Buyer Profile on Public Contracts Scotland 

Procurement 
Manager 

A4 

Develop effective 
engagement 
arrangements with 
client departments 
to ensure needs 
are met 

Q2 100% 
C

o
m

p
le

te
 - Quarterly meetings now established  

- Corporate Procurement Steering Group meets 6-weekly 
- Category Leads meeting with Client Department on regular 

basis 
 

 

Procurement 
Manager 

A5 

Review 
procurement 
processes and 
documentation to 
identify any scope 
to streamline 
and/or clarify 

Q3 75% 

G
re

e
n
 

- Work progressing in updating Procurement Practice Notes 
with a number revised and awaiting review. 

- Work to commence on review of Standing Orders for the 
Regulation of Contracts to account for the revisions in 
Procurement Practice Notes. 

- Construction Procurement Handbook issued on 18th 
December and is mandatory guidance for all organisations to 
which the Scottish Public Finance Manual is directly 
applicable and.  This will be accounted for within the 
Procurement Practice Notes. 

Head of Finance 
& Procurement/ 

Procurement 
Manager 
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% 

Complete 
RAG Latest Update Owner 
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A6 

Ensure peer 
review/quality 
review process is 
applied to all 
procurements 
before issue, 
paying particular 
attention to use of 
language to avoid 
ambiguity and error 

Q2 100% 

C
o

m
p

le
te

 

- Quality review process issued to Procurement Team and now 
being used in all procurement exercises with a value in 
excess of £50,000 

Procurement 
Manager 

A7 

Review the 
Procurement 
Practice Note in 
relation to Tender 
Evaluation to 
ensure it effectively 
addresses sample 
evaluation.  

Q2 95% 
A

m
b

e
r 

- Practice Note drafted and issued to key stakeholders for 
feedback.   Once comments have been received, the final 
draft will be prepared for presentation to CPSG. 

Procurement 
Manager 

A8 

Review 
Procurement 
Practice Note in 
relation to User 
Intelligence Groups 
and ensure it is 
being applied 

Q2 90% 

A
m

b
e
r 

- Practice Note has been drafted but will require revision to 
account for changes to Procurement Journey issued on 7 
January 2019.   Once revisions have been accounted for, 
draft note will be issued for consultation before final draft is 
presented to CPSG. 

Procurement 
Manager 
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A. Procurement 

 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 
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A9 

Develop and issue 
a Procurement 
Practice Note in 
relation to Market 
Engagement 

Q3 95% 

G
re

e
n
 

Practice Note has now been drafted and issued to key 
stakeholders for comment.   Once comments have been 
received, the final draft will be prepared for presentation to 
CPSG.  

 

Category Lead 

A10 

Develop and issue 
a standard protocol 
for use in the event 
of a legal 
challenge, to 
include a lessons 
learned review 

Q2 95% 

A
m

b
e
r 

- Practice Note has been drafted and issued to Legal Services 
for comment.  Once comments have been received, the final 
draft will be prepared for presentation to CPSG.  

Procurement 
Manager 

A11 

Review 
arrangements for 
declaring Gifts, 
Hospitality and 
Interests to ensure 
these comply with 
the Scottish 
Procurement Policy 
Handbook and are 
being effectively 
actioned. 

Q1 100% 

C
o

m
p

le
te

 

- Review of Gifts, Hospitality and Interests Policy complete.  
Report was prepared and presented to SLT on 10 
September, which was approved. 

- Gifts, Hospitality and Interest Register will be a standing item 
on the Corporate Assurance Board agenda  
 
 

Category Lead 
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% 

Complete 
RAG Latest Update Owner 
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A12 

Develop a plan to 
resolve the 
resourcing issues, 
with particular 
focus on current 
workload 

Q1 100% 

C
o

m
p

le
te

 

- Procurement Team vacancies are now filled with final two 
members of the team commencing January 2019.   

- Category Leads progressing immediate requirements with 
relevant Client Departments and working with them to 
develop longer term workplan establishing key priorities.   

Head of Finance 
& Procurement/ 

Procurement 
Manager 

A13 

Ensure all 
procurement staff 
have the required 
skills and 
knowledge to 
perform their roles 
effectively 

Q3 80% 

G
re

e
n
 

- Training needs for Procurement Team identified as part of 
the wider training programme developed for SFRS.  Details 
have been passed to TED who will assist with the 
implementation of the training programme.  

- All relevant Procurement Team members continue to be 
supported in their studies to attain full membership of the 
Chartered Institute of Procurement and Supply (MCIPS). 

- All senior members of the Procurement Team are  MCIPS 
certified. 

- Specialised training continues to be progressed where a 
need is identified(eg Masters in Public Procurement Law and 
Policy). 

Head of Finance 
& Procurement/ 

Procurement 
Manager 

A14 

Develop and 
implement a 
suitable training 
programme for 
client department 
staff involved in the 
procurement 
process 

Q4 80% 

G
re

e
n
 

- Training programme has been developed with minimum 

numbers and costs established.   This detail has been 

passed to TED who will assist with the implementation of the 

training programme.       

 

Procurement 
Improvement 

Lead 
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% 

Complete 
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A15 

Review the PCIP 
action plan with a 
view to maximising 
possible progress 
ahead of the next 
assessment 

Q3 100% 

C
o

m
p

le
te

 

- Current position established and Action Plan has been 
developed in preparation of assessment to be undertaken on 
12th June 2019. 

- Progress against Action Plan will be monitored within the 
Procurement Section on two weekly cycle, with updated 
position reported to HoFP on monthly basis.  Updates will be 
provided to CPSG at agreed meeting cycle.  

Procurement 
Improvement 

Lead 

A16 

Based on agreed 
performance 
framework, 
demonstrate 
improvement from 
baseline 

Q4 60% 

G
re

e
n
 

- Best Practice Performance Measures included in new 
Procurement Strategy and will be reported to appropriate 
forums within SFRS at agreed intervals. 

- Questionnaires have been developed for use both internally / 
externally and their use is currently being implemented by 
Procurement team.  

- Performance indicators presented to Finance Management 
Team on monthly basis. 

- PCIP Action Plan being progressed in readiness for June 
2019 assessment. 

Head of Finance 
& Procurement/ 

Procurement 
Manager 
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B. Asset Management 

 

Ref Action Due 
% 

Complete 
RAG Latest Update Owner 
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B1 

Review Asset 
Management 
governance 
arrangements to 
ensure appropriate 
formal checks, 
balances and 
support 
mechanisms 

 
 

Q1 
 
 

100% 

  
  
  
  
  
  
  

C
o
m

p
le

te
 

- Following a restructure in July 2017, an Asset Governance 
and Performance team was established within Asset 
Management 

- The Asset Governance and Performance team support and 
monitor all major projects within Asset Management and 
centrally collate all performance indicators  

- Asset Management (AM) holds monthly Heads of Section 
Meetings which are formally recorded 

- The Head of Function has monthly 1-to-1 meetings with each 
Head of Section, with notes of actions produced 

- All key pieces of work are now being formally instructed in 
writing, 

- The Director of FCS will attend the HoS meeting on 26 
November to review progress. 

Head of Asset 
Management 

B2 

Review structure 
and remit of 
Equipment and 
Logistics team to 
ensure 
organisational 
needs are being 
met and resourcing 
is appropriate 

Q4 45% 

G
re

e
n
 

- Discussions now ongoing with West Midlands and London 
FRS on benchmarking with our current structures 

- We have identified an area for a compliance officer to 
manage the procurement contracts within AM and this will 
be explored further as we consult with other services  

- We are now in dialogue with Kent FRS to establish their 
structure for supporting equipment and PPE 

- Initial consideration of AM ICT systems – cross functional 
workshop arranged to consider strategic system 
requirements – being prioritised within ICT workplan as 
agreed by the Digital Steering Group 

- Emailed to Northern Ireland and Kent last week still no 
replies 

Head of Asset 
Management 
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% 

Complete 
RAG Latest Update Owner 
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B3 

Through the AMLB, 
undertake a review 
of the operational 
interface between 
Asset Management 
and Service 
Delivery/R&R to 
ensure 
organisational 
needs are being 
met 

Q2 100% 

C
o

m
p

le
te

 

- AMLB Terms of Reference updated to clarify roles and 
responsibilities – endorsed by AMLB, awaiting approval 
through SLT as part of wider review 

- Asset Management Strategy being developed through 
AMLB which will further clarify roles – draft due 12 October 

- Commenced Quarterly Periodic SDA DACO / AM Meetings 
started in June 

- Periodic Meetings have now commenced with DACO RR in 
June   

- All regular meetings are now in place and in the diary.  
- Project specific meetings take place with key partners to 

ensure full client involvement   

Director FCS/ 
Head of Asset 
Management 

B4 

Ensure all staff 
involved in the 
procurement 
process have 
received the 
necessary training 
and are competent 
to perform the roles 
assigned to them 

Q4 90% 

  
  
  
  
 G

re
e
n
 

- Finance & Procurement provided a recommended training 
matrix (guidelines) of development courses that Asset 
Management staff involved in procurement should 
undertake. These courses will be built into the appraisal 
process for each member of staff, with a certificate being 
produced at the end of each course and populated on iTrent 
and part of their PRF.  

- HoF to discuss training matrix with staff and agree three-year 
priority based plan. Once plan is in place we would consider 
this action closed. 

- This was agreed and discussed at last Heads of Section 
Meeting and will now form part of the appraisal process for 
all concerned. Procurement will however need to source the 
training courses to fulfil this and coordinate the training 

Head of Asset 
Management 
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% 

Complete 
RAG Latest Update Owner 
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B5 

Put in place robust 
arrangements to 
ensure appropriate 
technical expertise 
is available for all 
future asset related 
procurements 

Q3 100% 

C
o

m
p

le
te

 

- Decision that any area where SFRS does not have the 
required expertise such knowledge will be sourced from 
appropriate independent experts. This approach has been 
successfully tested within the Soft FM procurement.  

- AM will continue to develop its network within NFCC to tap 
into areas of best practice and experts within certain key 
fields. 

- Procurement Practice Note to reflect requirement for an 
assessment to be carried out to determine whether an 
independent technical expert is required for each 
procurement and if so in what capacity. 

Head of Asset 
Management 

B6 

Develop “customer” 
feedback 
mechanisms to 
collect regular 
qualitative 
information on 
Asset Management 
performance  

Q4 80% 

G
re

e
n
 

- Initial questionnaire undertaken with stations in relation to 
the new fire kit. Results have been collated and presented to 
the Asset Management Liaison Board. The report was 
welcomed and fully supported by the AMLB Board  

- This will now be standard practice for all major investments 
of PPE and equipment, and will be extended across other 
aspects of Asset Management. 

- The next exercise planned is to understand how our assets 
are performing within Water Rescue Stations 

- Kent FRS, which manages the PPE framework, has 
requested a copy of our feedback questionnaire, with a view 
to issuing to all framework users. 

- There is also consideration and progress for an ICT portal 
within the intranet to develop discussion forums on assets 
and to encourage station participation when rolling out new 
equipment and vehicles etc.  

Head of Asset 
Management 
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Ref Action Due 
% 

Complete 
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C1 

Review job 
descriptions for 
Heads of Function 
and senior 
managers to ensure 
roles and 
responsibilities are 
clear. 

Q1 50% 

A
m

b
e
r 

Work is ongoing with HR to develop up to date job descriptions 
for all relevant posts, in line with corporate approach.  Draft job 
descriptions now provided to HR for Heads of Function – 
feedback awaited. 

Director FCS 

C2 

Ensure SFRS 
Appraisal Process is 
operating effectively 
across the 
Directorate 

Q1 100% 

C
o

m
p

le
te

 HR are now sample testing the Appraisal Process across 
SFRS – all teams within FCS have now confirmed satisfactory 
progress. Director FCS 

C3 

Through the SFRS 
Appraisal Process, 
put in place personal 
development plans 
to address identified 
needs. 

Q1 100% 
C

o
m

p
le

te
 

Personal Development Plans have been updated in line with 
identified needs. 
 
360 Review process commencing, initially for FCS 
Management Team, to be cascaded to senior managers. 

Director FCS 
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Report No: C/ARAC/03-19 

Agenda Item: 7c 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 17 JANUARY 2019 

Report Title: INTERNAL AUDIT ACTION 2013/14 – IT SECURITY ARRANGEMENTS 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC) 
with an update on progress to close an outstanding audit action, Action 4, relating to the 
internal audit of IT Security Arrangements carried out in 2013/14. 
 

2 Background  

2.1 
 
 
 
 
2.2 
 
 
 
2.3 
 
 
 
 
 
 
 
2.4 
 
 
 
 
2.5 

In 2013/14 Internal Audit undertook a review of IT Security Arrangements as part of its 
planned programme of work. The aim of the assignment was to “evaluate and report on 
controls established to manage the risks relating to the efficient and effective operation of 
IT security management”. 
 
The standard used to assess the Scottish Fire and Rescue Service (SFRS) arrangements 
was the HMG Security Policy Framework, which is a high level strategic document and 
remains relevant today.  
 
The mandatory requirement within the Framework upon which this recommendation is 
based states; 
 
An effective system of assurance in place to satisfy their Accountable Officer / Head of 
Department and Management Board that the organisation’s security arrangements are fit 
for purpose, that information risks are appropriately managed, and that any significant 
control weaknesses are explicitly acknowledged and regularly reviewed.  
 
The audit identified that there was no formal process for ICT management to provide 
assurance to the Accountable Officer/Board on the adequacy of security arrangements. 
As such the recommendation was that ‘An annual assurance report on IT Security matters 
should be provided to the Accountable Officer.’ 
 
ISO 27001 is the internationally recognised standard for information security, based 
around the implementation of an Information Security Management System (ISMS). An 
ISMS is a systematic risk-based approach to managing and securing important 
organisational information, involving people, processes and IT systems. ISO 27001 
incorporates all requirements of the HMG Security Policy and is adopted worldwide 
across public and private sector organisations. 
 

  

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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3 Main Report and Discussion 

3.1 
 
 
 
 
3.2 
 
 
 
 
 
3.3 
 
 
 
 
 
3.4 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The recommendation was accepted by management, with a due date of April 2015, 
however a number of factors mitigated against its timely delivery eg significant recruitment 
difficulties within the ICT Technical Strategy Team, as well as long term sickness of a 
senior manager.  
 
While the recommendation was not delivered as specifically stated, the Service has 
implemented a robust assurance process which underpins the Annual Governance 
Statement (AGS). The AGS is owned and signed off by the Accountable Officer, 
scrutinised by ARAC, and approved by the Board within the Annual Report and Accounts, 
ahead of its submission to Parliament. 
 
This assurance process requires each Director, DACO, and Head of Function to complete 
and sign off a Certificate of Assurance for their area of responsibility. All of these 
certificates are collated, providing the Accountable Officer with the necessary assurance 
to sign off the AGS. The Head of ICT completes such a certificate, which outlines 
arrangements in relation to ICT security. 
 
The following arrangements are now in place in relation to ICT security; 
 

 To ensure that the confidentiality, integrity and availability of all Scottish Fire and 
Rescue Service (SFRS) Information systems are assured at a consistent level, 
SFRS ICT has adopted the International standard ISO 27001:2013 as a guideline. 

 

 A series of ISO based audits of the 8 legacy service areas, as well as the new 
SFRS ICT systems, was completed by SFRS ICT and Information Governance 
staff during the course of 2017 and a full audit report was produced which 
highlighted any perceived gaps or potential vulnerabilities along with specific 
recommendations.  

 

 The ISO audit findings and recommendations were subsumed into the SFRS’ 
approach to the Scottish Government’s Public Sector Action Plan (PSAP) initiative 
and the formulation of an SFRS Cyber Incident Response Policy (CIRP).  

 

 The SFRS CIRP provides clarity on the roles and responsibilities of all SFRS staff 
including defining a formal Cyber Incident Response Team (CIRT) to manage 
Cyber or Information security incidents. 

 

 The CIRP also strengthens the monitoring and reporting requirements for Cyber 
related incidents and recognises the UK National Cyber Incident Management 
Policy (NCIMP) and the Scottish Public Sector Cyber Incident Central Notification 
and Co-ordination Policy, which set out the process for managing significant 
cyber-security incidents and aligns with the Central Government Arrangements for 
Responding to an Emergency. 

 

 In response to the PSAP, ICT established a formal project to focus on fulfilling the 
requirements of the Plan within SFRS.  This has included reinforcing the reporting 
of the occurrence and management of all cyber security incidents to the ICT 
Management Team initially. The members of the ICT Management Team review 
all incidents as soon as they are reported and in summary at the monthly ICT 
Management Team meeting. Each incident report recommends actions and 
controls to deal with the incident and to ensure prevention of recurrence. 

 

 The Digital Steering Group (DSG) has formally taken on the role of Cyber 
Assurance Board, and Cyber Security is a standing item on its agenda.  A 
summary of all cyber security incidents is presented to the DSG on a six weekly 
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3.5 
 
 

basis, covering the period since last meeting.  The DSG reports to the Corporate 
Assurance Board.   

 

 A ’Spotlight’ report on the corporate risk related to Cyber Security will be presented 
to the Corporate Assurance Board meeting on 14 February 2019. 
 

 ICT Management operate a Change Advisory Board whereby all requests for 
system changes require formal approval through this mechanism before 
implementation. Approval is based on satisfactory risk assessment and mitigation. 

 

 The ongoing cycle of regular review, recommendation and implementation of 
technical controls and procedures aims to ensure that SFRS ICT systems remain 
as secure as possible and able to provide a high level of overall operational 
assurance. 

 
This report should be considered as the Annual Assurance Report to the end of 2018. 
Going forward, to provide the Accountable Officer with greater visibility of such matters, 
this information will be specifically extracted from the Head of ICT’s Certificate of 
Assurance for the 2018/19 Annual Report and Accounts and thereafter. 
 

4 Recommendation  

4.1 The ARAC is asked to note that the outstanding action from the 2013/14 audit report has 
now been completed. 
 

5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
There are no specific financial implications. 
 

5.2 
5.2.1 
 
5.2.2 
 

Legal and Regulatory 
The ongoing approach to ICT security arrangements within SFRS has now been aligned 
with the Scottish Government’s published Public Sector Action Plan (PSAP).  
This Public Sector Action Plan has been developed in partnership by the Scottish 
Government and the National Cyber Resilience Leaders' Board (NCRLB) and sets out 
the key actions that the Scottish Government, public bodies and key partners will take to 
further enhance cyber resilience in Scotland's public sector. 
 

5.3 
5.3.1 

Performance 
Performance is measured against the Public Sector Action Plan. 
 

5.4 
5.4.1 

Environmental & Sustainability 
There are no specific environmental or sustainability issues. 
 

5.5 
5.5.1 
 
 
 

Workforce 
All employees of SFRS have a responsibility to ensure that they protect the information 
and system assets of the organisation. As such, all SFRS employees are required to 
undertake Cyber Security training which is published on the corporate LCMS system. 
 

5.6 
5.6.1 

Health & Safety 
There are no specific health and safety issues identified. 
 

5.7 
5.7.1 

Timing 
A separate Cyber Security Assurance Statement will be produced as part of the Annual 
Governance Statement process for the 2018/19 Annual Report and Accounts. 
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5.8 
5.8.1 

Equalities 
There are no specific equality issues identified. 
 

5.9 
5.9.1 
 
 

Information Governance 
All cyber security related incidents are recorded by SFRS ICT and are thereafter 
investigated in line with the published Cyber Incident Response Plan (CIRP) that defines 
the corporate approach to such issues. Following closure, such incidents are reviewed by 
the ICT Management Team as a standing agenda item and an update on all cyber security 
incidents is presented to the SFRS Digital Steering Group (DSG) at each meeting. 
 

5.10 
5.10.1 

Risk 
Addressing information and cyber security risk is an ongoing task and the SFRS 
governance arrangements are designed to ensure that any underlying risk or vulnerability 
is minimised at all times. The ongoing cycle of review, recommendation and 
implementation of technical controls and procedures aims to ensure that SFRS ICT 
systems remain as secure as possible and able to provide a high level of overall 
operational assurance. 
 

5.11 
5.11.1 
 
5.11.2 

Communications & Engagement 
The SFRS CIRP defines the Communication Plans for incident response which are 
essential to the effective management of any cyber incidents.  
 
A formal Cyber Incident Response exercise was undertaken during 2018 by SFRS ICT. 
 

5.12 
5.12.1 

Training 
All SFRS employees are required to undertake Cyber Security training which is published 
on the corporate LCMS system. 
 

6 Core Brief 

6.1 Not applicable. 
 

7 Appendices/Further Reading 

7.1 SFSR ISO Security Audit 2017 
Scottish Government Public Sector Action Plan 
SFRS Cyber Incident Response Plan 
ICT Management Team minutes 
DSG minutes 
SFRS ICT Risk Register 
 

Prepared by: Sandra Fox, Head of ICT 

Sponsored by: Sarah O’Donnell, Director of Finance and Contractual Services 

Presented by: Sarah O’Donnell, Director of Finance and Contractual Services 

Links to Strategy 

Working Together for a Safer Scotland 

Governance Route for Report Meeting Date Comment 

Corporate Assurance Board By email For Noting 

Audit and Risk Assurance Committee 17 January 2019 For Noting 
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Report No: C/ARAC/04-19 

Agenda Item: 9 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 17 JANUARY 2019 

Report Title: 
QUARTERLY UPDATE OF GIFTS, HOSPITALITY AND INTERESTS 

REGISTER 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC) 
with the Quarter 3 (Q3) update on the Gifts, Hospitality and Interests Register.  
 

2 Background  

2.1 
 
 
 
2.2 
 
 
 
 
 
2.3 

The Scottish Fire and Rescue Service (SFRS) Gifts, Hospitality and Interests policy is 
intended to establish and maintain a consistent approach in relation to the offer, refusal 
and acceptance of gifts and hospitality and to ensure that conflicts of interest are avoided. 
 
A revised policy was approved by the Strategic Leadership Team (SLT) at their meeting 
of 10 September 2018 and reflects the general underlying principle that SFRS will operate 
in an open and transparent manner and aims to ensure that the conduct of all staff is 
impartial, honest and beyond reproach at all times, ensuring that SFRS suffers no 
reputational damage 
 
As part of the policy the Director of Finance and Contractual Services will publish a 
register of Gifts, Hospitality and Interests submitting a report on a quarterly basis to ARAC 
for noting. 
 

3 Main Report and Discussion 

3.1 
 
 
 
 
3.2 
 
 
 
3.3 
 
 
 
3.4 

The policy provides clarity on the responsibilities of all staff, and those carrying out work 
on behalf of, or at the request of, SFRS in relation to gifts, hospitality and interests and is 
consistent with guidance contained within the Scottish Public Finance Manual and the 
Scottish Procurement Policy Handbook. 
 
The revised Policy strengthens the monitoring and reporting requirements, with the Gifts, 
Hospitality and Interests Register reported on a quarterly basis to both the Corporate 
Assurance Board (CAB) and ARAC. 
 
To ensure awareness and ownership of the policy is maintained a separate awareness 
article has been published within iHub and the SFRS News detailing the policy and the 
declaration form.  
 
At the end of Q3 the register details a total of 18 entries with 5 added during Q3.  Further 
information can be found within the register attached as Appendix A to this report.   

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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4 Recommendation  

4.1 The ARAC is asked to note the Quarter 3 update to the SFRS Gifts, Hospitality and 
Interests Register. 
 

5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
The revised Policy is consistent with the guidance contained within the Scottish Public 
Finance Manual. 
 

5.2 
5.2.1 

Legal and Regulatory 
The revised Policy is consistent with the guidance contained within the Scottish 
Procurement Policy Handbook as published by Scottish Government. 
 

5.3 
5.3.1 

Performance 
There are no specific performance measures. 
 

5.4 
5.4.1 

Environmental & Sustainability 
There are no specific environmental or sustainability issues. 
 

5.5 
5.5.1 
 
 
 
5.5.2 
 
 
 
 
5.5.3 

Workforce 
All employees of SFRS have a responsibility to declare gifts, hospitality and interests in 
accordance with the policy requirements. 
 
All individuals directly involved in the procurement activity of SFRS, including those who 
have significant advisory or technical input into the procurement decision making process 
are precluded from accepting any gifts or hospitality and are required to formally declare 
any interests as part of the User Intelligence Group (UIG) process. 
 
Employees who have a private business that trades with SFRS are required to declare 
their interest in accordance with the Policy. 
 

5.6 
5.6.1 

Health & Safety 
There are no specific health and safety issues identified. 
 

5.7 
5.7.1 

Timing 
A report will be submitted on a quarterly basis to ARAC and the CAB detailing the 
declarations made on the Register of Gifts, Hospitality and Interests Register as required 
by the Policy.  The register is published on the SFRS website. 
 

5.8 
5.8.1 

Equalities 
There are no specific equality issues identified. 
 

5.9 
5.9.1 
 
 

Information Governance 
A report will be submitted on a quarterly basis to ARAC and the CAB detailing the 
declarations made on the Register of Gifts, Hospitality and Interests as required by the 
Policy.  The register is published on the SFRS website. 
 

5.10 
5.10.1 

Risk 
Where ownership and awareness of the policy is not retained throughout the Service there 
is a risk that not all gifts, hospitality and interests are appropriately declared.  
  

5.11 
5.11.1 
 
 

Communications & Engagement 
The revised Policy has been supported by the CAB, which agreed to further 
communication and engagement actions being undertaken to raise awareness and 
ownership throughout the Service.  
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5.12 
5.12.1 

Training 
The Finance and Contractual Services Directorate will continue to promote awareness of 
the Gifts, Hospitality and Interests Policy and associated register and the requirement for 
individuals to be aware of their obligations under the Policy. 
 

6 Core Brief 

6.1 Not Applicable 

 

7 Appendices/Further Reading 

7.1 Appendix A - SFRS Gifts, Hospitality and Interests Register 
 

Prepared by: David Johnston, Risk and Audit Manager 

Sponsored by: Sarah O’Donnell, Director of Finance and Contractual Services 

Presented by: Sarah O’Donnell, Director of Finance and Contractual Services 

Links to Strategy 

Working Together for a Safer Scotland 
 

Governance Route for Report Meeting Date Comment 

Audit and Risk Assurance Committee 17 January 2019 For Noting 

Corporate Assurance Board 14 February 2019 For Noting 

 



Appendix A

Date Employee Name

Details of

Gift / Hospitality (G/H) & 

Interest

G/H or 

Interest
Estimated Value

From

(Organisation offering)

Exceptional 

Circumstances

Any other Organisation 

involved
Accepted / declined Comments

08/01/2018 Fraser Simpson SFRS Burns Supper G / H £40.00 Drager UK N/A N/A Accepted

17/01/2018 Greg Aitken Microsoft Burns Supper G / H £50.00 Andrew Ord, Microsoft N/A N/A Declined

17/01/2018 Mark E Humble Microsoft Burns Supper G / H £50.00 Andrew Ord, Microsoft N/A N/A Accepted

17/01/2018 Sandra Fox Microsoft Burns Supper G / H £50.00 Andrew Ord, Microsoft N/A N/A Declined

06/02/2018 Liz Barnes

Beatson Cancer Charity’s 

Fundraiser ‘Glasgow Ladies 

Lunch' G / H £55.00

Miller Samuel Hill Brown 

Solicitors N/A N/A Accepted

06/02/2018 Sarah O`Donnell

SFRS Heritage Trust Gala 

Concert & Dinner G / H £60.00 SFRS Heritage Trust 

Accepted – to support the 

event run by SFRS 

Heritage Trust N/A Accepted

06/03/2018 Alasdair Hay, Chief Officer

National Prince's Trust 

Awards G / H Advised as free The Prince's Trust N/A Yes Declined

07/06/2018 Alasdair Hay, Chief Officer President's Triennial Dinner G / H £80-£100

The Royal College of 

Surgeons of Edinburgh N/A Yes Declined

DACO Perry attending on behalf of CO 

Hay

08/06/2018 Graham Smith

2 Tickets to Michael 

MacIntyre Event G / H Unknown

London Fire Brigade Welfare 

Fund N/A N/A Accepted

28/06/2018 Mervyn Hill

Supply Meals to SFRS 

personnel during and after 

incident Interest Unknown Director of Nethercliffe Hotel N/A N/A Accepted

06/08/2018 Various

Complimentary tickets to 

the European Championship 

Swimming Event G / H £33 per ticket Scottish Government N/A Yes Accepted 2 tickets accepted

04/09/2018 Alasdair Hay, Chief Officer

Lunch at St James's Palace 

to Commemorate the 60th 

Anniversary of the British & 

Commonwealth Fire and 

Rescue Company (Santiago, 

Chile) G / H Unknown

British and Commonwealth 

Fire Company Foundation, 

Santiago Chile N/A Yes Declined

15/09/2018 Alasdair Hay, Chief Officer

Invitation to Presentation of 

the First Regimental Guidon 

and Afternoon Tea G / H Unknown

Commanding Officer of the 

Scottish and North Irish 

Yeomanry N/A Yes Declined

24/10/2018 Liz Barnes

NSPCC Scotland Ladies 

Lunch G / H £100

Miller Samuel Hill Brown 

Solicitors N/A N/A Accepted



29/10/2018 Michael Puckett Dinner G / H £50

Scottish 

Government/Association of 

British Insurers N/A N/A Accepted

30/10/2018 Iain Morris Carol Concert and Lunch G / H Unknown

Robertston Construction 

Central N/A N/A Declined

01/11/2018 Garry Marshall

NHS Health Facilities 

conference - hotel 

accommodation including 

evening meal G / H £200

NHS - Health Facilities 

Scotland N/A N/A Accepted

01/11/2018 Jason Gardiner

Informal dinner for 60 fire 

service personnel and 

partners G / H £5,000 Mr Ellis Short, Skibo Castle N/A N/A Declined
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Report No: C/ARAC/05-19 

Agenda Item: 10 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 17 JANUARY 2019 

Report Title: 
ANNUAL GOVERNANCE STATEMENT – IMPROVEMENT ACTION PLAN 

MID-YEAR REVIEW 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee with a 
mid-year update as of October 2018, relating to the agreed Improvement Action Plan 
resulting from the Annual Assurance Framework 2017/18. 
 

2 Background  

2.1 
 
 
 
 
 
2.2 
 
 
 
 
 
 
2.3 
 
 

The Scottish Public Finance Manual (SPFM) requires the Accountable Officer to produce 
an Annual Governance Statement (AGS) for inclusion within the accountability section of 
the Annual Report and Accounts.  The AGS outlines the arrangements that are in place 
for internal control, risk management and corporate governance, assessing how effective 
these arrangements have been during the period under review. 
 
The report forwarded to the Audit and Risk Assurance Committee (ARAC) on 9 October 
2018 highlighted that there were no significant issues that should be highlighted within 
the 2017/18 AGS.  However, as we mature as an organisation areas were identified for 
development that have subsequently been introduced to strengthen assurance around 
the effectiveness of SFRS’s internal controls, risk management and corporate 
governance arrangements. 
 
Following revisions to the SFRS Assurance Framework this is the first mid-year report 
identifying the agreed Improvement Actions that were highlighted by responsible 
managers following the completing of their Certificate of Assurance Internal Controls 
Checklist, and the subsequent introduction of Improvement Action Plans. 
 

3 Main Report and Discussion 

3.1 
 
 
 
 
3.2 
 
 
 
 

In summary the Assurance Framework provides a structured means of identifying and 
mapping the main sources of assurance in the organisation and co-ordinating this 
evidence to provide an overall opinion of the adequacy and effectiveness of the SFRS 
risk management and internal control arrangements. 
 
The Certificate of Assurance Internal Control Checklist was provided to all functions 
throughout the organisation for 2017/18.  The Internal Control Checklist is self-
assessment, taken from the SPFM, and completed by the Heads of Function or 
responsible Senior Manager enabling them to confirm a level of assurance for each 
specified area of risk.   

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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3.3 
 
 
 
 
 
 
 
 
 
 
 

 
 
3.4 
 
 
3.5 
 
 

 
Following the self-assessment process for 2017/18, responsible managers identified 
Improvement Actions, for the following Sections:  
 

 West Service Delivery Areas – Risk Management  

 Strategic Planning and Performance – Risk Management  

 North Service Delivery Area – Risk Management 

 Legal Services – Risk Management & Information 

 Health, Safety and Wellbeing – Review, Compliance, Information & Fraud 

 HROD – Information, Fraud, Equality & Diversity & Compliance  

 Finance and Procurement – Risk Management 

 East Service Delivery Area – Project Management, Procurement & Compliance 

 Board Support – Risk Management 

 Corporate Administration – Risk Management 
 
A summary overview for the mid-year review has also been provided within Appendix A 
to identify progress being made from April 2018 through to October 2018. 
 
Responsible Officers will be asked to provide a further update as part of the end of year 
review come March 2019.  At the time any outstanding actions that may remain will be 
reported as per the governance route through the Corporate Assurance Board and the 
ARAC and as required be incorporated within the 2018/19 Assurance review. 
 

4 Recommendation  

4.1 The Audit and Risk Assurance Committee is asked to note and consider the contents of 
this report.  They are also asked to confirm that they are content with the proposal 
following the reporting to the Corporate Assurance Board in December ’18 that moving 
forward reporting is by exception only, where target dates have not been met or are 
required to be extended. 
 

5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
There are no direct financial implications associated with this report. 
 

5.2 
5.2.1 

Legal 
The production of the Annual Governance Statement is a requirement of the Scottish 
Public Finance Manual. 
 

5.3 
5.3.1 

Performance 
The Annual Governance Statement forms part of the Services wider governance 
arrangements and will collectively ensure improved performance. 
 

5.4 
5.4.1 

Environmental & Sustainability 
There are no direct environmental or sustainability implications associated with this report. 
 

5.5 
5.5.1 

Workforce 
There are no direct workforce implications associated with this report. 
 

5.6 
5.6.1 

Health & Safety 
There are no direct Health and Safety implications associated with this report. 
 

5.7 
5.7.1 

Timing 
There are no direct timing implications associated with this report. 
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5.8 
5.8.1 

Equalities 
There are no direct equality implications associated with this report. 
 

5.9 
5.9.1 

Information Governance 
There are no direct information governance implications associated with this report. 
 

5.10 
5.10.1 

Risk 
The Annual Governance Statement is linked to the Risk Management framework and is 
a core element of the Services governance arrangements.     
 

5.11 
5.11.1 

Communications & Engagement 
The Annual Governance Statement has been discussed with the Senior Management 
Team and Strategic Leadership Team.  It has been reported to the Corporate Assurance 
Board and Audit and Risk Assurance Committee. 
  

5.12 
5.12.1 

Training 
There are no direct training implications associated with this report. 
 

6 Core Brief 

6.1 Not applicable. 
 

7 Appendices/Further Reading 

7.1 
 

Appendix A – Certificate of Assurance Improvement Action Plans 2017/18 (Overview) 

Prepared by: 
David Johnston, Risk and Audit Manager  

Alasdair Cameron, Board Support Manager 

Sponsored by: 
Mark McAteer, Director for Strategic Planning, Performance and 

Communications 

Presented by: Alasdair Cameron, Board Support Manager 

Links to Strategy 

The Annual Assurance Statement links to the Service’s Governance and Social Responsibility 
priority outlined within the 2016-2019 SFRS Strategic Plan. 
 

Governance Route for Report Meeting Date Comment 

Corporate Assurance Board 12 December 2018 For Noting 

Audit and Risk Assurance Committee 17 January 2019 For Noting 
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APPENDIX A 
 

CERTIFICATE OF ASSURANCE IMPROVEMENT ACTION PLAN 

 

Summary Overview as of October 2018 (Mid-year review) 

Following the 2017/18 Annual Assurance process a total of 20 Improvement Action Plans where raised across SFRS. 

Assurance 
Level 

Meaning 

 

As of April 2018 
(Start) 

As of October 2018 
(Mid-year) how IPA’s 
are progressing 

Substantial 

Assurance 

Controls are robust and well managed:  Risk governance and control procedures are 

effective in supporting the delivery of any related objectives.  Any exposure to potential 

weakness is low and the materiality of any consequent risk is negligible. 

0 6 

Reasonable 

Assurance 

Controls are adequate but require improvement:  Some improvements are required to 

enhance the adequacy and effectiveness of procedures.  There are weaknesses in the 

risk, governance and/or control procedures in place but not of a significant nature. 

15 10 

Limited 

Assurance 

Controls are developing but weak:  There are weaknesses in the Current risk, 

governance and/or control procedures that either do, or could, affect the delivery of any 

related objectives.  Exposure to the weaknesses identified is moderate and being 

mitigated. 

5 4 

Insufficient 
Assurance 

Controls are not acceptable and have notable weaknesses:  There are significant 

weaknesses in the Current risk, governance and/or control procedures, to the extent that 

the delivery of objectives is at risk.  Exposure to the weaknesses identified is sizeable and 

requires urgent mitigating action. 

0 0 
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(Please Note:- The following provides further detail for information, as of October ’18 (Mid-year) for each of the 20 IPA’s) 

 
Overall Level of Assurance Rating                                               (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Alasdair Cameron Job Title Board Support Manager 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Risk Management  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary Responsible 
Officer  

 
Business Continuity Plan 
 
 

Directorate Risk Register April 2019 -  
 
COMPLETED and to be 
kept under review. 

Work as required with David Johnston to 
produce relevant business continuity plans 
for Corporate Admin and assist with 
production for SPPC Directorate. 
 
Update Oct’18:- Progress is being made 
as an SPPC Directorate towards putting in 
place a BCP.  It has been confirmed that 
nothing specific on any key Board 
processes looking at this over a shorter 
period at this time, would require a specific 
BCP in place. 

 
 

Alasdair Cameron 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Vlad Valiente Job Title Legal Services Manager 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Information  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

 
The Legal Services Project includes 
an Information Governance task 
which will address file and information 
management for Legal Services 
moving forward. All Legal Services 
processes that are identified to 
include personal or sensitive 
information will be registered on the   
Information Asset Register.  
 

Strategic Risk CR5 
 
SPPC5.5.1 
SPPC5.5.2 
SPPC5.5.3 

December 2018 Information Asset Register drafted. Legal 
Services Retention Schedule updated. New 
file management procedure and filing 
protocol. 
 
Asset Register still to be finalised however 
we have implemented a new hardcopy and 
electronic File Management Protocol and a 
new Legal Services Retention Schedule.  

Legal Services 
Manager and 
Senior Solicitor 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Vlad Valiente Job Title Legal Services Manager 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Risk management  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

 
Legal Services to maintain own risk 
register within Legal Services Project 
and within individual Worklists which 
will all feed into the SPPC Risk 
Register and thereafter the Strategic 
 
 

Strategic Risk CR5 
 

 
COMPLETE and 
Ongoing 
 
December 2018 

Worklist risks and project risks identified. 
 
All legal risks identified via the above 
processes and priorities taken forward in 
accordance with these risks.   
 
 

Legal Services 
Manager and 
Senior Solicitor 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Marion Lang Job Title Corporate Admin Team Leader 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Risk Management  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

 
Reminders issued to staff in terms of 
awareness of relevant policies and 
procedures 
 
 

 
N/A 

 
COMPLETE and 
Ongoing 
 
March 2019 

Email issued to Teams to remind of important 
policies and procedures: Fraud, Procurement, 
DPA, Cyber Attacks, Independent Review 
Reminders actioned and ongoing requirements 
being met in terms of policies and procedures 
as well as LCMS requirements re. Cyber 
security.  

Marion Lang 

 
Business Continuity Plan 
 
 

 
Directorate Risk Register 

 
April 2019 

 
Work with David Johnston to produce relevant 
business continuity plans for Corporate Admin 
and assist with production for SPPC 
Directorate. 
Information returned to Eleanor Craig to co-
ordinate for SPPC.  

Marion Lang 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Alasdair Perry Job Title Deputy Assistant Chief Officer 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Project Management  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

 

Project Management – The 
DACO for the East SDA is the 
SRO for the OHCA Project as part 
of the Service Transformation 
Programme. It is an identified 
action to develop an appropriate 
level of competence in key team 
members in the SFRS Service 
Transformation Team project 
methodology.  

 

CR 3.1  
COMPLETE and 
Ongoing 
 
March 2019   

Attendance at training course to develop the 
appropriate level of competence in SFRS 
transformation team project management 
methodology. 
 
 
The service transformation team have provided 
a full days training on the 9th of March ‘18. In 
addition a number of focussed training events 
attended by the Project Manager for OHCA. 
This support and training is ongoing as 
required.  

DACO East SDA -  
DACO Perry  

Project Management – The 
DACO for the East SDA is the 
SRO for the OHCA Project as part 
of the Service Transformation 
Programme. It is an identified 
action to develop an appropriate 
level of competence in key team 
members in the SFRS Service 
Transformation Team project 
methodology.  

 

CR 3.1  
March 2019  

This shall enable the Project Manager and team 
to develop the project dossier and associated 
documentation. 
 
The service transformation team have provided 
a number of training events attended by the 
Project Manager for OHCA. In addition ongoing 
support has been provided to the Project 
Manager by the Transformation team across 
the project including the ongoing development 
of a draft dossier and supporting business case.  
 
The completion date has changed due to 
ongoing negotiations regarding transformation. 

DACO East SDA -  
DACO Perry 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion Improvement Actions 

  

Responsible Officer Alasdair Perry Job Title Deputy Assistant Chief Officer 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Procurement  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion Date Action Summary / Progress Update Responsible 
Officer  

 
Procurement – Action – to develop an 
understanding of the potential 
procurement requirements associated with 
the spend of the Chief Officers fund. 

In order to ensure it is monitored to ensure 
it complies with policy and regular contact 
maintained with finance and procurement. 
 
This will be achieved through the provision 
of guidance and information and regular 
monitoring and review through the East 
SDA Budget and Performance meetings. 

CR 5.6  
COMPLETE and Ongoing 

Initial guidance and information has 
been provided by colleagues in 
Finance and Procurement.  
 
This action is complete with regular 
input at each East SDA Finance 
meeting from the Finance Business 
Partner regarding progress against the 
CO Fund spend. 

 

Procurement – Action – to develop an 
understanding of the potential 
procurement requirements associated with 
the spend of the Chief Officers fund. 

 

CR 5.6  
COMPLETE and Ongoing 
 
31 March 2019 

Monitoring the spend of Chief Officers 
fund to ensure it meets with all 
procurement requirements is an 
agenda item on the Budget and 
Performance meeting held monthly in 
the East SDA.  This action is complete 
with the regular input from the Finance 
Business Partner at SDA Management 
team meetings.  
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Alasdair Perry Job Title Deputy Assistant Chief Officer 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Compliance  

Agreed Improvement Actions from Internal 
Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

 
Compliance - The “General Data Protection 
Regulations” (GDPR) come into force on the 25 
May 2018. As the legislation is new and it 
represents a significant change in the data 
protection compliance regime for data 
controllers and data processors, including 
SFRS . Training has been provided by the 
SFRS Information Governance team and I have 
identified a member of my team to attend the 
Information Governance GDPR Working Group 
aimed at raising awareness and understanding 
of the requirements of the legislation. The 
identified individual feeds back to the East SDA 
Management Team to ensure any additional 
requirements imposed by the legislation are 
met 

 

 

 

 
CR 5.5 

 
 
November 2018 

  
A team member attends the SFRS 
GDPR Working Group and reports 
back to the East SDA Management 
Team regarding impact and required 
actions of the introduction of the GDPR 
on the East SDA. 
 
 
The team member attended the GDPR 
working group and reported back to the 
DACO LSO working group regarding 
the requirements arising from GDPR. 
 
A local review of progress against 
meeting the requirements of these 
regulations shall be completed by 
October 2018. 
 
Due to changes in Business Support 
staff the progress of the review has 
been delayed, and the completion date 
has been adjusted to November 2018. 

 
DACO Perry 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer John Thomson Job Title Head of Finance and Procurement 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Risk Management  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

 
 
Implementation of new terms and 
conditions for uniform 

Strategic Risk 6 - Failure to 
have in place a suitably skilled, 
engaged and flexible 
workforce, ensuring capacity, 
to deliver service priorities 

 
COMPLETE and 
Ongoing 
 
October 2018 

The new terms were recently agreed 
between Board and Representative Bodies. 
The implementation of new terms and 
conditions on the HR/Payroll system is on 
track and uniform colleagues will receive 
revised payments in line with these new 
terms in their pay in October. The final HR 
policy documents produced as part of the 
agreement are now being used for the 
payroll team to understand what payments 
should be made and to understand the 
transitional arrangements.  

Head of Finance 
and Procurement 

 
PPE review 
 
 

Strategic Risk 6 - Failure to 
have in place a suitably skilled, 
engaged and flexible 
workforce, ensuring capacity, 
to deliver service priorities 

March 2019 The actions from the PPE review have been 
updated and a report will be presented to 
ARAC on the 9th October 

Director of 
Finance and 
Contractual 
Services 

 
Resource procurement function to 
enable service delivery  
 
 
 
 

Strategic Risk 6 - Failure to 
have in place a suitably skilled, 
engaged and flexible 
workforce, ensuring capacity, 
to deliver service priorities 

March 2019 We have recruited two new category leads 
and these individuals will be joining us after 
giving due notice to Current employers. One 
is scheduled for October another November. 
Two new procurement officers have also 
been recruited and join us on Monday 8th 
October. An induction programme is 
planned for all new starts. 
We have outsourced a number of ICT 
procurement projects to Crown Commercial 
Services. In addition CCS are providing 
procurement resource for Soft Facilities Mgt 
Contract 

Head of Finance 
and Procurement 
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The procurement team have trained 
individuals across Directorates to enable 
them to complete Quick Quote procurement 
exercises for procurements up to £50,000. 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Fiona McOmish Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Information  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Scope out impact of GDPR  Strategic risk 5 October 2018 Information Governance team have met with 
HROD Managers to discuss the impact of 
GDPR and actions required. Actions are 
being progressed and are due for 
completion by October 2018 
 
Privacy statements have now been 
incorporated into all new HROD policies and 
those Currently being reviewed. Further 
updates are scheduled according to the 
HROD Policy Forward plan. Some QA 
actions are outstanding to ensure that  
privacy impact assessments are embedded 
into processes. 

HROD Managers  
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Fiona McOmish Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Fraud  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Inclusion of anti – fraud policy and 
action plan in SFRS induction 
procedure. 

Strategic risk 7 December 2018 The policy and associated action plan will be 
incorporated into the SFRS induction 
programme, which is Currently being 
developed.  
 
Induction process is still being developed. 
This will incorporate the anti-fraud policy and 
relevant associated actions.  This action will 
remain live until the new processes are 
implemented by the end of 2018.  
 

HROD Managers  
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Fiona McOmish Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Equality and Diversity  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Actions are being progressed to 
embed processes for the provision 
and protection of sensitive data 
around mainstreaming diversity 
agenda. 

Strategic risk 5 December 2018 Sensitive Data Gathering working group will 
identify, progress and complete actions. Due 
for completion by September 2018. 
 
Sensitive data is gathered via iTrent and an 
ongoing communications strategy will seek 
to continue to increase voluntary completion 
rates. The Working Group meets regularly to 
consider additional actions to encourage 
higher completion rates. A further update will 
be provided in December 2018. 

HROD Managers  
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Fiona McOmish Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Compliance  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Actions required to reduce risk of 
insider threats to the SFRS 

Strategic risk 7 March 2019 HROD are responsible for scoping out 
requirements for Insider Threat - cyber 
security is part of these considerations. This 
will be further progressed in the 18-19 work 
plan. 
 
A Strategic Security Group, led by R&R, is 
being formed to address all elements of 
organisational security. It is envisaged that 
actions regarding physical security, staff 
security and cyber security will form sub-sets 
of this overarching group. Upon the 
formation of these groups, specific actions to 
reduce the risk of insider threats will 
progress through appropriate governance 
routes. 

Deputy Head of 
HROD  
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Karen Lockhart Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Review  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Scope out HSW quality management 
system 

Strategic risk 2 March 2019 Following discussion at POD DMT level, 
this project is being considered in line with 
the work progressed to date for an HR-OD 
QMS and a wider SFRS QMS. Meeting 
arranged October 2018   

M Corry  

 

Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Karen Lockhart Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Compliance  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

DPA awareness /training for HSW 
staff 
 

Strategic risk 5 COMPLETED Presentation delivered to HSW Manager’s 
Meetings by Information Governance and 
cascaded down to departmental meetings 
for all HSW staff. 

HSW managers 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Karen Lockhart Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Information  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Scope out impact of GDPR  Strategic risk 5 COMPLETED HSW represented on SFRS GDPR Working 
Group, Information Asset Register 
completed. HW actions completed in terms 
of consents forms, and privacy 
notices/statements on I-Hub and SFRS 
Website. Internal working group established 
to ensure compliance going forward 
   

HSW Managers  

 

Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Karen Lockhart Job Title Head of Function 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Fraud  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Issue Anti Fraud Policy and action 
plan to HSW to enhance awareness  

Strategic risk 7 March 2019 Anti-fraud action plan for HSW has been 
created. Further discussion with HSW 
Managers re local team actions required 

HSW Managers  

Inclusion of anti – fraud policy and 
action plan in local induction 

Strategic risk 7 March 2019 Anti-fraud action plan for HSW has been 
created. Further discussion with HSW 
Managers re local team actions required 

HSW Managers 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer David Farries Job Title DACO, Head of Service Delivery North SDA 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Risk Management ( section 1.2 & 1.5) 

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Ensure LSO area Risk Registers are 
complete, up to date and appropriately 
rated and evaluated to allow a valid and 
Current NSDA Risk Register is in place. 
It is anticipated this will funnel into a 
single Service Delivery Risk Register. 

Directorate Plan Register COMPLETED and 
Ongoing 

Aberdeen City, Aberdeenshire & Moray, 
PKAD, Highland and WIOS all have a 
Current and valid Risk Register. 
 
Each NSDA LSO and management teams 
have developed Area Action Plans to 
address any outstanding issues of 
Insufficient or Limited Assurance. Out with 
any outstanding issues all LSO risk registers 
are reviewed and updated quarterly. 
 
The only addition to LSO Areas Current risk 
registers is that Highland wish to add to their 
risk register the risk posed by the scheduled 
redevelopment work of the harbour area at 
UIG. This potentially impacts on the 
community fire station.  Although they have 
been given reassurances locally that they 
will still be able to continue to provide 
services, there is still a short term risk. This 
example provides solid evidence of a risk 
that will be elevated to the SD register as it 
is not dissimilar to risks in WSDA. 

DACO Farries 

In support of the Business continuity 
plans (BCP) for the SDA, conduct 
testing and exercise of the BCP across 
the year to ensure they remain fit for 
purpose, achievable and know to 
relevant parties with responsibilities 
within them. 

Links to our priorities of 
resilience, service delivery 
and risk reduction. 

December 2018 Business Continuity Planning is ongoing 
throughout the NSDA. 

BCP team have delivered training to 
managers across the NSDA.  Further catch 
up dates are being scheduled in. 

DACO Farries 
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All completed or draft plans are required to 
be submitted by April 2019. 

To ensure the completed plans are 
sufficient LSO are involved in the planning 
of tests / exercises on an ongoing bases. 

WIOS are Currently liaising with CCO to 
test the plan for Kirkwall via and exercise in 
the near future.  

WIOs are also looking to test the plan for 
Stornoway station while the appliances and 
crews have actually be turned out to an 
incident.  This is a unique opportunity to 
see if the BCP is robust enough to work 
while crews are actually attending an 
incident.  These findings from this will be 
shared across the NSDA. 

The North Regional Resilience Partnership 
has arranged a Business Continuity 
Workshop for all category one agencies. 

The objectives of the work shop are: 

To provide an opportunity to share best 
practice in Business Continuity Planning 
across partner agencies. 

To understand the interdependencies 
between each Agency’s Business 
Continuity arrangements. 

To identify future Business Continuity 

exercising requirements for the RRP. 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer David Farries Job Title DACO, Head of Service Delivery North SDA 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Human Resources ( section 8.1) 

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Work with HR colleagues and 
Managers within North SDA from 
Supervisory to Strategic Manager 
level to provide guidance and support 
in respect of understanding roles and 
responsibilities in relation to HR 
matters. 

Links to directorate Plan December 2018 Across the NSDA, HR have provided Middle 
management workshops on Management of 
Attendance and Discipline.  HR are looking 
to see if there is a need to carry out further 
workshops in 2019 due to retrials and 
promotion of staff.  
 
Imbedded within the Supervisory Leadership 
and Development Programme is an input on 
HR related policies such as managing 
attendance, discipline and grievance and 
what a supervisory managers role is 
regarding such.  This programme has 
scheduled dates for the final quarter of 2018 
at 3 venues, NTC, Perth and Portlethen. 
 
Robust awareness briefings have been 
produced such as the one on Special Leave 
to highlight any amendments to the policy.  
This has been circulated to all managers. 
 
HR now have a page on IHub detailing 
contact numbers and links as to where to go 
for extra support. 

DACO Farries 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Ross Haggart Job Title DACO Strategic Planning and Performance 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Risk Management  

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

Business Continuity and Disaster 
Recovery Plans within SP&P are 
based on antecedent Services and 
their infrastructure.   
 

Strategic Risk 7 – Failure to 
maintain effective systems of 
control. 

31 March 2019 Business Continuity and Disaster Recovery 
Plans should be updated to take account of 
SP&P arrangements as they Currently are. 
 
A workshop was held by the SPPC 
Directorate on 4 September 2018 during 
which Business Continuity Planning was 
discussed.  The Directorate has now 
compiled a list of our key business 
processes from the point of view of BCP, and 
will use these as the basis for developing this 
matter further. 

DACO Ross 
Haggart 
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Overall Level of Assurance Rating                                           (Colour 

Codes shown below correspond with the Internal Control Checklist) 
Current (as of Oct’18) On completion of Improvement Actions 

  

Responsible Officer Peter Heath Job Title DACO, WSDA 

Internal Control Checklist Section  
(Note: a separate Improvement Action Plan is 
needed for each additional Section) 

Risk Management ( section 1.5) 

Agreed Improvement Actions from 
Internal Control Checklist 

Link to Strategic Risk 
Register or Int./Ext. Audit 

Target / Completion 
Date 

Action Summary / Progress Update Responsible 
Officer  

In support of the Business continuity 
plans (BCP) for the SDA, conduct 
testing and exercise of the BCP 
across the year to ensure they remain 
fit for purpose, achievable and know 
to relevant parties with responsibilities 
within them. 
 
 
 

Links to our priorities of 
resilience, service delivery and 
risk reduction. 

December 2018 BCP are continuing to be updated across all 
sites and areas of business and the plan 
remains to test these by late Q3, the target 
date. No slippage is anticipated. 

DACO Heath 

 



NOT PROTECTIVELY MARKED  

ARAC/Report/PIFAuditScotland Page 1 of 25 Version 1.0: 09/01/2019 
SFRSMay2018ActionPlanUpdate 

 

 

Report No: C/ARAC/06-19 

Agenda Item: 11 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 17 JANUARY 2019 

Report Title: 

PERFORMANCE IMPROVEMENT FORUM AUDIT SCOTLAND: THE 

SCOTTISH FIRE AND RESCUE SERVICE MAY 2018 ACTION PLAN 

UPDATE 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee (ARAC) 
with an update on the action plan that is being progressed following the receipt of Audit 
Scotland’s Scottish Fire and Rescue Service (SFRS) May 2018 report. 
 

2 Background  

2.1 
 
 
 
 
2.2 
 
 
 
 
2.3 

The Performance Improvement Forum (PIF) provides assurance to the Corporate 
Assurance Board (CAB), ARAC, and the SFRS Board that the Service has a structured 
and robust approach to performance improvement in respect of reports produced by 
Audit Scotland.  
 
The Service Improvement Team through the management of the PIF supports all 
Directorates across the SFRS to undertake the development of action plans to ensure we 
adequately address the recommendations made by Audit Scotland within each of their 
reports.   
 
Once an action plan has been accepted by ARAC, it is monitored and reviewed on a six 
monthly basis by the PIF and its membership to ensure it remains fit for purpose and 
continually seeks Best Value for SFRS. 
 

3 Main Report and Discussion 

3.1 
 
 
3.2 
 
 
 
 
3.3 
 
 
3.4 

This report contains an update to the action plan that has been developed following the 
publication of the Audit Scotland Scottish Fire and Rescue Service May 2018 report. 
 
This action plan comprises seven actions that are complete (blue), 23 that are on track 
(green), five that are approaching or behind schedule and may not be completed by the 
target date (amber), and one that is behind schedule and unlikely to be completed by the 
target date (red).   
 
PIF requests ARAC review and endorse this action plan (attached), which will hereafter 
be reported by PIF on a six monthly reporting cycle to ARAC via CAB. 
 
The attached action plan is part of the PIF Forward Work Plan and Schedule, with the 
next update due to be reported to ARAC in June 2019. 

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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4 Recommendation  

4.1 ARAC is asked to note the establishment and development of this action plan and to 
endorse this as part of the PIF reporting cycle.  ARAC is also asked to advice if the full 
action plan should be presented to future meetings, or a highlight report that only 
captures those actions that are not progressing to schedule. 
 

5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
There are no financial implications directly associated with this report. 
 

5.2 
5.2.1 

Legal 
There are no legal implications directly associated with this report. 
 

5.3 
5.3.1 

Performance 
This report is submitted to ARAC to request their consideration and acceptance of the 
action plan for the Audit Scotland Scottish Fire and Rescue Service May 2018 report.  
Future updates will be reported to ARAC as part of the PIF Forward Work Plan and 
Schedule.   
 

5.4 
5.4.1 

Environmental & Sustainability 
There are no environmental or sustainability implications directly associated with this 
report. 
 

5.5 
5.5.1 

Workforce 
There are no workforce implications directly associated with this report. 
 

5.6 
5.6.1 

Health & Safety 
There are no health and safety implications directly associated with this report. 
 

5.7 
5.7.1 

Timing 
This action plan is updated and submitted to ARAC on a six monthly basis. 
 

5.8 
5.8.1 

Equalities 
There are no equalities implications directly associated with this report. 
 

5.9 
5.9.1 

Information Governance 
There are no information governance implications directly associated with this report. 
 

5.10 
5.10.1 

Risk 
Audit Scotland reports can identify additional risks for a Directorate Risk Register, or, if 
they are of sufficient strategic importance, the Strategic Risk Register. 
 

5.11 
5.11.1 

Communications & Engagement 
There are no communications and engagement implications directly associated with this 
report. 
 

5.12 
5.12.1 

Training 
There are no training implications directly associated with this report. 
 

6 Core Brief 

6.1 Not applicable. 
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7 Appendices/Further Reading 

7.1 Appendix A: Audit Scotland: The Scottish Fire and Rescue Service May 2018 
 

Prepared by: DACO Ross Haggart, Strategic Planning and Performance  

Sponsored by: 
Mark McAteer, Director of Strategic Planning, Performance and 

Communications 

Presented by: 
Mark McAteer, Director of Strategic Planning, Performance and 

Communications 

Links to Strategy 

This report contributes to Strategic Priority 6: Transformation, and particularly to the strategic 
objective to ‘continue to explore how we maximise efficiency and productivity within our 
organisation and partnerships’. 
 

Governance Route for Report Meeting Date Comment 

Audit and Risk Assurance Committee 17 January 2019 For noting 

Corporate Assurance Board  14 February 2019 For noting 
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APPENDIX A: Audit Scotland: The Scottish Fire and Rescue Service May 2018  

Audit Scotland 

Recommendation 1 

The Scottish Fire and Rescue should increase its pace of reform and implement its plans for transforming into a more flexible, modern 

service. 

SFRS Current Position The SFRS has developed a dedicated Programme Office based on the findings of the lessons learned from the previous Service Transformation 

[Fire Reform] Programme.  This function has been created to assist with the development of support and governance arrangements for both Service 

Transformation and business as usual projects, whilst also supporting with the management of risk and realisation of benefits in line with the overall 

High Level Plan [Blueprint]. 

SFRS Proposed Action Deadline 

for 

Individual 

Action 

Lead 

Officer for 

Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performance 

Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information Being 

Reported if Out-

with the PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross Cutting 

Reference 

1. Publish 
documentation, High 
Level Plan that 
provides a blueprint 
to support the 
delivery of the 
organisation's vision. 

Jan 2019 
Ian 

McMeekin 

 

Mar 2019 

 

Green 

Now that the 

transformation 

consultation 

analysis has 

been published 

the High Level 

Plan will be 

presented to the 

SFRS Board. 

Programme Office 

Board 

Ross 

Haggart 

Ross 

Haggart 
 

2. Undertake an 
organisational P3M3 
Assessment, and 
supporting actions, to 
understand and 
enhance the 
Service’s programme 
and project maturity 
levels. 

Mar 2019 
Ian 

McMeekin 

 

Mar 2019 

 

Green 

An initial 

meeting with the 

Scottish 

Government’s 

Programme and 

Project 

Management 

Centre of 

Excellence has 

taken place for 

the purposes of 

seeking their 

assistance in 

this matter.  A 

Programme Office 

Board 

Ian 

McMeekin 

Ross 

Haggart 
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further meeting 

has been 

scheduled for 17 

January 2019 to 

progress this. 

3. Embed Portfolio, 
Programme and 
Project management 
skills within the 
organisation's 
Leadership Pathway. 

Sep 2018 
Gillian 

Buchanan 

 

March 

2019 

 

Complete  

The Programme 

Office, working 

with Learning 

and 

Development 

colleagues, 

have embedded 

the Service’s 

P3M 

arrangements 

within existing 

Supervisory, 

Middle and 

Strategic 

Managers’ 

development 

pathways. Also 

being 

developed is a 

new bespoke 

in-house project 

management 

course, 

avoiding the 

need to send 

personnel on 

external 

development 

events. 

Programme 

Office Board 

Ian 

McMeekin 

Ross 

Haggart 

Learning and 

Development 

Framework 
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4. Revise the 
Programme Office 
Board governance 
arrangements to 
support the 
management of both 
Service 
Transformation and 
business as usual 
activities. 

Mar 2019 
Ian 

McMeekin 

 

Mar 2019 

 

Green 

A series of 

meetings and 

workshops have 

been arranged 

with the 

Transformation 

and Major 

Projects 

Committee 

(TMPC) for 

early 2019 to 

progress. 

Programme 

Office Board 

Ian 

McMeekin 

Ross 

Haggart 
 

5. Develop a 
Programme Office 
Communications 
Strategy to 
communicate key 
updates and 
information to 
Executive Leads and 
Project Managers. 

Dec 2018 
Ian 

McMeekin 
Mar 2019 Green 

Monthly 

meetings with 

key internal 

business 

partners, 

including 

Corporate 

Communication 

colleagues, 

have been 

established.  

Focus groups 

have been 

convened for 

thematic issues 

impacting on a 

range of 

Transformation 

projects.  The 

Programme 

Office is in the 

process of 

developing a 

Change 

Management 

Strategy, with 

Programme 

Office Board 

Ian 

McMeekin 

Ross 

Haggart 
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support from 

the 

Improvement 

Service. 
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Audit Scotland 

Recommendation 1a 

The Scottish Fire and Rescue should increase its pace of reform and implement its plans for transforming into a more flexible, modern 

service.  In particular: 

 Agree as soon as possible, revised terms and conditions for its uniform staff that reflect the changes to the role as planned, as part 
of the programme for transformation.   

SFRS Current Position Collective agreement was reached on standardised terms and conditions for Uniformed staff in April 2018 following a period of negotiations with the 

representative bodies and these are currently being implemented on a phased basis in accordance with the terms of the agreement.  Negotiations 

are ongoing in relation to standardisation of RDS specific terms and conditions and once collective agreement is reached in relation to these, an 

implementation plan will be developed to support their introduction.  These standardised terms and conditions will be a platform to negotiations 

related to the wider transformation programme in relation to a revised reward package and terms and conditions to reflect a broadened Firefighter 

role. 

SFRS Proposed Action Deadline 

for 

Individual 

Action 

Lead 

Officer for 

Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performance 

Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information Being 

Reported if Out-

with the PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross Cutting 

Reference 

1. Implement revised 
standardised terms 
and conditions for 
uniformed staff. 1st 

Jun2018, 

1st Oct 

2018 and 

1st Jan2019 

(phased 

implementa

tion). 

Rachel 

Scott 
Mar 2019 Green 

Collective 

agreement 

reached. 

Variations to 

contracts issued 

to affected staff.   

Implementation 

of the initial 

phases were 

delivered on 

time with effect 

from 1st Jun and 

1st Oct 2018 

respectively. 

Staff Governance 

Board re 

implementation 

matters. 

Fiona 

McOmish 

Stevie 

Wright 
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2. Complete the 
standardisation of 
RDS specific terms 
and conditions, 
including 
implementation. 

Mar 2019 
Rachel 

Scott 
Mar 2019 Green 

Ongoing formal 

negotiations. 

Formal 

proposals due to 

be issued by 

end of Q3 with a 

view to reaching 

a collective 

agreement. 

Quarterly to 

Remuneration, 

Appointments and 

Nominations Sub-

Committee. Staff 

Governance 

Board once 

agreement 

reached re 

implementation 

matters. 

Fiona 

McOmish 

Stevie 

Wright 

 

3. Negotiate a revised 
reward package and 
terms and 
conditions which 
reflect a broadened 
Firefighter role. 

Oct 2018 
Ramona 

Coxall 
Dec 2021 Green 

Initial 

discussions re 

way forward 

following NJC 

outcome. 

National 

discussions 

continue. 

Programme Office 

Board and TMPC. 

Fiona 

McOmish 

Stevie 

Wright 

 



NOT PROTECTIVELY MARKED  

ARAC/Report/PIFAuditScotland Page 10 of 25 Version 1.0: 09/01/2019 
SFRSMay2018ActionPlanUpdate 

 

Audit Scotland 

Recommendation 1b 

The Scottish Fire and Rescue should increase its pace of reform and implement its plans for transforming into a more flexible, modern 

service.  In particular: 

 Ensure through comprehensive and up-to-date workforce planning that it has the right skills and capacity in place to deliver its 
programme of transformation effectively. 

SFRS Current Position Workforce Planning arrangements are formally reviewed on a monthly basis and consider all Uniformed and Support staff. Regular engagement 

with SDA Leads and Directorate personnel takes place to monitor any potential recruitment gaps and proactive recruitment is put in place to 

manage this. Local Areas have the responsibility of managing the balance of competency across all community fire stations and support is 

provided by HROD and Training to assist the correct balance is achieved  both currently and also as the transformation strategy positively impacts 

on station service delivery. 

SFRS Proposed Action Deadline 

for 

Individual 

Action 

Lead 

Officer for 

Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performance 

Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information Being 

Reported if Out-

with the PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross Cutting 

Reference 

1. Provide the 
appropriate number 
of TFFs to meet the 
needs of the SDA 
retirals as identified 
in the workforce 
planning. 

Nov 2018  

(updated 

quarterly) 

Stevie 

Wright 
Apr 2019 Green 

TFF Foundation 

management 

courses in Jan 

(84), April (104) 

and Sep (108) 

with a proposed 

intake of 60 and 

50 in Jan and 

May 2019. 

Quarterly POD 

DMT Performance 

meeting 

Fiona 

McOmish 

Stevie 

Wright 
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2. Provide the 
appropriate national 
campaigns at CM – 
AM to meet the 
needs of the SDA 
retirals as identified 
in the workforce 
planning. 

Nov 2018  

(updated 

quarterly) 

Stevie 

Wright 
Apr 2019 Green 

The Resource 

Plan 2018/19 

identified 

national 

campaigns for 

GM (April), SM 

(March), WM 

(May) and CM 

(Aug). 

The 2019 

Resource Plan 

is currently 

being finalised 

with an AM and 

GM campaign in 

Jan and March 

and also a WT 

FF campaign in 

Mar 2019. 

Quarterly POD 

DMT Performance 

meeting 

Fiona 

McOmish 

Stevie 

Wright 
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Audit Scotland 

Recommendation 1c 

The Scottish Fire and Rescue should increase its pace of reform and implement its plans for transforming into a more flexible, modern 

service.  In particular: 

 Agree a long-term strategy for asset management and a medium term asset management plan by December 2018 that reflects the 
aims of transformation. 

SFRS Current Position The principles of the Long term Asset Management Strategy have been presented to the Asset Management Liaison Board.  The finalised Asset 

Management Strategy will be completed by December 2018. 

SFRS Proposed Action Deadline 

for 

Individual 

Action 

Lead 

Officer for 

Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performance 

Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information Being 

Reported if Out-

with the PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross Cutting 

Reference 

1. Develop and gain 
approval for a 
corporate asset 
management 
strategy. 

Mar 2019 
Sarah 

O’Donnell 
Mar 2019 Green 

Work to develop 

the Corporate 

Asset 

Management 

Strategy has 

progressed but 

the strategy has 

yet to be 

approved.  Work 

will be 

completed in 

line with the 

overall deadline 

date of March 

2019. 

Asset 

Management 

Liaison Board. 

Sarah 

O’Donnell 

David 

Johnston 
AOP T3 

2. Deliver planned 
capital investment in 
line with the 
approved 
programme. 

Mar 2019 
Sarah 

O’Donnell 
Mar 2019 Green 

The delivery of 

the capital plan 

is on target 

subject to 

agreed 

adjustments. 

Capital Monitoring 

Group 

Sarah 

O’Donnell 

David 

Johnston 
AOP T3 
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Audit Scotland 

Recommendation  2 

The Scottish Fire and Rescue should ensure that well-developed performance management systems are effectively implemented by 

October 2018, so that the board, strategic management and local management can access good quality information to effectively drive 

progress towards its priorities and those set out in the SFRS Framework. 

SFRS Current Position A cross-directorate working group was established to contribute to the development of a SFRS Performance Management Framework (PMF).  The 

PMF was agreed by the Board at a special meeting in February 2018.  Some final enhancements were made to the performance indicators selected 

to support the Framework.   The working group will continue to ensure satisfactory progress is made in relation to an agreed PMF Implementation 

Plan.   

The Implementation Plan is formed around seven objectives (indicated as actions below).  These aim to improve performance systems so that we 

can identify and report performance information in a way which will lead to improved evidence-led decision making and supports robust challenge 

and scrutiny against the Fire and Rescue Framework, and our Plans.  Objectives will facilitate increased learning and support identification of new, 

more innovative indicators which will provide increased knowledge of how we are improving against both organisation and community outcomes.  A 

specific objective relates to the procurement and implementation of a Performance Management System.  A User Intelligence Group has been 

established and a draft outline specification has been prepared to ensure a system is procured which is fit for purpose and will support enhanced 

performance management.   

In addition, strengthening Performance Management arrangements has been identified as an action within the Annual Operating Plan (AOP) 

2018/19.  The milestones identified against the action within the AOP relate to the objectives of the PMF Implementation Plan. Progress of this will 

be scrutinised by the PIF, SLT and the Board.  

SFRS Proposed 

Action 

Deadline 

for 

Individual 

Action 

Lead 

Officer for 

Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performance 

Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information Being 

Reported if Out-

with the PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross Cutting 

Reference 

1. Communicate the 
expectations of the 
PMF.  

Jun 2018 
Alison 

Hastings 
Mar 2019 Complete 

The finalised 

PMF 

document has 

been 

published on 

the website 

and iHub.   

PMF Board 

SMT 

SLT 

Board 

Mark  

McAteer 

Alison 

Hastings 
AOP GSR2 
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2. Identify an 
appropriate suite of 
performance 
measures to support 
challenge and 
evidence led 
decision making at 
multiple levels.   

Dec 2018 

Alison 

Hastings / 

Stuart Ross 

Mar 2019 Complete 

Revisions to 

the PMF 

indicator list, 

including 

additional 

targets, has 

been finalised 

and the data 

catalogue 

updated.  A 

process has 

been agreed 

to review the 

indicators on 

an annual 

basis.   

 

A change point 

process, which 

identifies 

changes in 

trends, has 

been 

developed and 

implemented.   

 

Initial 

benchmark 

work has been 

carried out and 

published on 

Tableau. 

PMF Board 

SMT 

SLT 

Board 

Mark 

McAteer 

Alison 

Hastings 
AOP GSR2 
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3. Identify an 
appropriate suite of 
local performance 
measures to support 
local challenge and 
evidence continuous 
improvement. 

Dec 2018 

Alison 

Hastings / 

Jim Scott 

Mar 2019 Amber 

Automated 

standardised 

Service Delivery 

Area 

Performance 

Reports are 

being 

developed. 

Further work 

will be done to 

explore a 

common set of 

local indicators 

and targets. 

The first 

meeting of a 

LSO 

Performance 

Group took 

place in Nov 

2018 and will 

meet on a 6-

monthly basis. 

PMF Board 

SMT 

SLT 

Board 

Mark  

McAteer 

Alison 

Hastings 
AOP GSR2 
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4. Develop effective 
performance 
reporting so that 
performance 
information is 
communicated and 
used throughout the 
organisation.   

Dec 2018 

Alison 

Hastings / 

Stuart Ross 

Mar 2019 Amber 

The Board and 

Service Delivery 

Committee 

received 

Quarter 1 and 2 

reports using 

the newly 

agreed indicator 

list. Further 

work on this 

action will now 

be dependent 

on the 

implementation 

of a 

Performance 

Management 

System. 

PMF Board 

SMT 

SLT 

Board 

Mark 

McAteer 

Alison 

Hastings 
AOP GSR2 

5. Develop Training 
and Development 
Programmes to build 
knowledge and 
understanding of 
performance 
management. 

Dec 2018 
Alison 

Hastings 
Mar 2019 Amber 

Limited 

progress has 

been made on 

this action at 

this time.  

Attention has 

been focused 

on the 

procurement of 

a system. 

PMF Board 

SMT 

SLT 

Board 

Mark 

McAteer 

Alison 

Hastings 
AOP GSR2 
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6. Procure and 
implement a 
performance 
management system 
to support delivery of 
the PMF. 

Mar 2019 
Alison 

Hastings 
Mar 2019 Green 

Good progress 

is being made 

to procure a 

system.  Three 

vendors have 

been shortlisted 

and demos 

arranged.  

Contract award 

is expected 

early in the new 

year and 

implementation 

by Apr 2019 

(subject to 

vendor). 

PMF Board 

SMT 

SLT 

Board 

Mark 

McAteer 

Alison 

Hastings 
AOP GSR2 

7. Develop 
performance 
indicators with 
partners so SFRS 
contribution to joint 
outcome 
improvement can be 
measured.   

Mar 2019 
Mark 

McAteer 
Mar 2019 Green 

The overarching 

National Reform 

Outcomes 

Evidence and 

Performance 

Board will now 

be taking this 

work forward. 

Progress will 

now therefore 

be dependent 

on this group.    

PMF Board 

SMT 

SLT 

Board Mark 

McAteer 

Alison 

Hastings 
AOP GSR2 
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Audit Scotland 

Recommendation  3 

The Scottish Fire and Rescue should with its national partners and the support of the Scottish Government, establish and begin 

implementing plans by December 2018 to progress the Reform Collaboration Group’s Strategy and vision for partnership working. 

SFRS Current Position The collaboration strategy has been endorsed by the SFRS Board, Ambulance Service Board, Police Scotland Management Board and is 

scheduled to go to the SPA for endorsement.  A workshop is scheduled for 13th Aug to develop the delivery plan and resources are being put in 

place by all 3 services to create a programme team to support delivery. 

SFRS Proposed Action Deadline 

for 

Individual 

Action 

Lead Officer 

for Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performance 

Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information Being 

Reported if Out-

with the PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross Cutting 

Reference 

1. Workshop scheduled 
to develop the 
delivery plan on 
13.08.2018. 

Aug 2018 
Mark 

McAteer 
Dec 2018 Complete 

Collaboration 

Strategy 

Externally  

SFRS Board 
Mark McAteer 

Eleanor 

Craig 

 

2. A recruitment plan is 
underway to 
resource this priority 
area. 

Dec 2018 
Mark 

McAteer 
Dec 2018 Complete 

SFRS 

Collaboration 

Officer now in 

post. 

 

Mark McAteer 
Mark 

McAteer 

 

3. Implement 
performance 
reporting 
arrangements to 
ensure SFRS Board 
have an oversight of 
RCG progress 
against 
Collaboration 
Strategy Delivery 
Plan 

Dec 2018 
Mark 

McAteer 
Dec 2018 Green 

Work has 
commenced 
with the RCG 
Officer Group to 
strengthen 
programme 
management 
and 
performance 
reporting 
arrangements.  
This will include 
reporting back 
to each of the 
three Services. 

 

SFRS Board 

Bridget 

Spence 

Mark 

McAteer 
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Audit Scotland 

Recommendation  4 

The Scottish Fire and Rescue should progress its plans to develop and implement a framework for monitoring, evaluating and reporting 

the impact of community safety activity by December 2018. 

SFRS Current Position A draft Community Safety Engagement (CSE) Planning and Evaluation policy and procedure has been developed. Two CSE initiatives have been 

identified to pilot the procedure and work has commenced with the initiative leads. The findings of these pilots will be used to further develop the 

procedure. Links have been established with the NFCC evaluation sub group and with the Scottish Community Safety Network evaluation sub 

group to review evaluation methods in other organisations and gain critical appraisal of the SFRS proposal. Q2 will see the draft proposal 

presented within the P&P DMT and developed from this point. 

SFRS Proposed Action Deadline 

for 

Individual 

Action 

Lead 

Officer for 

Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performanc

e Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information 

Being Reported 

if Out-with the 

PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross 

Cutting 

Reference 

1. Develop draft 
Planning and 
Evaluation policy 
and procedure. 

Sep 2018 
Stephen 

Wood 
Mar 2019 Complete 

Draft 

documentation 

complete and 

provided to 

SPPC for info. 

Update 

provided to 

P&P DMT and 

SDC. Final 

revision 

underway prior 

to releasing for 

consultation in 

early 2019 

P&P AOP 

John Miller 
Stuart 

Stevens 
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2. Run Pilot initiatives 
and seek internal 
and external 
comment. 

Oct 2018 
Stephen 

Wood 
Mar 2019 Complete 

Pilot projects 

identified in 

each SDA. 

External 

evaluation 

consultant 

engaged and 

liaison with the 

Consultation, 

Research and 

Evaluation 

working group 

is ongoing. 

P&P AOP 

John Miller 
Stuart 

Stevens 
 

3. Finalise Policy and 
Procedure for 
consultation. 

Nov 2018 
Stephen 

Wood 
Mar 2019 Amber 

Due for 

completion in 

early 2019. 

Timetable of 

liaison 

meetings has 

not aligned 

with PIF 

Deadline. 

P&P AOP 

John Miller 
Stuart 

Stevens 
 

4. Identify appropriate 
governance route. 

Dec 2018 
Stephen 

Wood 
Mar 2019 Green 

Paper has 

been 

submitted to 

P&P DMT and 

Service 

Delivery 

Committee.  

P&P AOP 

John Miller 
Stuart 

Stevens 
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5. Finalise Policy and 
Procedure prior to 
implementation. 

Jan 2019 
Stephen 

Wood 
Mar 2019 Amber 

Follows point 

3. 

Due for 

completion in 

early 2019. 

Timetable of 

liaison 

meetings has 

not aligned 

with PIF 

Deadline. 

P&P AOP 

John Miller 
Stuart 

Stevens 
 

6. Identify training 
needs and develop 
implementation plan 
including go live 
date. 

Feb 2019 
Stephen 

Wood 
Mar 2019 Green 

Work Ongoing P&P AOP 

John Miller 
Stuart 

Stevens 
 

7. Implement policy 
and procedure. 

Mar 2019 
Stephen 

Wood 
Mar 2019 Green 

Work Ongoing P&P AOP 
John Miller 

Stuart 

Stevens 
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HMFSI 

Recommendation  5 

The Scottish Fire and Rescue should include Equality Impact Assessments with papers to inform board decisions and set out in its 

workforce planning how it plans to eliminate the gender pay gap. 

SFRS Current Position Equality Impact Assessments are currently completed by policy owners.  By following the Briefing Notes issued to the Board and Strategic 

Leadership Team EIAs are subject to scrutiny at the policy decision making stage. EIAs are published internally to SFRS on iHub and externally on 

the SFRS website. There is scope for improvement in the overall EIA process and its application. 

The Balancing the Workforce Profile action plan which incorporates the Positive Action Review action plan and the Gender - Equal Pay action plan 

has been agreed and included within the Workforce Plan.  From this there are a number of objectives and planned actions identified to assist in 

reducing the gender pay gap. 

SFRS Proposed Action Deadline 

for 

Individual 

Action 

Lead Officer 

for Each 

Action 

Overall 

Deadline 

RAG Status 

for 

Performance 

Against 

Deadline 

Evidence of 

Performance 

Where is the 

Information 

Being Reported if 

Out-with the PIF 

Lead Officer 

for Overall 

Performance 

PIF Lead Cross Cutting 

Reference 

1. Re-launch Equality 
Impact Assessment 
Process on iHub. 

Nov 2018 
Elaine 

Gerrard 
Jun 2019 Red 

This action is to 

have a revised 

completion date 

of Jun 2019. 

Following the 

Equality & 

Diversity 

Review it was 

agreed by 

Strategic 

Leadership 

Team that the 

Equality Impact 

Assessment 

process should 

be revised and 

re-launched to 

accommodate 

the findings of 

the review. 

No formal 

reporting out-with 

PIF.  

The revised 

Equality Impact 

Assessment 

process will be 

approved by 

Strategic 

Leadership Team 

and completion 

reported to 

Strategic 

Leadership 

Team. 

Mark 

McAteer 

Elaine 

Gerrard 
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2. Evaluate completion 
rates of Equality 
Impact Assessments 
within Board 
decision making 
processes. 

Jun 2019 
Elaine 

Gerrard 
Nov 2019 Green 

Report to 

Corporate 

Assurance 

Board on 

completion 

rates. 

An Equality 

Impact 

Assessment is 

required for 

papers being 

sent to Board or 

its committees 

for decision; for 

reports for 

noting no 

Equality Impact 

Assessment is 

required.  

This action is 

aligned to the 

outcomes of the 

Equality & 

Diversity 

Review and the 

establishment in 

2019 of the 

Equality 

Partnership 

Group which 

will report to 

Corporate 

Assurance 

Board. 

No formal 

reporting out-with 

PIF at this time. 

Subject to review 

on any revisions 

to Board/ 

Strategic 

Leadership Team 

governance 

arrangements. 

Mark 

McAteer 

Elaine 

Gerrard 
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3a. Maximise attraction 

from under- 

represented groups 

for all SFRS 

vacancies. 

Mar 2020 Sarah Larios Mar 2020 Green 

Balancing the 

workforce 

profile action 

plan Jan 18, 

work 

progressing 

against this. 

Youth 

Employment 

Strategy Mar 

18, work 

progressing 

against this – 

FF Modern 

Apprenticeship 

Approved. 

HROD Staff 

Governance 

Groups 

Fiona 

McOmish 

Stevie 

Wright 
 

3b. Improve access 

to/support career 

development for 

underrepresented 

groups. 
Mar 2020 Sarah Larios Mar 2020 Green 

Balancing the 

workforce 

profile action 

plan Jan 18, 

work ongoing. 

Youth 

Employment 

Strategy Mar 

18, work 

ongoing. 

HROD Staff 

Governance 

Groups 

Fiona 

McOmish 

Stevie 

Wright 
 

3c.Develop and 

implement fair and 

equitable Pay and 

Reward strategies. 

Mar 2020 
Sarah Larios / 

Rachel Scott 
Mar 2020 Green 

Equal 

Pay/Gender 

Pay Gap 

Report due 

Apr 2019 

HROD Staff 

Governance 

Groups 
Fiona 

McOmish 

Stevie 

Wright 
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3d.Review and develop 

supportive 

Employment Policies 

and Procedures. 
Mar 2020 Gillian Clark Mar 2020 Green 

Development 

of a suite of 

policies and 

procedures 

and 

associated 

reviews is 

ongoing. 

HROD Staff 

Governance 

Groups 

Fiona 

McOmish 

Stevie 

Wright 

 

3e.Improve Equality 

Data Gathering and 

monitoring 

processes. 
Mar 2020 Stevie Wright Mar 2020 Green 

Request for 

employees to 

input personal 

data on ESS 

iTrent 

May/July 2018 

HROD Staff 

Governance 

Groups Fiona 

McOmish 

Stevie 

Wright 

 

 

Key for RAG status for overall performance against deadline 
Red  (behind schedule for completion by target date) 
Amber  (approaching or behind schedule to completion by target date)   
Green (achieved or on track for completion by target date) 
Blue (complete) 
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Report No: C/ARAC/07-19 

Agenda Item: 12a 

Report To: AUDIT AND RISK ASSURANCE COMMITTEE 

Meeting Date: 17 JANUARY 2019 

Report Title: STRATEGIC RISK REGISTER UPDATE – JANUARY 2019 

Report 

Classification: 
For Noting 

Board/Committee Meetings ONLY 

For Reports to be held in Private 

Reason   

1 Purpose 

1.1 The purpose of this report is to provide the Audit and Risk Assurance Committee with 
information on the current Strategic Risk Register, as at January 2019. 
 

2 Background  

2.1 
 
 
 
2.2 
 
 
 
 
 
2.3 
 
 
 
 
2.4 
 
 
 

The Audit and Risk Assurance Committee (ARAC) is responsible for advising the Board 
and the Accountable Officer on the adequacy and effectiveness of the Service’s 
arrangements for risk management and has oversight of the Strategic Risk Register. 
 
The Strategic Leadership Team (SLT) have responsibility for the identification and 
management of strategic risk and will ensure that the Strategic Risk Register presents a 
fair and reasonable reflection of the most significant risks impacting upon the 
organisation.  The SLT will champion the importance of risk management in supporting 
the achievement of the Service’s strategic aims and objectives. 
 
The risk management framework provides a single consistent approach to the 
identification, assessment and reporting of risk across the Service.  The most significant 
risks are reported through the Strategic Risk Register and are aligned to the 2016-2019 
Strategic Plan.   
 
Strategic risks are prepared in consultation with the Board and SLT and are managed 
collectively by the SLT, with each Corporate Risk allocated to an identified DACO or Head 
of Function.  These Responsible Officers provide information on the current controls in 
place and additional actions still required to mitigate the impact and /or probability of a 
risk occurring. 
 

3 Main Report and Discussion 

3.1 
3.1.1 
 
 
 
 
 
 
 

Strategic Risk Dashboard 
The Strategic Risk Dashboard is attached as Appendix A and identifies a single strategic 
overview for the 8 risk themes.  Following revisions by Responsible Officers no substantial 
changes have been made to the risk ratings and it is recommended that the current 
dashboard remains unchanged as it continues to accurately reflect the overall risk to the 
Service. 
 
 
 

SCOTTISH FIRE AND RESCUE SERVICE  

Audit and Risk Assurance Committee 
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3.2 
3.2.1 
 
 
 
 
 
 
3.2.3 
 
 
 
 
 
3.2.4 
 
 
3.2.5 
 
 
 
 
 
 
3.2.6 
 
 
 
 
 
3.2.6 
 
 
 
 
3.3 
3.3.1 
 
 
 
 
 
 
 
3.3.2 
 
 
 

 
Strategic Risk Register Update 
The report to ARAC on 14 June 2018 outlined that relevant actions from the Annual 
Operating Plan, Directorate Plans or other relevant plans could be used to provide 
assurance that identified risks were being adequately managed.  This would be as an 
alternative to creating a separate risk action pan.  The use of these plans would be agreed 
with the Responsible Officer and only the relevant code would be entered into the risk 
register.  Where required for scrutiny purposes the relevant Executive Board or 
Committee would ask for evidence to be provided. 
 
The Strategic Risk Register, outlined within Appendix B, identifies the 8 overarching 
Strategic Risks and 54 sub-risks, or corporate risks.  The risk action plans, attached in 
Appendix C, relate to 8 corporate risks where separate risk action plans are required.   A 
new action plan is currently being developed in relation to CR3.11 as outlined below. 
 
Following discussions with Responsible Officers a number of changes have been made 
within the register.  The main changes are outlined below:   
 
CR1.2 Where resources and capacity are unavailable due to financial pressures or 
a lack of succession planning there is a risk that the Service will not meet statutory 
obligations under Part 3 of the Fire Scotland Act in relation to the enforcement of 
compliance on duty holders.  The risk rating has increased to reflect the likelihood of 
this occurring and additional support has been identified for this area to better manage 
the risk.  
 
CR3.11 Failure to ensure productive engagement and timeous negotiations 
regarding terms and conditions of employment in order to enable Transformation.  
This is a new risk added to the register to reflect the implications to the Transformation 
programme should negotiations on new terms and conditions be delayed.  An associated 
risk action plan will be identified for future reporting. 
 
CR5.10 Failure to plan for the potential impacts of the EU Exit.  The Service has 
established a co-ordination group to manage areas of resilience impacting upon the 
organisation.  Following discussion and a continued uncertainty in relation to the EU Exit 
it was agreed to increase the risk rating for this risk. 
 
Risk Spotlight 
Previous reports identified that all Committee’s and Executive Boards now receive 
information on relevant corporate risks and can invite responsible officers to the meeting 
to discuss these risks for scrutiny purposes.  For this ARAC Committee two risks have 
been selected for scrutiny: 
CR5.5: Failure to ensure compliance with Information Governance Legislation 
CR8.7: Failure to give appropriate consideration to SFRS reputation in the 
corporate decision-making process  
 
The Spotlighting of risks allows each responsible officer to provide the background to the 
risk, highlighting any particular areas of concerns.  The officer is then able to identify the 
additional work still required and the timescales for completion.  It also ensures that the 
Committee or Executive board is able to undertake an effective scrutiny role on behalf of 
the Service. 
 

4 Recommendation  

4.1 The Audit and Risk Assurance Committee is asked to: 

 Note the content of the report. 

 Note the current Strategic Risk Dashboard. 
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5 Key Strategic Implications 

5.1 
5.1.1 

Financial 
There are no direct financial implications associated with this report. 
 

5.2 
5.2.1 

Legal 
There are no legal implications directly associated with this report. 
 

5.3 
5.3.1 

Performance 
The risk management framework forms part of the Services wider governance 
arrangements and will collectively ensure performance is improved. 
 

5.4 
5.4.1 

Environmental & Sustainability 
There are no direct Environmental or Sustainability implications associated with this 
report. 
 

5.5 
5.5.1 

Workforce 
There are no direct Workforce implications associated with this report. 
 

5.6 
5.6.1 

Health & Safety 
There are no direct Health and Safety implications associated with this report. 
 

5.7 
5.7.1 

Timing 
The Strategic Risk Register will be reported quarterly to the Audit and Risk Assurance 
Committee. 
 

5.8 
5.8.1 

Equalities 
There are no direct Equality implications associated with this report. 
 

5.9 
5.9.1 

Information Governance 
There are no direct information governance implications associated with this report. 
 

5.10 
5.10.1 

Risk 
The risk register forms a core element of the SFRS risk management and corporate 
Governance arrangements. 
 

5.11 
5.11.1 

Communications & Engagement 
Engagement with the Board, SLT and Senior Management Team has been undertaken 
through facilitated workshops and written reports. 
 

5.12 
5.12.1 

Training 
There are no direct Training implications associated with this report. 
 

6 Core Brief 

6.1 Not applicable 
 

7 Appendices/Further Reading 

7.1 
 
7.2 
 
7.3 

Appendix A – Strategic Risk Dashboard 
 
Appendix B – Strategic Risk Register 
 
Appendix C – Strategic Risk Action Plans 
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Prepared by: David Johnston, Risk and Audit Manager 

Sponsored by: Sarah O’Donnell, Director of Finance and Contractual Services 

Presented by: Sarah O’Donnell, Director of Finance and Contractual Services 

Links to Strategy 

The risk management framework links back to the Service’s Governance and Social Responsibility 

priority outlined within the 2016-2019 SFRS Strategic Plan 

 

Governance Route for Report Meeting Date Comment 

Strategic Leadership Team 14 January 2019 For noting 

Audit and Risk Assurance Committee 17 January 2019 For noting 

 



Strategic Risk Dashboard       Appendix A 
As at January 2019 

 

 

 

 

Probability (P) 

 

 

 

Impact (I) 

SLT Comments 

The review of the strategic risk register has resulted in a number of changes to the register and a new risk being 
identified.  The risk ratings however have not altered significantly within the 8 Strategic Risk themes and the 
recommendation is that current risk rating remain the same. 

 P I Risk 
Rating 

Risk 
Movement 

1 - Failure to minimise Communities' exposure to risk and harm 3 4 12  

2 - Failure to Protect the Health, Safety and Wellbeing of Firefighters and other employees 3 4 12  

3 - Failure to deliver Service Transformation 3 4 12  

4 - Failure to ensure Financial Sustainability 3 4 12  

5 - Failure to ensure Legal Compliance is maintained 3 4 12  

6 - Failure to have in place a suitably skilled, engaged and flexible workforce, ensuring 
capacity, to deliver service priorities 

3 4 12  

7 - Failure to maintain effective systems of control 3 4 12  

8 - Failure to maintain confidence in the Service 2 3 6  

5 5 10 15 20 25 

4 4 8 12 16 20 

3 3 6 9 12 15 

2 2 4 6 8 10 

1 1 2 3 4 5 

  1 2 3 4 5 



Scottish Fire and Rescue Service  APPENDIX B  

Strategic Risk Register  

December 2018  

Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

3 4 12 12 SLT

CR1.1a

MR1

NCR1

CCF

Operations Control

Uniformed Staff 

Availability

Obj , 1, 3, 4

Operational Assets

Obj 5, 6

N Aug-18 Dec 2018

Legal and 

Regulatory 

Compliance

Failure to successfully mobilise to an 

emergency incident

Failure to discharge a Statutory Duty. 

Adverse media coverage

Negative internal and external scrutiny

Impact upon health and safety of external stakeholders

Negative impact upon perception and reputation of 

Service.

The CCF project reports to a Project Board and to the SFRS Programme Board. 

Project reporting ongoing to the Transformation and Major Project Committee also. At 

this time the scrutiny and responses are considered to be fit for purpose.

Effective detailed design specification, legal contract and then management of contract 

will ensure delivery of the CCMS Project stated outcomes. This will ensure a resilient 

call handling system is in place to ensure consistent and effective operational 

mobilising of SFRS resources.

Fall-back procedures are well-rehearsed and reciprocal arrangements are also in place 

to deal with spate conditions or catastrophic failure. All SFRS Control Rooms have a 

dedicated ‘Stand-by’ Control rooms located in each SDA, further resilience provided by 

Police Scotland. 

Business Continuity Plans  have been developed for all three OC. Airwave disaster 

recovery plans are also being reviewed for the 3 OC’s. All OC personnel follow a 

maintenance phase development plan which ensures that there is continuous practical 

and theoretical input to staff on call handling and incident management procedures.  An 

FDM Command Group review is carried out on a Bi-Annual basis, which ensures the 

best disposition of roles and skills within each area and across the country as a 

whole.This process is completed in full around October/November each year in 

preparation for the new leave year. OC develop and assess their succession planning 

on an annual basis which results in identification of recruitment, promotion and 

development needs. This process has been completed for the next calander year with 

resourcing tasks now underway.

Service Delivery Committee

Asset Management Liaison Board 1 5 5 8   
DACO Response & 

Resilience

CR1.1b

MR1

NCR1

CCF

Operations Control

Uniformed Staff 

Availability

Obj , 1, 3, 4

Operational Assets

Obj 5, 6

N Aug-18 Dec 2018

Legal and 

Regulatory 

Compliance

Failure to deploy required/adequate resources 

to an emergency incident

Failure to discharge a Statutory Duty. 

Adverse media coverage

Negative internal and external scrutiny

Impact upon health and safety of external stakeholders

Negative impact upon perception and reputation of 

Service.

Operational availability remains under the strict control of an R&R project, which now 

includes a Tactical Availably Group to ensure adequate stakeholder engagement on 

acute staffing matters. Interfaces have been established with key stakeholder groups to 

identify areas of improvement and best practice. The Staffing Project is engaged with 

the development, review and implementation of HROD policies and procedures and is 

also working closely with Finance and HROD partners to ensure crewing is maintained 

in line with the Target Operating Model. 

CCMS project ongoing across SFRS and fallback arrangements in place across 3 

Control Rooms.     

System Suppliers and S&D team are preparing Data Migration plan and working with 

System Suppliers to identify and utilise suitable tools to assist with data cleansing and 

data migration process. Identifying all datasets to be utilised within new CCMS.

Ensuring robust testing of all datasets prior to and following migration to new CCMS.

Business Continuity Plans have been developed for all 3 OCs.

Service Delivery Committee Asset Management Liaison Board 2 4 8 8   
DACO Response & 

Resilience

CR1.1c

MR1

NCR1

Operations Control

Policies, Procedures 

& Incident Command

Obj 1, 5, 6

Uniformed Staff 

Availability

Obj 1, 2, 3, 4

Operational Assets

Obj 5, 6

Operational 

Assurance

Obj 1, 2, 3, 4, 5, 6, 7, 

8

N Aug-18 Dec 2018 Operational
Failure to successfully resolve an emergency 

incident

Failure to discharge a Statutory Duty. 

Adverse media coverage

Negative internal and external scrutiny

Impact upon health and safety of external stakeholders

Negative impact upon perception and reputation of 

Service.

A suite of Standard Operating Procedures are in place for all generic incidents types.

Robust process in place for staff training and development in Incident Command and 

Operational Assurance process to monitor trends and identify areas requiring review.

Robust periodic inspections and maintenance regimes including defecting and 

impounding procedures for all operational assets. 

CCMS contract was awarded in Dec 2017 and implementation across SFR&S 

occurring thereafter, with proposed completion estimated for 2020.

Effective detailed design specification, legal contract and then management of contract 

will ensure delivery of the CCMS Project stated outcomes. This will ensure a resilient 

call handling system is in place to ensure consistent and effective operational 

mobilising of SFRS resources.

Service Delivery Committee

National Operational Assurance 

Board 
1 5 5 8   

DACO Response & 

Resilience

CR1.2

Specific risk action 

plan within the P&P 

consolidated action 

plan.

Y  August 2018.  Dec 2018

Legal & 

Regulatory 

Compliance

   The SFRS has a number of statutory duties under 

Part 3 of the Fire (Scotland) Act 2005 in regards to 

the enforcing of compliance on duty holders under 

said Act. There is a risk that should the resources 

and capacity required not be available due to 

financial pressures or a lack of succession 

planning, the SFRS will not meet its statutory 

obligations.

Failure to effectively enforce fire safety legislation. There 

are a number of potential consequences of this risk, 

including increased risks to communities and Firefighters, 

increased risk of legal challenges, negative media 

coverage and reputational damage.

• FSE personnel have been allocated based on the off station structures review which was 

carried out in 2016. This has been communicated to LSO’s to implement.

• Review of P&P resource allocation is ongoing to ensure resources are aligned to demand. 

• P&P managers provide an eight weekly update on staffing pressures and succession 

planning projections.

• 24 personnel are currently undertaking FSE development modules with another 24 planned 

for 2019.

• Directorate oversight is provided through annual area visits, regular CPD visits and eight 

weekly P&P managers meetings.

• Arrangements are in place for peripatetic deployments as a short term measure

Service Delivery Committee Senior Management Team 4 3 12 9  
DACO Prevention & 

Protection

CR1.3 IL03 N

Reviewed - May 

2017.  Further 

review to be 

concluded in 

August 2018 

Dec 2018 Operational

Develop processes to identify cause and spread of 

fire, learning opportunities from this and to 

highlight good practice.

Failure to identify the cause and spread of fire, preventing 

learning opportunities, highlighting good practise.The 

consequences of this risk would include the impact upon 

health, safety and wellbeing of staff and communities, 

ineffective decision making, poor investment of available 

resources and lost opportunities to improve and/or 

innovate.

• Our Fire Investigation Units investigate fires and produce comprehensive reports into the 

relevant findings. Robust auditing and future accreditation/quality management requirements 

will continuously improve FI investigation and reporting performance. Associated policies and 

procedures for FI in place.

• NFCC recommendations have been implemented – all FI personnel will attend the Skills for 

Justice Level 5 award for Fire Investigators 

• FI structure review submitted to SLT. 

• FI reviewing processes for information and data sharing across internal and external 

stakeholders

• Partnership working to study post fire atmospheres and how exposure impacts on SFRS 

personnel during firefighting and investigative operations. FI will feed this back to HSW and 

the wider organisation

• Serious Fire Task Group will meet on a quarterly basis. Analysis of serious fires, fatalities 

and emerging trends will inform function heads of actions to take. Information also presented 

at local P&P managers meeting to inform wider cadre of P&P and the ensure LSO areas are 

informed

• Case Conference process to be reviewed, simplified and relaunched and supported  

–ensuring that all fire fatalities have a completed CC and learning from each promulgated at 

the SFTG 

• FI projects focusing on known fire trends (lithium Ion, emollient creams), and reviewing 

process around notification, education and recording

• Working group established in response to the MWG activity around the Grenfell Enquiry. 

White goods campaign and trading standards relations will be built around this.

Service Delivery Committee Ops Assurance Board 3 3 9 9  
DACO Prevention & 

Protection

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

CR1.4

Specific risk action 

plan within the P&P 

consolidated action 

plan.

N

Reviewed - May 

2017. Now falls 

within the 

auspices of the 

Safe and Well 

Major Project 

Dec 2018

Reputational / 

Stakeholder 

Confidence

Failure to successfully engage with partners, 

communities and other stakeholders on matters of 

community safety and resilience  'EXTERNAL 

STAKEHOLDER LEVEL - 'There is a risk that 

partnership working arrangements with partners are not 

robust enough due to a lack of guidance and/or 

resource/capacity

Failure to resource and maintain relationships may 

negatively impact upon our ability to target interventions to 

those in need leading to negative outcomes for 

communities and additional levels of external and internal 

scrutiny.  It could also lead to negative media coverage 

and reputational damage.

• The SFRS Strategic Plan and P&P Strategy provide clear and definitive guidance in regards 

to working with partners to make our communities safer.

• We continue, through our Community Engagement Section, to engage nationally with 

partners and locally through the Local Fire and Rescue Plans and Local Outcome 

Improvement Plans.  Protocols to support information sharing as part of Health and Social 

Care pilots are being established. 

• The P&P Directorate, through the Chair of ACO McGown, fully supports the work of Phase 

2 of the Building Safer Communities Programme.

• A Strategic Assessment has been completed as part of Phase 2 and specific work 

packages generated as a result.  

• The major transformation project, Safe and Well, will support better engagement with 

partners moving forward and will encompass Health and Social Care,  Building Safer 

Communities Phase 2 and information sharing

• Partnership working is embedded throughout our CSE Policies, procedures and guidance. 

• Local Community Planning Processes embedded within LSO Areas

Service Delivery Committee
Senior Management Team or 

Strategic Leadership Team
2 4 8 8  

DACO Prevention & 

Protection

CR1.5
GSR1

GSR2

Action 4

Action 5

Action 6

Action 8

Action 19

Action 20

Action 21

Action 22

N 20/02/2017 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to improve outcomes by identifying 

new/emerging community risks and demands 

Unable to allocate resources on a risk based 

approach, resulting in inefficient use of resource, 

exposure to staff and communities, adverse media 

and scrutiny of Service.

A new Performance Management Framework (PMF) has been developed and was 

agreed by the Board at a special meeting held on 22 February 2018.  Work is on-going 

to embed the PMF, supported by an implementation plan, which will include the 

development of reporting methodologies for the various executive and non-executive 

groups across the SFRS, and locally.  These arrangements, which will be supported by 

infographic style reports, will enable new and emerging risks to be identified so 

appropriate management actions can be considered and undertaken.  The 

procurement of a Performance Management System to support this is well advanced. 

Service Delivery Committee Senior Management Team 2 4 8 8  DACO SPPC

CR1.6

 MR2, MR3, MR4

 NCR1, NCR2, NCR3, 

NCR4, NCR5

Capability 

Development and 

Assurance

Obj 1, 2, 3, 4

Uniformed Staff 

Availability

Obj - 1, 2, 3, 4

OCCTO 

Obj - 1, 2, 3, 4, 5

Service Delivery 

Liaison

Obj - 1, 2, 3, 4, 5, 6, 7

Operational 

Assurance

Obj - 1, 2, 3, 4, 5, 6, 

N 20 Feb 17 Dec 2018 Operational

Failure to develop and maintain systems 

providing assurance in relation to organisational 

and community and national resilience

Impact upon service provision

Impact upon reputation and perception of the Service

Unable to demonstrate suitable governance 

arrangements are in place. 

Failure to demonstrate effective emergency planning 

and recovery.

National Operational Assurance Board and governance process. 

Business Continuity Plans. Audit is complete and areas being assisted in development 

of localised plans.

National Resilience Model development. 

Links to UK Resilience. 

Scottish Capability Assurance Support System in development. Sub group set up to 

progress and take this to the next stage. Work ongoing with OC to further develop the 

system to allow organisations to self register. The R&R Directorate continue to manage 

these issues and related risk, through internal governance processes such as the DMT, 

SMT, SLT, OIB, OAB, SGB, H&SB, AMB and DSG. In addition, they are involved in a 

well-established Scottish resilience community and attend fora such as the SRP, RRP, 

LRP, SMARTEU, CONTEST, ESTG, ESRRG as well as being the Lead in building 

Community Resilience through the SRA/RPA process and the CAR. Lastly, the SFRS 

are pivotal members of the NOG, SRB, NRB, NOLUG, NOEWG as well as national 

groups for Water Rescue, NILO, CBRN and Nuclear response, to name a few. The 

Resilience Manager is also involved with NRAT managers and is currently developing 

further the national assurance process within Scotland. 

Service Delivery Committee
National Operational Assurance 

Board
2 4 8 8   

DACO Response & 

Resilience

CR 1.7  
Policy, Procedures & 

Incident Command

Obj - 5

N Aug-17 Dec 2018

Legal and 

Regulatory 

Compliance

Failure to take all reasonable measures for 

ensuring an adequate supply of water for 

firefighting and other emergencies                The 

service is required to have adequate systems in 

place to ensure hydrants are operationally ready. 

Recent incidents and research indicates that current 

systems are not suitable nor efficient.

Failure to discharge a Statutory Duty.

Impact upon health and safety of internal and external 

stakeholders

Negative impact upon perception and reputation of 

Service. 

Adverse media coverage, 

Negative internal and external scrutiny

Agreement and adoption of a Service Level Agreement between SFRS and Scottish 

Water to ensure:

• Adopted SFRS hydrants are repaired within agreed timescales;

• Unplanned interruption of water supply is repaired within the specified required time; 

and 

• Scottish Water deployment of technical support at major incidents.

Provision and establishment of a SFRS Water Planning Function within R&R who will 

take responsibility for:

• Hydrant allocation and access for new building developments and existing conversion 

of premises;

• Recording and reporting relating to inspection and maintenance of hydrants; and

• Dissemination of information from Scottish Water in relation to planned interruptions 

to supply.

Provision of Operational Information System capable of displaying fixed and alternative 

water supplies.

Adoption by the Service of an inspection and maintenance regime for all hydrants 

within Scotland taken on under the responsibility of the SFRS.

An ongoing 3 year rolling programme for hydrant testing is in place.

Service Delivery Committee Asset Management Liaison Board 4 4 16 16   
DACO Response & 

Resilience

CR1.8 GSR7 PCIP N 02-Feb-18 Dec 2018 Operational

Loss of strategic service provision and/or supply 

of goods or works due to the business failure of an 

external supplier or the failure of the external 

supply chain, which will include Brexit

Impact upon SFRS resilience if an unexpected loss of 

service is experienced.  Depending upon the nature of the 

contract adverse media aor political scrutiny could result 

together with the potential for additional financial costs to 

be incurred in meeting any shortfall in service provisojn 

through new suppliers.  

Ongoing contract monitoring, ongoing tendering requirements to ensure financial stability of 

potential suppliers, ongoing contract management meeting, use of creditsafe to monitor 

financial standing of provider.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 4 16 16   

Head of Finance & 

Procurement

CR1.9 T2  N 21-Mar-14 Dec 2018
Legal / 

Regulatory

Failure to procure goods, works and services 

within the required timescale

Significant impact upon the successful delivery of 

projects.  Impact upon achievement of SFRS Operating 

Plan and general performance within the Service.

A Corporate Procurement Steering Group has been established to provide scrutiny and 

assurance of the procurement workplan and an agreed Procurement Workplan is in place 

and prioritised appropriately.  A Commodity Strategy has been implemented and user 

Intelligence Groups are established within Projects to ensure effective decision making.  The 

Section will continue to reprioritise and align available capacity and resource to meet service 

demand.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 4 16 16  

Head of Finance & 

Procurement



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

CR1.10  MR:Action 2 SDA 9 Y June 2018 Dec 2018

Reputational/ 

Stakeholder 

Confidence

There is a risk to the Service where it fails to 

ensure sufficient staff with the appropriate skills 

on duty to maintain an effective level of 

operational cover. To maintain effective, safe front 

line service delivery, the Service requires to secure 

and maintain sufficient numbers of suitably skilled 

and competent staff in order to be able to mobilise 

emergency response assets and ensure a safe 

system of work.  Securing the optimum numbers will 

also result in the most efficient delivery model and 

assist in securing financial sustainability.

Failure to effectively crew to the appropriate level with 

with the required blend of skills to maintain appliance 

and specialist capaility availability. Potential for fire 

cover and the provision of specialist capabilities in a 

geographical areas to be reduced to a level that will 

impact on the effectiveness of the SFRS operational 

response.  Inability to mobilise an asset due to 

insufficient crew, driving/specialist skills or command 

competence.  Reduced level of service delivery and 

breach of statutory obligations.  Potential impact on 

community safety and adverse media and external 

scrutiny.  

Wholetime:  Application of absence management and other supportive policies to 

ensure staff availability is maintained high.  A new Wholetime Duty System has been 

implemented along with supporting systems.  A number of recruitment processes have 

now taken place with new trainees in post with more to follow. recruitment up to RBC                                                                                                                                                                                                                                                                                                                              

RDS:  Use of Gartan availability system to identify RDS issues and generate monthly 

reports on station performance. A focus on maximising recruitment opportunies and 

recognising the commitment of RDS staff employers. Improved opportunites and 

flexibility in the provision of training to RDS staff through the TED review. 

Service Delivery Committee     Staff Governance Board 4 4 16 16   
Service Delivery 

DACO's

3 4 12 12 SLT

CR2.1  WD10 / WD11 / WD12  Y 20 Feb 17 Dec 2018

Legal and 

Regulatory 

Compliance

Failure to develop HSW management 

arrangements necessary to enhance the safety 

culture with the aim of protecting and enhancing 

the health, safety and wellbeing of staff  

Increased risk of serious injury or death, general impact 

upon the health, safety and wellbeing of staff, impact 

upon the safety of communities, impact upon key 

performance indicators, negative internal and external 

scrutiny, prosecution under H&S legislation, unnecessary 

costs, impact on reputation and staff morale, impact on 

service delivery

Completed gap analysis

Management arrangements development programme

Business partner Health and Safety Improvement Plan

Health and  Sfety Engagament protocol

Development of an in-house Health and Safety Management Information System

Development of a corporate resiliencee and wellbeing strategy

Structural proposals being discussed with management 

Staff Governance Committee  National Health and Safety Board 3 3 9 6  Head of HSW

CR2.2 WD2 WD4 / WD5  Y 20 Feb 17 Dec 2018

Legal & 

Regulatory 

Compliance

Failure to develop and embed core competence 

standards and operational skills standards 

consistently across the Service

Impact upon the health, safety and wellbeing of staff, 

impact upon the safety of communities, impact upon key 

performance indicators, negative internal and external 

scrutiny

Developed and implemented SFRS Training Standards for all core and specialist skills

Audit against the Quality Management System within TED which is aligned to BSI ISO 9001:2015

Development and implemented of a robust Performance management framework which identified 

outcomes and areas for improvement, which is reported to the SLT

FDM TfOC was implemented April 2018, this builds on the introduction of the FF and Supervisory 

TfOC. Designing and implementing an operational competence framework is about ensuring that 

operational station and control based firefighters and managers across all duty systems have the right 

skills to deliver public safety by applying recognized operational procedures and complying with 

appropriate health and safety legislation.

TED continue to progress and complete actions allocated to the Function from a number of actiona 

plans including, Operational Assurance, Health & Safety, Internal Audit, HMFSI and CFBT Action 

Group. All of these actions when completed ultimately improves firefighter safety and enhance core 

competencies. 

Staff Governance Committee Staff Governance Board 3 3 9 9  Head of TED

CR2.3 

MR2, MR3

Risk, Governance & 

OI

Obj - 1, 2, 3, 4, 5

Policy, Procedures & 

Incident Command

Obj - 1, 2

N 20 Feb 17 Dec 2018

Legal and 

Regulatory 

Compliance

There is a risk to SFRS if operational 

intelligence information is not captured or 

presented to crews at the point of need. A 

recurring theme identified within serious and tragic 

losses of fire and rescue staff and stakeholders has 

been the lack of available intelligence at operational 

incidents. At present there are a number of different 

approaches to the provision of OI across Scotland 

with varying degrees or resilience.

Potential injury to staff and or stakeholders 

Breaches in relevant legislation and associated fines 

or penalties imposed upon the service 

Impact upon attainment of operational priorities 

Adverse media scrutiny 

Potential FAIs and resulting impact upon perception 

and reputation of organisation

Hardware solution installations 95% complete within the ESDA and 76% complete 

across SFRS. National installations continuing in WSDA and NSDA

Legacy OI systems are being maintained as far as reasonably practicable. Regular 

intervention meetings between ICT and R&R to identify and rectify issues with legacy 

systems.  

The new OI policy has been published and embedded. Guidance on implementation is 

included within training resources  and available on the SFRS Intranet.

All SDAs have been engaged on the development of transitional arrangements for the 

new system

Training and assessment embeded  within LCMS

Introduction of OI within the trainee firefighter syllabus

Exclusive use of the new OI System within future incident command training courses

Service Delivery Committee                 

OI Project Board

4 3 12 12   
DACO Response & 

Resilience

CR2.4 MR2, MR3, MR4, WD16

Risk, Governance & 

OI

Obj -  5, 6

Policy, Procedures & 

Incident Command

Obj - 1, 2, 3, 4, 6

N Feb-17 Dec 2018 Operational

There is a risk to SFRS where it fails to create 

and implement policy . Across all areas of 

response service, the need for standardised policy 

to ensure consistent approaches are taken with 

regard to the type and scale of appliances and 

equipment in use, and the levels of training and 

competency required for their use.

Potential injury to staff and or stakeholders 

Breaches in relevant legislation and associated fines 

or penalties imposed upon the service 

Impact upon attainment of operational priorities 

Adverse media scrutiny 

Potential FAIs and resulting impact upon perception 

and reputation of organisation

A suite of standardised documents is currently being created and embedded within 

SFRS.

Structured working relationships are in place with colleagues in Asset Management and 

an R&R Asset Liaison role has been created within the Directorate. 

The R&R Service Delivery Liaison Group meetings ensure that policy and procedure is 

applied consistently across the Service. 

The Director and DACO Response and Resilience meet quarterly with LSO 

representatives from each of the Service Delivery Areas.

An OA Sub Group has been established to improve communication and progression of 

health and safety (H&S) issues and to prioritise operational assurance activities that 

support the management of risk at operational incidents. This group continues to 

progress and develop and is achieving effective outcomes.

Service Delivery Committee  
National Ops Assurance Board

2 3 6 6  
DACO Response & 

Resilience

CR2.5
PIF and Specific 

Action Plan
Y August 2018 Dec 2018 Political

Failure to minimise unwanted fire alarm Signals. 

There is a risk that this  incident type creates a high 

number of unnecessary blue light journeys, and  

consequential outcomes e.g. injuries, vehicle repar 

costs, environmental impact, public liabilities and 

internal/external business capacity pressures.

Failure to apply the UFAS demand reduction 

measures at a local level may result in an increase of 

UFAS events, blue light journeys and consequential 

risk.

• A SFRS UFAS Incident Policy and Procedure has been introduced combined with a 

supporting appliance reduction decision matrix procedure to assist local decision 

making.  

• A review of the UFAS Incident Policy has concluded with an action plan agreed to 

take account of the recommendations highlighted by various external bodies such as 

HMFSI and BRE.  

• The UFAS PDA Reduction Procedure has now been introduced in all SDAs.  

Demand reduction for UFAS has been set at 15% over 3 years.  Reduction outcomes 

are reported via the P&P performance reporting system.  

• A time and risk based study produced in advanced of SLT response decision.

• UFAS champions have been implemented by each LSO to implement UFAS policy 

locally.

• A new UFAS recording system and mapping tool has been implemented across the 

service.

• URS can report on reduction of blue light journeys and provide statistical analysis 

around UFAS.

Service Delivery Committee  

Senior Management Team 3 3 9 9  
DACO Prevention & 

Protection

Strategic Risk 2 - Failure to Protect the Health, Safety and Wellbeing of Firefighters and other employees



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

CR2.6 WD2 / WD3 / WD4

 

Y Oct-17 Dec 2018
Legal / 

Regulatory

Failure to meet the Service demand in relation to 

training within the current capacity and 

resources available to TED

Failure to deliver on Service Redesign implementation 

could result in political / reputational or financial risk to 

Directorate and Service. 

Adverse scrutiny whether internal or external. 

Potential impact upon core training programme to 

accommodate other training needs.  Impact upon learning 

path for staff.

TED successfully applied for funding from the Servive Transformation Transitional Fund, with 

£311,430 being allocated to assist with costs associated with Service Transformation training 

requirements. 

TED have engaged with Directorates to understand training requirements in the coming year 

through the Training Needs Analysis  and Learning Needs Analysis and have identified 

additional requirements in terms of delivering  ongoing wholetime and RDS recruitment, the 

Learning and Development Framework and training associated with the implementation of 

RRU's into the Service. 

The initial allocation from the Service Transformation Transitional Fund has been increased 

to £500,000 to absorb costs associatated with the delivery of training which is aligned to 

Service Transformation. 

Service Delivery have agreed to support the delivery of training with LSO Training resources 

which will mitigate the impact on National Courses as a result of Service Transformation 

training. 

TED have implemented a TNA Exception Process, whereby any additional training requested 

out with the initial TNA return will be documented,  the customer shall reprioritise their original 

TNA submission to incorporate the additional request.  

TED have refined the TNA and LNA process with the aim of improving  the services ability to 

preplan and prioritise the organisation training requirementsfor 2019/20. 

Staff Governance 

Committee
Staff Governance Board 4 4 16 16  Head of TED

3 4 12 12 SLT

CR3.1
GSR1

T5

Action 4

Action 9

Action 49

Y 07/04/2018 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to fully develop an effective long-term 

transformation strategy and supporting delivery 

plans

Inability to identify long-term strategic direction of SFRS 

within the wider context of public sector reform in 

Scotland.  Inability to gain necessary political support and 

investment from Scottish Government over the full period 

of transformation.  Difficulty in identifying long-term 

relevance of SFRS and demonstrating Service as an 

investible commodity for the future.

A Service Transformation - High Level Plan is being created for the SFRS, covering the 

period up to and including 2021/22; this will be developed as the on-going transformation 

journey matures.  Individual projects will be managed in line with SFRS' agreed protocols, 

and will be coordinated by the Programme Office to ensure they fully complement the High 

Level Plan.  Transformation will also be supported by the development of SFRS' next 

Strategic Plan, which will cover the period 2019-22, and associated Annual Operating Plans.  

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 4 8 8   DACO SPPC

CR3.2 T4 / T5  N 20 Feb 17 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to engage with and communicate with 

relevant stakeholders, including employees

Fail to identify shared values and priorities, missed 

opportunities, miscommunication and poor perception 

held of SFRS

A Communication and Engagement Strategy has been approved by SLT and Board and sets 

out the key principles of engagement and consultation across SFRS. This will direct a 

consistent approach and standard across SFRS. Consultation and engagement planning will 

form key element of projects and policy delivery and will be scrutinised by relevant Board 

Committees. CitizenSpace software will be utilised for consultations to ensure the widest 

stakeholder reach and the provision of quantitative and qualitative reporting to inform the 

decision-making process. New employee communication channels are being developed to 

ensure effective two-way engagment. SFRS Communications is also investing in technology 

to provide Service-wide single sight view of all engagement, allowing us to more effectively 

develop our tactics to emerging needs and issues.

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 4 12 12  

Head of Comms and 

Engagement

CR3.3 T4 / T5  N 20 Feb 17 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to secure required levels of political and 

other critical support

Inability to gain necessary investment and support from 

Government, difficulty in identify long-term investment 

opportunities.  

A Communication and Engagement Strategy has been approved by SLT and Board and sets 

out the key principles of engagement and consultation across SFRS. This will direct a 

consistent approach and standard across SFRS. SFRS Communications has also increased 

its capability in political engagement with ex-Scottish Government employees providing 

insight to the political landscape and ensuring increased frequency and more effective 

engagement with both Ministers, Officials and Opposition MSPs. The future use of a matrix 

approach to engagement will also ensure we deploy the appropriate skills and experience 

from within SFRS to maximise political and stakeholder engagement. SFRS Communications 

will also provide specialist guidance on the reputational risk of failure to acheive politcal and 

stakeholder support and steps required to mitigate this risk.

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 4 8 8  

Head of Comms and 

Engagement

CR3.5 Action 50 N 07/04/2018 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to realise benefits from the 

transformation programme within required 

timescales

Inability to demonstrate that the intended outcomes of 

transformation have been met, including being unable 

to evidence enhancement of firefighter and 

community safety as a result of the programme.

Benefits realisation will be managed during the programme of transformation using a 

top-down and bottom-up approach.  The High Level Plan will contain overarching 

benefits that the programme will deliver.  In addition to this, each project dossier will 

contain a benefits section.  These sections from individual dossiers will be built into an 

overall Benefits Realisation Plan, which will be tracked and monitored throughout the 

programme.

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 4 12 12   DACO SPPC

CR3.6  Y 07/04/2018 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to identify and manage 

interdependencies within the transformation 

programme and with other key priorities

This could result in competing and/or conflicting 

priorities, which impact upon capacity and capability of 

employees.  Opportunities may be lost, with the SFRS 

being unable  to demonstrate improvements as a 

result of transformation.

Governance arrangements have been altered to enable the Senior Management Team 

to take on the Programme Office Board role.  This will support the coordination of 

transformation along with other key priorities by the Senior Management Team, under 

the direction set by the Strategic Leadership Team.  Developments have taken place 

at an executive and non-executive level to bring major projects into the scope of the 

transformation programme arrangements.  This includes support from the Programme 

Office, oversight by the Senior Management Team/Programme Office Board, and 

scrutiny by the Transformation and Major Projects Committee.  An action plan has also 

been developed following a recent Gateway Review of the programme; this includes 

specific actions in respect of the management of interdependencies.  The Service 

Improvement Team have been commissioned to undertake a review of how the 

Programme Office is 'Meeting the Needs of their Customers', providing an additional 

opportuninty to identify and understand risks and interdependencies from feedback.

Transformation and Major 

Projects Committee 
Transformation Programme Board 4 3 12 12   DACO SPPC

CR3.7 WD2  Y 20 Feb 17 Dec 2018 Operational
Failure to develop a sustainable skills profile to 

effect transformation

Impact upon capacity and capability of employees, lost 

opportunities, impact upon ability to demonstrate 

continued service improvement, increase in work related 

stress

Engagement with Service Redesign to identify potential training requirements at the earliest 

opportunity

Development of new SFRS Training Standards to ensure consistency of development across 

the Service

Identification of Training Needs aligned to the introcudtion of any new ways of working

The initial allocation from the Service Transformation Transitional Fund has been increased 

to £500,000 to absorb costs associatated with the delivery of training which is aligned to 

Service Transformation. 

Service Delivery have agreed to support the delivery of training with LSO Training resources. 

TED Leads continue to work closely with Service Tranformation Project Managers for RRU's, 

OHCA, MTFA and Rural Fulltime Posts to ensure that TED are fully sighted on any training 

impacts that arise as a result of these Transformational Projects.  

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 3 9 9  Head of TED

Strategic Risk 3 - Failure to deliver Service Transformation



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

CR3.8
Action 51

Action 52
Y 07/04/2018 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to ensure effective governance of 

transformation programme

Unable to effectively coordinate and scrutinise 

programme of work, leading to inefficiency in making 

required changes, and key milestones being missed.

Each project within the transformation programme will have an Executive Lead and 

Project Manager assigned to them.  Support and coordination will be provided by the 

Programme Office, ensuring the SFRS' standard protocols for project management 

are followed.  Oversight of the programme will be provided by the Senior Management 

Team/Programme Office Board, with scrutiny from the Transformation and Major 

Projects Committee and Internal Audit.  Appropriate external scrutiny will also be 

factored into the programme.  An action plan has also been developed following a 

recent Gateway Review of the programme; this includes specific actions in respect of 

governance.  The Service Improvement Team have been commissioned to undertake 

a review of how the Programme Office is 'Meeting the Needs of their Customers'.  This 

self assessment/process review will focus on governance, information and 

engagement, with the outcomes supporting improvements in this regard.

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 4 8 8   DACO SPPC

CR3.9 Action 51 Y 07/04/2018 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to maintain appropriate levels of suitably 

developed staff to support the transformation 

programme

Unable to deliver programme of work in a timely 

manner, resulting in benefits not being realised and 

resources not being effectively and efficiently utilised.  

A dedicated Programme Office has been created to support transformational and 

other major projects being undertaken within the SFRS.  A member of the Programme 

Office has taken on the role of Service Improvement Assessor.  This provides an 

opportunity for learning new skills in problem solving, self-assessment, and process 

improvement.  Other suitable development opportunites are being provided to 

Executive Leads, Project Managers, and other key personnel to support the 

programme of work.  

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 3 9 9   DACO SPPC

CR3.10  Y 07/04/2018 Dec 2018 Financial
Failure to deliver the transformation programme 

within available budget 

The SFRS could overspend in respect of the budget 

allocated to the Programme Office itself, and also as 

a result of changes brought about by transformation 

causing impacts upon finance across other areas of 

the Service.

The finances allocated to the Programme Office are managed as part of the overall 

budget for the Strategic Planning, Performance and Communications (SPPC) 

Directorate.  This is coordinated through regular engagement between senior 

directorate managers and the SPPC Finance Business Partner.  Regular engagement 

also takes place between the Programme Office and Finance colleagues on the overall 

coordination and timings of the transformation programme.  An action plan has also 

been developed following a recent Gateway Review of the programme; this includes 

specific actions in respect of financial monitoring.

Transformation and Major 

Projects Committee 
Transformation Programme Board 3 3 9 9   DACO SPPC

CR3.11 WD7  Y Nov-18 Dec 2018 Operational

Failure to ensure productive engagement and 

timeous negotiations regarding terms and 

conditions of employment in order to enable 

transformation.

Transformation agenda is reliant upon negotiations being 

concluded and implemented. Impact upon capacity and 

capability of employees, lost opportunities, impact upon 

ability to demonstrate continued service improvement.

Review of the Working Together Framework, with a specific focus on bargaining 

arrangements.

Review of the SFRS Consultation and Negotiation policy, with a specific reference to 

composition of panels and governance.

Review of the terms of reference for EPF and PAG.

Terms of reference to be agreed in order to set out the scope of the consultation and 

negotiation in relation to service transformation matters.

Project Manager appointed with a specific reference to transformation across POD.

Transformation and Major 

Projects Committee 
Transformation Programme Board 4 4 16 new  New Head of HROD

3 4 12 12 SLT

CR4.1 GSR6  N 20 Feb 17 Dec 2018 Financial
Failure to have in place appropriate financial 

planning arrangements

Investment decisions not fully informed, adverse scrutiny, 

budget planing assumptions inaccurate, potential benefits 

and opportunities not gained

Capital Programme has been scrutinised by Directorates, Business Cases are developed for strategic 

transformation projects with resource implications understood and agreed

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  

Head of Finance & 

Procurement

CR4.2 GSR6 / T3  N 20 Feb 17 Dec 2018 Financial
Failure to maintain sufficient investment in asset 

base

Additional costs incurred in repairs and maintenance, 

exposure where relevant legislation not met, potential 

health, safety and welfare exposures

Continue to maintain assets within allocated budget, ensuring that assets are kept to 

legislative requirements and fit for purpose. Long Term Financial strategy clearly 

demonstrates that further high levels of investment are required to ensure asset base is fully 

supported . 

Audit and Risk Assurance 

Committee
Asset Management Liaison Board 4 4 16 20  

Head of Asset 

Management

CR4.4 GSR6  N 20 Feb 17 Dec 2018 Financial
Failure to match expenditure with available 

funding

Potential for over or underspends impacting upon 

effectiveness of service and generating unwanted internal 

or external scrutiny

Monthly monitoring, Finance Business Partner support, Active contribution to Government 

Spending Review to articulate requirements of Service

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 3 12 12  

Head of Finance & 

Procurement

3 4 12 12 SLT

CR5.1 GSR1

Action 4

Action 8

Action 9

Action 53

N 30/09/2016 Dec 2018

Legal & 

Regulatory 

Compliance

Failure to govern organisation within statutory 

framework including Fire (Scotland) Act 2005 as 

amended, Freedom of Information (Scotland) 

Act 2002, Equalities Act 2010, Human Rights Act 

1998, Community Justice (Scotland) Act 2016, 

Fire and Rescue Framework for Scotland 2016

Potential for legal challenges through complaints, 

Tribunals or Courts. Dealing with such legal challenges 

are costly for SFRS in terms of staff time and interna and 

external legal costs.  In addition there is the potential  for 

findings by the relevant legal forum against SFRS which 

could take the form of a compensation sum, fine or 

penalty. Further potential impact includes negative impact 

upon reputation of Service and adverse external scrutiny

Established Board support Team, Published 2016/19 Strategic Plan complementing the Fire and 

Rescue Framework. Guidance and support in relation to equalities, data management, freedom of 

information and adoption of a business partner approach informing Directorates of governance 

requirments developing awareness and ownerhsip of governance arrangements. Performance 

management. Restructuring of the Legal Services Team. 

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  DACO SPPC

CR5.2 WD9  Y 20 Feb 17 Dec 2018

Legal and 

Regulatory 

Compliance

Failure to ensure compliance with relevant 

Employment legislation

Unable to demonstrate our commitment to being an 

Employer of Choice, inability to attract and retain staff, 

potential litigation and ET awards  or penalty incurred, 

negative impact upon reputation of Service, adverse 

external scrutiny

Key people policies have been implemented to represent the SFRS from antecedent services in line 

with current legislation and good practice.  Evolving case law is regularly monitored and policies will 

be adjusted as required.   Standardised and harmonised T&Cs will also remove risk of equal pay 

claims related to differences in T&Cs across SFRS. 

Staff Governance Committee Staff Governance Board 2 2 4 4  Head of HR-OD

CR5.3 WD12  Y 20 Feb 17 Dec 2018

Legal and 

Regulatory 

Compliance

Failure to ensure compliance with Health,  

Safety and Welfare Legislation

Exposure to employee safety, potential impact upon 

safety of communities, potential fine or penalty imposed 

on Service

Directorate/SDA Improvement Plans

Health and Safety partner engagement

Quarterly reports monitoring progress of action plans 

Annual reports

Clinical governance gap anlysis

Health and safety audit prgramme

Staff Governance Committee  National Health and Safety Board 4 4 16 16  Head of HSW

CR5.4  
 Civil Contingencies

Obj 1, 2, 3, 4, 5, 6
N 20 Feb 17 Dec 2018

Legal and 

Regulatory 

Compliance

Failure to ensure compliance with the Civil 

Contingencies Act 2004

Inability to demonstrate suitable levels of service 

resilience, 

Potential impact upon service delivery, 

Negative internal and external scrutiny. 

Inability to respond to certain incident types. 

Failure to discharge statutory duties.

Resilience capability leads appointed. 

National Resilience Model being developed. 

Close liaison with other UK fire services and partner agencies. 

SMARTEU exercise co-ordination and joint working. 

Capabilities assurance system under development for national resilience 

capabilities.SRA's  have been completed and sent out to all subject  experts and a 

report on the feedback will be prepared for Jan 2019. This will form the basis of the 

RRP full report which is due in Feb 2019 regional workshops have been held in all RRP 

areas.

Service Delivery Committee

National Operational Assurance Board 1 4 4 8  
DACO Response & 

Resilience

Strategic Risk 5 - Failure to ensure Legal Compliance is maintained

Strategic Risk 4 - Failure to ensure Financial Sustainability



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

CR5.5 GSR12  Y 01/11/2014 Dec 2018

Legal & 

Regulatory 

Compliance

Failure to ensure compliance with information 

governance legislation

Potential fine or penalty incurred, negative impact upon 

reputation of Service, adverse external scrutiny.

Compliance with Data Protection policies and procedures.  Guidance and support regarding data 

breach/incident management.  Development of e-learning package for all staff.   Development of 

Information Sharing Protocol Policy and template/awareness training.   Implementation of Secure 

Email System and supporting policies.  Information Governance adopt a business partner approach to 

advise Directorates.  Compliance with Freedom of Information policies and procedures.  Guidance 

and support in relation to handling requests.  Proactive publishing on Publication Scheme (website).  

Information Governance adopt a business partner approach to advise Directorates.  mplementation 

of a Records Management Plan (RMP) which sets out proper arrangements for the management of 

records in compliance with the Public Records (Scotland) Act.  Compliance with SFRS Records 

Management and  Retention arrangements.  Information Governance adopt a business partner 

approach to advise Directorates.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 4 12 12  Director SPPC

CR5.6 T2 N 20 Feb 17 Dec 2018
Legal/Reputatio

nal/Financial
Failure to comply with Procurement Legislation

Potential fine or penalty incurred, negative impact upon 

reputation of Service, adverse external scrutiny

Standing Orders, Procurement procedures, Peer review process, Training for staff involved 

ion procurement eg Quick Quote.  Currently reviewing Scottish Government Frameworks.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 4 16 16  

Head of Finance & 

Procurement

CR5.7 GSR8 N 20 Feb 17 Dec 2018
Legal/Reputatio

nal/Financial

Failure to ensure compliance with 

Environmental Legislation

Potential fine or penalty incurred, negative impact upon 

reputation of Service, adverse external scrutiny

New environmental plans are being developed and various new contracts will have 

Environmental responsibilities incorporated within ( Hard and Soft FM). Full review of high risk 

fuel sites is underway.  The sustainability and environmental section restructure has now 

been completed with all 3 posts filled.

Audit and Risk Assurance 

Committee
Asset Management Liaison Board 3 4 12 12  

Head of Asset 

Management

CR5.8 GSR6 Y 20 Feb 17 Dec 2018
Legal/Reputatio

nal/Financial
Failure to comply with Road Traffic Legislation

Exposure to legal challenge and associated financial loss, 

impact upon perception and reputation of Service 

Implementation of the Management of Occupational Road Risk (MORR) policy and 

subsequent awareness generation of policy.  Establishment of the Driver Awareness Group 

and provision of insurance data identifying areas of exposure

Audit and Risk Assurance 

Committee
Asset Management Liaison Board 2 3 6 6  

Head of Asset 

Management

CR5.9 GSR6 Y 20 Feb 17 Dec 2018
Legal/Reputatio

nal/Financial

Failure to comply with Software Licensing 

agreements and Copyright Legislation

Exposure to legal challenge and associated financial loss, 

impact upon perception and reputation of Service 

Contract management with major suppliers, technical controls over source programmes and 

files

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  Head of ICT

CR5.10  
EU Exit co-Ordination 

Group Action Plan
N 30 August 2018 Dec 2018

Legal & 

Regulatory 

Compliance

Failure to plan for the potential  impacts of the 

EU Exit including impact on the workforce, 

contracts, procurement management and applicable 

european standards and regulations. 

Inability to achieve Service priorities, ensure financial and 

contractual sustainability, and lack of guidance and 

procedures for compliance with new standards and 

regulations.  Issues of resilience and adverse media or 

policital scrutiny could also present signfciant risk and 

challenge to the Service.

Scottish Government funding to assist preparations and mitigation. Workforce mapping and 

planning, procurement procedures considerations, ongoing contract management and 

supplier resilience mapping,   parnership working with the Scottish Government's EU Justice 

Board, Society of Local Authority Lawyers and Administrators, and other stakeholders and 

partners.     

SFRS Board Corporate Assurance Board 4 4 16 12   Director SPPC

3 4 12 12 SLT

CR6.1 WD7 Y 20 Feb 17 Dec 2018 Financial
Failure to maintain harmonious employee 

relations within established collective 

bargaining arrangements

Impact upon staff morale and service provision, impact upon 

Service resilience

There is an agreed Working Together Framework with an associated action plan live and under 

regular review with regular updates via Staff Governance Committee and Employee Partnership 

Forum to ensure priniciples are embedded.  Positive working is promoted in all union meetings. The 

recent standardisation of uniformed terms and conditions in June 2018 has reduced the risk rating 

from 16 to 12.

Staff Governance Committee Staff Governance Board 3 4 12 12  Head of HR-OD

CR6.2 WD8 Y 20 Feb 17 Dec 2018 Reputational
Failure to develop and maintain a postive/ 

transparent working culture and climate that is 

aligned with SFRS Values

Impact upon staff morale and service provision, impact upon 

Service resilience, impact upon the health, safety and wellbeing 

of staff, adverse internal and external scrutiny, potential 

litigation and ET awards  or penalty incurred, negative impact 

upon reputation of Service.

Cultural audit in 2014 was undertaken with an action plan in place.  The SFRS staff survey will be live 

between 17 September and 28 October 2018, with collation of results scheduled for November and 

feedback to Board, SLT, SMT and SGC due in December. A corporate communication will be sent to 

all staff in January with broader staff engagement taking place between January and March 2019.

Staff Governance Committee Staff Governance Board 3 3 9 9  Head of HR-OD

CR6.3 WD5 / WD6 Y 20 Feb 17 Dec 2018 Reputational

Failure to develop and deliver a Workforce and 

Resourcing Plan in support of the SFRS 

strategic plan, financial strategy and service 

transformation programme.

Inability to achieve service priorities, lost investment/ 

rationalisation opportunities, project/ programme failure, 

impact upon morale and the health, safety and wellbeing of 

staff, future service resilience impact, impact upon Service 

Redesign

The workforce plan 2018-21 is due for approval. It sets out the SFRS's approach to workforce 

planning and forecasting, resourcing/campaign planning, links to talent management and succession 

planning.  Executive and Strategic Development Centres and Programmes are in place and currently 

running over a 2 year period, with middle manager development centres and programmes planned to 

take place during 2019. 

Staff Governance Committee Staff Governance Board 2 3 6 6  Head of HR-OD

3 4 12 12 SLT

CR7.1 GSR7 / GSR9  N 20 Feb 17 Dec 2018

Legal and 

Regulatory 

Compliance
Breach of cyber security

Service interruption, negative publicity and scrutiny, 

financial fine and penalties 
ICT management process, Digital Strategy Steering Group

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 5 15 15  Head of ICT

CR7.2 T3  N 20 Feb 17 Dec 2018

Legal and 

Regulatory 

Compliance
Breach of physical security

Impact upon health, safety and wellbeing of staff and 

Communities, 

Station Security measure to be reviewed, however all personnel must be aware of their 

personal security responsibilities.  Security report provided to the Asset Management Liaison 

Board in September 2018.

Service Delviery Committee Asset Management Liaison Board 3 3 9 9  
Head of Asset 

Management

CR7.3 GSR9  Y 20 Feb 17 Dec 2018 Operational
Failure to prevent insider threats to the 

organisation

Service interruption, negative publicity and scrutiny, 

financial fine and penalties 

Paper containing the Insider Threat action plan will progress through SLT during Q2 18/19 and 

highlight the ongoing work and requirements across the SFRS to mitigate the risk of insider threat. 
Staff Governance Committee Staff Governance Board 2 4 8 8  Head of HR-OD

CR7.5 GSR5

Action 15

Action 24

Action 25

Action 26

Action 27

Action 32

Action 33

Action 34

Action 35

N 20/02/2017 Dec 2018 Political

Failure to continuously improve through 

identifying interdependencies that allow for 

effective decision making, transfer of 

information and robust governance 

arrangements. 

Ineffective decision making, poor investment of 

available resources, health and safety exposures.  

Failure to have effective systems of controls will lead 

to loss and negative scrutiny of Service.  Inability to 

achieve Service priorities and ensure financial 

sustainability.

Revised Executive Governance Structure of SLT and SMT aligned to Non-Executive Board and 

Committees Structure including establishment of IGG - Integrated Governance Group; 

Annual Governance Statement /Assurance Framework Process aligning risks and actions to 

Annual Operating Plan and business as usual arrangements; Internal and External Audit of 

these systems including annual review of Statement of Assurance by External Audit.  Annual 

Review of Effectiveness of SFRS Board and its Committees; Board Strategy Days 

programmes; Internal and External Audit; liaison and support from Scottish Government Fire 

and Rescue Division, Board members and SLT appraisals.

SFRS Board Strategic Leadership Team 3 3 9 9  DACO SPPC

CR7.7 GSR6  N 20 Feb 17 Dec 2018 Financial Loss of Financial Control

Investment decisions may not result in best value.  Loss of 

investment opportunities and internal and external 

criticism.  Inability to demonstrate a cohesive governance 

structure wihtin the Service.  Inability to fund agreed 

decisions.

All SLT/Board/Committee Reports are required to identify any financial implications resulting 

from the recommendations made. All such proposals must be verified by the Finance 

Business Partner; Delegated Financial Authority.  Monthly monitoring and reporting process 

together with active engagement by Business Partners within Directorates of the Service.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 2 3 6 6  

Head of Finance & 

Procurement

2 3 6 6 SLT

Strategic Risk 6 - Failure to have in place a suitably skilled, engaged and flexible workforce, ensuring capacity, to deliver service priorities

Strategic Risk 7 - Failure to maintain effective systems of control

Strategic Risk 8 - Failure to maintain confidence in the Service



Current Risk Assessment

Annual Operating Plan Directorate Plan Committee Level Executive Board Level Probability Impact
Risk 

Rating

Previous 

Risk Rating

Strategic Risk 1 - Failure to minimise Communities' exposure to risk and harm 

Governance and Scrutiny ArrangementsLink to Core Business Planning Documents

Responsible OfficerRisk MovementRisk Ref. No.
Actions 

Required
Date Identified

Last Reviewed 

Date

Risk Appetite 

Category
Risk Description Consequence of Risk Control Measures In Place

Risk Appetite 

Impact Assessment

CR8.1 GSR1  Y 20 Feb 17 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to develop suitable consultation and 

engagement processes informing effective 

decision making

Ineffective decision making, poor investment of available 

resources, impact upon staff morale and levels of engagement

A Communication and Engagement Strategy has been approved by SLT and Board and sets out the 

key principles of engagement and consultation across SFRS. This will direct a consistent approach and 

standard across SFRS. Consultation and engagement planning will form key element of projects and 

policy delivery and will be scrutinised by relevant Board Committees. CitizenSpace software will be 

utilised for consultations to ensure the widest stakeholder reach and the provision of quantitative and 

qualitative reporting to inform the decision-making process.

Transformation and Major 

Projects Committee 
Transformation Programme Board 2 5 10 10  

Head of Comms and 

Engagement

CR8.3

GSR1

GSR2

GSR4

T4

Action 4

Action 5

Action 6

Action 9

Action 13

Action 14

Action 19

Action 20

Action 21

Action 22

Action 23

Action 28

Action 42

Action 43

Action 44

N 01/11/2014 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to demonstrate adequate performance 

against acceptable criteria

Unable to demonstrate an improvement in community 

outcomes through work undertaken by SFRS, including an 

inability to demonstrate best value.

A new Performance Management Framework (PMF) has been developed and was agreed by the 

Board at a special meeting held on 22 February 2018.  Work is on-going to embed the PMF, 

supported by an implementation plan, which will include the development of reporting 

methodologies for the various executive and non-executive groups across the SFRS, and locally.  

These arrangements will be supported by infographic style reports.  The PMF is a live document that 

will evolve to capture additional performance measures in relation to new risks and demands, 

including broader work undertake by the Service as a result of the transformation programme.  The 

procurement of a Performance Management System to support this is well advanced.  The 

Performance Improvement Forum (PIF) monitors and reports on service performance on national 

findings from Audit Scotland and HMFSI reports. 

SFRS Board Strategic Leadership Team 2 4 8 8  DACO SPPC

CR8.5 GSR1 / GSR2  N 20 Feb 17 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to protect the reputation of the Scottish 

Fire & Rescue Service

Adverse internal and external scrutiny, impact upon 

morale of employees, partnership engagement could be 

impacted

A Communication and Engagement Strategy has been approved by SLT and Board and sets 

out the key principles of engagement and consultation across SFRS. This will direct a 

consistent approach and standard across SFRS. Policies to set out requirements for 

engagement with the Media, Political Stakeholders and the use of Social Media will be in 

place. The SFRS Communications team is investing in specialist, skilled personnel to both 

professionalise our communications and ensure more effective horizon scanning and 

response to reputational risk.   

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 4 12 12  

Head of Comms and 

Engagement

CR8.6 GSR3 Action 7 N 10/04/2018 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to demonstrate corporate social 

responsibility and sustainability

Unable to demonstrate the social value added by the SFRS, and 

the impacts the Service has on sustainability.

An SFRS Sustainability Framework is in development.  This will demonstrate our sustainability through 

delivery of economic, social and environmental benefits.   It will outline our commitment to social 

responsibility and identify appropriate measures from which to monitor our positive contributions to 

society.

Audit and Risk Assurance 

Committee
Corporate Assurance Board 3 3 9 9   DACO SPPC

CR8.7 GSR1 / GSR2  N Apr-18 Dec 2018

Reputational/ 

Stakeholder 

Confidence

Failure to give appropriate consideration to 

SFRS reputation in the corporate decision-

making process

Adverse internal and external scrutiny, impact upon 

morale of employees, partnership engagement could be 

impacted

SFRS Communications are available to provide guidance on potential reputational impact of 

key corporate decisions. Counsel should be sought and all decisions taken in cognisance of 

reputational impact / risk. Decision-making fora should also directly address reputational 

issues in addition to the existing communications and engagement considerations

Audit and Risk Assurance 

Committee
Corporate Assurance Board 4 4 16 16   

Head of Comms and 

Engagement
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Strategic Risk  Strategic Risk 1 – Failure to minimise 

Communities’ exposure to risk and 

harm 

Risk 

Rating 

16 

Risk Ref CR1.10 Risk Owner Service Delivery 

DACO 

Risk 

Appetite 
 

Risk There is a risk to the Service where it fails to ensure sufficient staff with the appropriate skills on duty to maintain 

an effective level of operational cover 

Agreed Management Action(s) (reference Directorate 

Plan or Annual Operating Plan where relevant) 

Target / 

Completion Date 

Action Summary Responsible 

Officer  

Establish a cross directorate approach to workforce 

planning.  

 March 2019 Close collaboration between POD, 

Service Delivery and central staffing to 

ensure effective arrangements are in 

place to recruit, train and retain the 

identified number of skilled and 

competent staff required to maintain 

and effective operational response.   

Head of HROD 

Review Central staffing March 2019 The Response and Resilience directorate 

are undertaking a review of the 

approach to coordinating operational 

staffing supported by the SDA DACOs 

DACO Dickie 

Maintain appropriate levels of skills  March 2019 Maintain the appropriate level of 

competencies and specialist skills in 

DACO Stewart  
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collaboration with SDA DACOs to ensure 

appropriate appliance and specialist 

capability availability is maintained. 

Ensure the appropriate distribution of staff and skills 

across the Service Delivery areas. 

March 2019 Ensure the appropriate skill levels area 

maintained within Service Delivery Areas 

and work with POD to ensure vacancies 

are identified and arrangements are in 

place to address these. 

SDA DACOs 

Establish monitoring arrangements to ensure 

appropriate availability is maintained 

March 2019 Central staffing team establish 

monitoring arrangements with SDAs to 

ensure appropriate availability 

maintained 

 

DACO Dickie  
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Strategic Risk  Strategic Risk 2 – Failure to Protect the 
Health, Safety and Wellbeing of 
Firefighters and other employees 

Risk Rating 16 

Risk Ref CR2.6 Risk Owner DACO TED  Risk Appetite  

Risk Failure to meet the Service demand in relation to training within the current capacity and resources available to TED 

Agreed Management Action(s) (reference Directorate 
Plan or Annual Operating Plan where relevant) 

Target / 
Completion Date 

Action Summary Responsible 
Officer  

Initial discussions have taken place at the RRU 
Implementation Board about the potential use of a 
skills bank to build capacity and resilience and assist 
with the delivery of RRU training through a peripatetic 
team. 

Q4 2018-19 TED successfully applied for funding from the 
Service Transformation Fund, with £311,430 
being allocated to assist with costs associated 
with RRU training requirements. 
RRU Training will be delivered utilising a 
blended delivery model of both National 
Instructors and LSO Instructors, this model 
has successfully delivered training to the RRU 
stations in WIOS.  
The funding allocation for TED for RRU 
training costs has been increased to 
£500,000.  

DACO TED 

TED propose a blended approach to delivering the 
Learning and Development Framework, utilising 
external courses, internal TED resources and cross 
Directorate subject matter experts (SME), who will 
deliver training within business as usual. This approach 
should mitigate capacity issues in the delivery of the 
Learning and Development Framework.  

Q4 2018-19 
Phased 
implementation 
based on 
business needs 
and Workforce 
and Resource 
Plan.   

HR/OD have developed the people 
management elements of the framework. 
Cross directorate SME’s assisted in the 
delivery of two day Supervisory Induction 
courses in all three SDA’s. Four places have 
been secured on the Executive Leadership 
Development Programme.  

DACO TED 
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On 29th January 2018, following the submission of a 
briefing paper on “Training Analysis” by DACO Paul 
Stewart, the SLT instructed that a full review of the 
Training and Employee Development Function should 
be undertaken. This project will be governed through 
the Asset management Liaison Board and will be led by 
DACO Stewart. 
 
Whilst this, by nature is a scoping project: it is hoped 
that it may deliver opportunities to improve both 
training efficiency and performance: thereby improving 
both firefighter and public safety. 

Q3 2018-19 AM King has been appointed Project 
Manager for the TED Training Review and has 
developed a Project Dossier and associated 
Work packages, which have been allocated to 
Responsible Owners for completion. 
 
Consolidate findings and submit final project 
report and recommendations to be 
completed by December 2018.  
 
Completion date for TED Training Review has 
been extended to March 2019. However a 
short term action plan for Driver Training has 
been developed with the aim of increasing 
capacity to deliver driver training.  

DACO TED 
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Strategic Risk  Strategic Risk 5 – Failure to ensure legal 
compliance is maintained 

Risk Rating 16 

Risk Ref CR5.3 Risk Owner Head of Function Risk Appetite  

Risk Failure to ensure compliance with Health, Safety and Welfare Legislation 

Agreed Management Action(s) (reference Directorate 
Plan or Annual Operating Plan where relevant) 

Target / 
Completion Date 

Action Summary Responsible 
Officer  

Directorate/SDA Improvement Plans developed to support 
legal compliance and supported by Health and Safety 
business partner engagement 

 ongoing Improvement plans in place supported 
by business partner arrangements. 
Completion of plans by Directorate/SDA  
has been limited with the majority of 
actions carrying forward to 2018/19 

Head of Function 

Production of annual report to advise SLT and Board of 
performance  

Q4 2018/19 HSW Annual Report approved by SFRS 
Board in December 2017, still to be 
published 

Head of Function 

Implementation of Clinical and corporate standards, 
HSW Framework and recording systems across SFRS 

Q4 2018-19 Standards being developed and 
implemented. HW management system 
now implemented.  Clinical standards are 
detailed in the Clinical Governance 
action plan for progression during 2018-
19 

Head of Function 

Development of an SFRS corporate wellbeing and 
resilience strategy  

Q4  2018-19 Work on first draft has commenced.  
Progression delayed  

Head of Function 
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Strategic Risk  Strategic Risk 5 – Failure to 

ensure legal compliance is 

maintained 

Risk Rating 12 

Risk Ref CR5.5 Risk Owner Director SPPC Risk Appetite   

Risk Failure to ensure compliance with information governance legislation 

Agreed Management Action(s) (reference Directorate 

Plan or Annual Operating Plan where relevant) 

Target / 

Completion Date 

Action Summary Responsible 

Officer  

Develop an Information Asset Register (IAR) to demonstrate 

the proper control and management of personal data which 

is fundamental to ensure, and be able to demonstrate, 

compliance with the General Data Protection Regulations 

(GDPR) (draft Annual Operating Plan 2018/19). 

Q4 2018/19 Data is currently being collated from across 

the service to assist with populating the 

Information Asset Register which is intended 

to assist in the creation of an inventory of 

personal data processed, map the processing 

and analyse the legal basis of the processing. 

Director SPPC 

Development of Action Plan and Working Group to support 

transition to new General Data Protection Regulations (GDPR) 

(Directorate Plan) 

Ongoing 2018 An action plan has been developed and the 

Working Group has met to delegate various 

tasks and responsibilities.  Work still ongoing 

to review relevant policy documents to 

ensure compliance. 

Director SPPC 

Development of associated GDPR guidance documentation, 

training and support to SFRS.  Development of Breach 

Procedure and full inventory of ISPs. (draft Annual Operating 

Plan 2018/19). 

Ongoing 2018 Policies and procedures to be reviewed or 

developed and relevant training provided 

where necessary. 

Director SPPC 
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Complete Recommendations/Actions from Internal Audit 

carried out in Quarter 1 of 2018/19 

31/03/2019 Actions have been included in the 

overarching GDPR Action Plan and are being 

monitored at each monthly Internal Audit 

Meeting. 

Director SPPC 

Performance Indicator included in the new corporate 

Performance Management  Framework which will be 

reported to the Board on a quarterly basis: 

% information requests which receive a response within the 

statutory timescale 

Ongoing 2018 Ensure all information requests are 

responded to within statutory timescales. 

Director SPPC 
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Strategic Risk  Failure to enable the delivery 
of the SFRS People Agenda 

Risk Rating    12 

Risk Ref CR6.1 Risk Owner Head of HROD Risk Appetite  

Risk Failure to maintain harmonious employee relations within established collective bargaining arrangements 

Agreed Management Action(s) (reference Directorate 
Plan or Annual Operating Plan where relevant) 

Target / 
Completion Date 

Action Summary Responsible 
Officer  

Quarterly review and reporting of the SFRS Working 
Together Framework and associated Action Plan  

 Q4 2018/19 Staff Governance Board and Staff 
Governance Committee review progress at 
quarterly meetings 

Head of HROD 

Support negotiations for pay claims during 2018/19  Q3 2018/19 Discussions ongoing regarding support staff 
pay claim. Offer for uniformed pay claim for 
18/19 is currently out for consultation. 

Head of HROD 

Support negotiations and implementation of  
Uniformed terms and conditions of employment  

Q4 2018/19 Standardisation of uniformed terms and 
conditions has been achieved and the 
practical implementation of these elements 
is progressing. Discussions to harmonise as 
part of wider service transformation 
programme are ongoing. 

Head of HROD 

Support negotiations to standardise RDS Terms and 
Conditions of employment 

Q4 2018/19 Negotiations continue and formal proposals 
are being prepared for issue. 

Head of HROD 

Develop an SFRS Total Reward and Recognition 
Framework 

Q4 2018/19 Work is progressing towards the 
development and implementation of specific 
options to enhance the Total Rewards 
package (e.g. Additional Annual Leave 
purchase scheme) 

Head of HROD 
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Strategic Risk  8 – Failure to maintain confidence in the 

Service 

Risk Rating 10 

Risk Ref CR8.1 Risk Owner Head of 

Communications 

Risk Appetite  

Risk Failure to develop suitable consultation and engagement processes informing effective decision making 

Agreed Management Action(s) (reference Directorate 

Plan or Annual Operating Plan where relevant) 

Target / 

Completion Date 

Action Summary Responsible 

Officer  

Introduce and embed Communication and Engagement 
Strategy 

 Complete 

Implementation is 

open ended  

An updated Communication and 

Engagement strategy has been implemented 

and will direct a consistent approach and 

standard across the Service. 

A Communications and Engagement group 
will be formed and will play a key role in 
identifying communication and associated 
corporate risks, as well as mitigating actions. 
 

Head of 

Communications 

Utilise Citizen Space software as the digital platform for key 
consultation exercises – internal and external 

Complete – 
implementation is 
open ended 
 
 
 

Citizen Space software currently utilised for 
public consultations, including local plans to 
ensure widest stakeholder reach and 
provision of quantitative and qualitative 
data. 
 

Head of 
Communications 
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Citizen Space available for all SFRS 
departments to utilise. 
 
Training on content management system to 
be provide for Corporate admin department 
departmental site administrators. 
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Strategic Risk  Strategic Risk 8 – Failure to maintain 

confidence in the Service 

Risk 

Rating 

16 

Risk Ref CR8.7 Risk Owner Head of 

Communications 

Risk 

Appetite 

 

Risk Failure to give appropriate consideration to SFRS reputation in the corporate decision making process 

Agreed Management Action(s) (reference 

Directorate Plan or Annual Operating Plan where 

relevant) 

Target / 

Completion Date 

Action Summary Responsible 

Officer  

Promote the role of SFRS Communications Management in 
reviewing reputational risk  
 

Q4 2018 Awareness should be raised at all levels of 
management that key corporate / project 
decision making should have early input from 
SFRS Communications  

Head of 
Communications  

Develop understanding of the distinction between 
reputational issues and wider communications and 
engagement 

Q4 2018 Building the understanding of decision-making 
Managers in regards to the importance of 
reputational considerations, and the 
distinction with C&E will help support 
commitment to a more effective approach  

Head of 
Communications 

Transformation Project Dossiers to have evidence that 
reputational issues have been fully explored with SFRS 
Communications 

Q4 2018 Early input from SFRS Communications is 
required to highlight any reputational issues 
and shape good decision-making – this should 
be conducted at project scoping stage.  
 

DACO SPPC 

SLT / Board Papers should have an additional field added to 
evidence that reputational issues have been fully explored 
with SFRS Communications. Identified issues should be 
highlighted to assist good decision-making.  
 

Q4 2018 SLT / Board Papers should not be presented 
without first having given full consideration to 
reputational matters  

Director SPPC 
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 STANDING ITEMS  AGENDA ITEMS 

27 March 2019  Declaration of Interests  

 Minutes 

 Action Log 

 Forward Planning 

 Internal Controls Updates 
- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

 

Internal Audit 

 Internal Audit 
Progress Report 
2018/19 

 Draft Internal Audit 
Plan 2019/20 

 

External Audit 
External Audit – The Audit 
Plan 2019/20 

SFRS Annual 
Governance Statement 
2017/18 
Approach to developing 
AGS 2018/19. 

Accounting Policies 

13 June 2019 
 

ANNUAL PRIVATE MEETING WITH INTERNAL AUDIT  

 Declaration of Interests  

 Minutes 

 Action Log 

 Forward Planning 

 Internal Controls Updates 
- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

  

Internal Audit 

 Internal Audit – Annual 
Opinion and Report 
2018/19 

 Internal Audit Progress 
Report 2019/20 

  Corporate 
Performance Indictors 
– Internal Audit 
Exception Reporting 
(Targets) 

 

External Audit 
External Audit – 2019/20 
Audit Plan Progress 
Report 
 
 
HMFSI  
Routine Annual Report 
 

SFRS Update on the 
preparation of the 
Annual Report and Draft 
Statement of Accounts 
2017/18 
 
SFRS (Draft) Annual 
Governance Statement 
2018/19 
 
Committee (Draft) Audit 
Annual Report 2018/19 to 
the Accountable Officer 
and Board 

 

10 October 
2019 

ANNUAL PRIVATE MEETING WITH EXTERNAL AUDIT  

 Declaration of Interests  

 Minutes 

 Action Log 

 Forward Planning 

 Internal Controls Updates 
- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

 

Internal Audit 

 Internal Audit 
Progress Report 
2019/20 

 Corporate 
Performance Indictors 
– Internal Audit 
Exception Reporting 
(Targets) 

 Internal Audit Annual 
Assurance Report 
2018/19 

Review of Committee 
Audit Annual Report 
2018/19 to the 
Accountable Officer and 
Board 
 
Review of SFRS Annual 
Governance Statement 
2018/19 
 

Private Session – SFRS 
Draft Annual Report and 
Accounts 2018/19 
 
Private Session – 
External Audit Annual 
Report to Members and 
Auditor General for  
Scotland  
 

 

Agenda 

Item 14a 
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16 January 
2020 

 Declaration of Interests  

 Minutes 

 Action Log 

 Forward Planning 

 Internal Controls Updates 
- Strategic Risk Register 
- Anti Fraud 

 Gifts and Hospitality – Quarterly 
Update 

 

Internal Audit  
Internal Audit Progress 
Report 2019/20 
 

External Audit 
External Audit – 
2018/19Audit Plan 
Progress Report 
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